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TLP AM B E R Sobre este reporte
ASM'VP RE PO RT Se trata de un informe SKYWATCH que presenta la

informacién mas actualizada del ASM-VP tal y
como se muestra en el panel de control del
servicio.
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Vulnerability
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Active Users

Users
TSA-CHIL-DIST01$
Ihernandez
ysaenz
srodriguez

kalba

mriascos
suptaller
gigonzalez
garmas
ezrodriguez

zcano
TCH-SMBD-DIST10$
asistentemps
Iperez

asistente2
logistica2
vgutierrez
TSA-CHIL-ADM-04$
jnieto

cmedina
asanchez
evgonzalez
fmiranda
mmcfernan
jegonzalez
mdechin
bbustamante

dsinisterra
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Users
TP-SMBD-CO-24%
Icedeno

jpineda

rselles
TP-SMBD-CXC-17$
logistica3

msalas

Isanchez

rcerrud

rolivares
orodriguez
ialvarado
TCH-SMBD-CC-04$
kcaballero
eserrano

Icastillo

jdegracia

jtapia

esaavedra
recepcion

krojas

Icaballero
rlambert
TP-SMBD-CXC-24$
ciguala
TSA-CHIL-DIST03$
TP-SMBD-IT-19%
TCH-CHIL-SERV02$
calmengor
TP-CHIL-OP-05%
agaubeca
TN-CHIL-TEC-01$
rperez

jalvarado

nf
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Users

Isanto

jdesedas
alcastillo
dcorrales

jpino

loceriacaja2
TP-SMBD-CXC-22$
TP-SMBD-CXC-21$
amartinez

szavala

jvidal

asistente

mmunoz

rreyna

ybonilla

msayas
cagutierrez
nirodriguez
rcuellar
TP-SMBD-CXC-23$
jrivas

cmitre

ropalacios

ggarcia
comprasflota
importacionesmps
vgarrido

javierg

mdiaz

jsencion
vvaldespino
david-caja
jcampbell

serverp

yrodriguez
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Users
TP-CHIL-CAL-02%
marauz
PP-SMBD-CXC-21$
joespinosa
cristinag
TP-SMBD-CXC-18%
emurillo
gbustamante
samador
TCH-SMBD-DIST07$
rdiaz

rpalacio
drodriguez
eescudero
bcabeza
josanchez

oortiz
TP-SMBD-CXC-13$
TP-CHIL-RH-02%
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Activity Alerts

Activity State Date Created

rcuellar (internal user) performed AccessDenied on 60 files in the past day OPENED 2026-02-26T23:34:33.738Z
cagut.ierrez (.internal usgr.) acce§sed 515 ﬁlgs in the past day. Display name: OPENED 2026-02-26T23:23:42.9747
Carolina Gutierrez. Email: cagutierrez@tropigas.com.pa

mriascos (intgrnal .user) accesged 925 files in the past day. Display name: Milagros OPENED 2026-02-26T23:23:42.9747
Riascos. Email: mriascos@tropigas.com.pa

idiaz.(irjtgrnal usgr) accessed 654 files in the past day. Display name: llick Diaz. OPENED 2026-02-26T22:24:36.1837
Email: idiaz@tropigas.com.pa

jpineda (internal user) accessed 503 files in the past day. Display name: Joseph ey AL

Pineda Arjona. Email: jpineda@tropigas.com.pa OPENED 2026-02-26T22:04:29.5432
jpino (mtgrnal usgr) accessed 712 files in the past day. Display name: Jorge Pino. OPENED 2026-02-26T22:04:29.5437
Email: jpino@tropigas.com.pa

asanchez (|ntgrna| user) accessgd 501 files in the past day. Display name: Ana OPENED 2026-02-26T22:04:29.5437
Sanchez. Email: asanchez@tropigas.com.pa

emurillo (internal user) performed AccessDenied on 56 files in the past day OPENED 2026-02-26T21:53:33.248Z
tp-smbd-§§-24$ (external user) accessed 60 files in the past day. Display name: OPENED 2026-02-26T20:53:35.9897
N/A. Email: tp-smbd-cc-24$

pp-smbd-cxc-21$ (external user) accessed 55 files in the past day. Display name: OPENED 2026-02-26T20:53:35.9897

N/A. Email: pp-smbd-cxc-21$

Suspicious Incidents

Username

TCH-SMBD-DIST10$

TCH-SMBD-DIST10$

TCH-SMBD-DIST10$

TCH-SMBD-DIST10$
TCH-SMBD-DIST10$
TCH-SMBD-DIST10$

TCH-SMBD-DIST10$

TCH-SMBD-DIST10$
TCH-SMBD-DIST10$
TCH-SMBD-DIST10$

GLESEC. All Rights Reserved.

File
SOBRETIEMPQOS Y VIATICOS 2,026 (005).xlsx

Copia de SALIDA DOMINGO 15 Y MIERCOLES DE
CENIZA .xIsx

Copia de TALLAS DE UNIFORMES ACTUALIZADA 2,026
DISTRIBUCION PL- CHILIBRE.xIsx

VALIDACION DE SALIDA DE PLANTA .xIsx
SALIDA DOMINGO 15 Y MIERCOLES DE CENIZA.xIsx
SOBRETIEMPOS Y VIATICOS 2,026 (003).xIsx

SALIDA DE CARRO TANQUE DIAS FERIADOS DE
NOVIMEBRE 2,025.00xIsx

SOBRETIEMPOS Y VIATICOS 2,026 (004).xIsx
FORMULARIO DE ENTREGA DE LINTERNA.xIsx

Personal Granel - Mangas.xlsx

PROPRIETARY & CONFIDENTIAL

Time

2026-02-26T13:39:23.791Z

2026-02-26T13:39:23.793Z

2026-02-26T13:39:23.793Z

2026-02-26T13:39:24.825Z
2026-02-26T13:39:24.825Z
2026-02-26T13:39:24.8257Z

2026-02-26T13:39:24.825Z

2026-02-26T13:39:24.827Z
2026-02-26T13:39:24.828Z
2026-02-26T13:39:24.8327Z

LATAM HQ
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Action

AccessDenied

AccessDenied

AccessDenied

AccessDenied
AccessDenied

AccessDenied

AccessDenied

AccessDenied
AccessDenied

AccessDenied
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Alerts per User

Users Count
vgarrido

jnieto

jtapia

asanchez
cagutierrez
emurillo
enesa-asist-01$
jpineda

jpino
pp-smbd-cxc-21$
pp-smbd-it-01$
pp-smbd-it-05%
tch-smbd-crcl-0$
tch-smbd-dist10$
tp-chil-cal-02$
tp-smbd-co-24$
tp-smbd-cxc-13$
tp-smbd-cxc-17$
tp-smbd-cxc-22$
tp-smbd-rh-13$
tsa-chil-dist01$
tsa-chil-f1-08%
vmwinlOmdechin$
gbustamante
marauz
mv-loc-ger01$
pp-chil-gs-01$
tch-smbd-cc-04$
tch-smbd-dist07$
tn-chil-tec-02$
tp-chil-oper-15$
tp-smbd-cxc-24$
tp-smbd-it-05$
tsa-chil-adm-04$
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Users
tsa-chil-dist03$
tsa-loc-adm-01$
vm_winl0 jeneva$
idiaz
mps-loc-alm-13$
mps-loc-alm-16$
mriascos

oortiz

rcuellar
rirodriguez
rpalacio
tch-smbd-dist20$
tn-chil-tec-01$
tp-roble-adm-02$
tp-smbd-cc-24$
tp-smbd-cxc-21$
tp-smbd-cxc-23$
tsa-chil-f1-09%

vgutierrez

Total Users - Last 30 days
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Trusted Access

MSS-TAS

Total Users *

Average Authentications by Hour of the Day

3.0 -
25
20 ]

15 ]

10
- I I I I I I
1 2 3 4 5 6 7

W date hour W Success @ Denied
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Top Authenticated Users *

jos= tapia
rosario. diaz

javierzuniga

Most Active Applications *
app Success Total
Generic SAML Service Provider - Single Sign-On 6 6

Authentication Status in the Last 24 Hours *

W User Approved - 4
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Most Successful Authenticated Countries *

0+ 10+ 50+ 100+ 500+ 1000+ 5000+ 10000+
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Trusted Access In Last 6 Months

7.0 //f\
N

4.0
3.0 -

2.0 4

10+

Saptember October Movember December January February March

— MoResponse — UserApproved — User Cancelled

Successful and Failed Authentications *

3.0

2.5

2.0

15

L0

0.5

February March
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Successful Authentications *

00 User Approved - 4
m rull-2

Successful Authentications by Factor *

[ Duo Push- 3
O Mot Available - 1
W Flatform autherticator (2fa) - 2
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Authentication Per Country *

W Panama- 6

MSS-USB

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500



"

GLE
secC

COMPLETELY
PERCEPTIVE

TLP:AMBER

ASM-VP REPORT

HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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