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Device Profile

IP Address of System: 26.252.104.149 (Domain) Name of
System: moore.com

Open Ports Authorized: 995, 443, 25 Open Ports: 22, 993

Mac Address: 69:FE:4A:49:42:E4 Operating System: Linux Zorin

Impact: High Date Scanned: 2024-12-01 00:00:00

Location: Internal Division: Security

Type of System: IOT/OT Vendor: Bogisich PLC

Model: et Version: v4.2.8

Description of use or application of the system:

Quasi soluta quas aut totam aut molestiae. Est expedita molestias dignissimos quidem libero. Recusandae commodi
deserunt placeat unde corporis.

System Vulnerabilities

Case Date Opened Vulnerability Case Priority Status

2024-11-29 02:11:06 26.252.104.149 #16458 High Closed

2024-11-29 01:34:54 26.252.104.149 #16459 High Closed

2024-11-29 11:08:29 26.252.104.149 #16460 Critical Closed

2024-11-28 22:31:02 26.252.104.149 #16461 Critical Closed

2024-11-29 02:42:12 26.252.104.149 #16462 High Closed

Risk

Severity
Critical

Weight
1.43
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Vulnerabilities

CVE Severity Criticality Name

medium high Rem est voluptate blanditiis eveniet.

medium critical Dolorem rerum culpa dolorem non.

CVE-2007-53498 low medium Vitae et nostrum quia quo sit at aut.

high high Optio ab libero ut reiciendis.

critical medium Qui optio sit optio voluptates.

medium medium Non dolores ipsum quod dolorum iure.

medium low Mollitia eum nulla rerum odio illum quia.

critical low Excepturi quibusdam nulla et voluptate.

CVE-1985-92271 high high Ut vero doloribus qui iusto quidem error.

medium critical Rem iure et aperiam.

CVE-1970-4787 high critical Et explicabo libero officia et quas suscipit ut.

low low Culpa aut consequatur nam vitae nihil recusandae.

high medium Minima totam iusto hic dolores veritatis.

critical medium Id ratione id maiores aut.

CVE-2020-3968 critical critical Est aut quasi ipsum nam.

critical low Quasi autem autem veniam.

medium low Laudantium iure ea repellendus et.

Threats

Service Type Severity

MSS-DDOS info-leak low

MSS-BRAND sql-injection medium

MSS-DDOS overflow high

MSS-WAF protocol-anomaly low

MSS-EDR webshell medium

MSS-WAF vulnerability medium

MSS-EDR code-execution low

MSS-EPM webshell high

MSS-DLP protocol-anomaly high

MSS-DLP protocol-anomaly low
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 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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