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TLP AMBER CISO
EXECUTIVE REPORT
This report corresponds to "Mayo 2025" and it is directed to
Director or VP of IT, Cyber Security, Cyber Security Compliance or
equivalent. The information is delivered following the GLESEC`s
Seven Elements Cyber Security Model (7eCSM TM), these elements
are: Risk, Vulnerabilities, Threats, Assets, Compliance, Cyber
Security Validation and Access

ABOUT THIS REPORT

The purpose of this document is to report
on the “state” of security for your
organization. It must be noted that
GLESEC bases its information analysis on
the services under contract. The
information generated by these services
is then aggregated, correlated and
analyzed.

RISK

Actual Risk

10%
The current risk remains at the
same level as last month, indicating
stability in the presence of active
threats. Although the risk remains
low and threats targeting the most
vulnerable assets are limited,
continuous vigilance is
recommended to identify any
emerging changes in the risk
environment.

Accepted Risk

1%
The level of risk accepted remains
minimal, reflecting a strict threat
mitigation strategy. This approach
indicates that proactive risk
management continues to be
prioritized over risk tolerance.

Confidence

Medium
Confidence in the assessment
remains at a neutral level,
supported by sufficient information
for a reasonable understanding of
the risk. However, there is room for
improvement in the quality and
clarity of the information in order to
strengthen future assessments.
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Accepted & Actual Risk

Table of Comparison of Actual and Acceptable Risk From Current to Previous Month

Current Month Previous Month

Actual Risk 10 8

Accepted Risk 1 1

VULNERABILITY
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Hosts & Vulnerable Hosts In Last 6 Months
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Total Vulnerability Counts In Current & Previous Month

Current Month Previous Month

Hosts Baselined 59 59

Hosts Discovered 67 71

Vulnerable Hosts 4 51

Baseline Devices 7 9

Vulnerable Devices 5 5

Critical Vulnerabilities Count 0 132

High Vulnerabilities Count 0 159

Medium Vulnerabilities Count 17 482

Low Vulnerabilities Count 4 77

Phishing Score 0 0

Email Gateway Score 7 6

Web Application Firewall Score 19 18

Web Gateway Score 62 61

Endpoint Score 13 12

Hopper Score 33 32

DLP Score 87 86

Vulnerability Metric

110

THREATS

Critical Attacks Per Country In Past Week
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United States - 61116 Romania - 1395 France - 1049 Trinidad and Tobago - 952
Panama - 931 United Kingdom - 855 Netherlands - 755 Germany - 642
Colombia - 518 Czechia - 304
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Total Number of Successful MFA authentications per application
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Total Attacks Successfully Blocked Per Service
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Attacks Successfully Blocked by Severity

System Availability and Performance in current & previous month

Current Month Previous Month

Total Device Outages 8 10

Critical Device Outages 0 0

Histogram of Total and Critical Device Outages

Total and Critical Attacks Successfully Blocked by Security Layer and Department

MSS-UTM MSS-DDOS MSS-DLP MSS-EDR

6,710 0 0 0
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OPERATIONAL
Notable Events Active For The Last Month

Notable Event Type How Many #

High Persistency Detection 12

BAS Immediate Threat 36

BAS Web Security 16

BAS WAF 3

FW Alerts 2

Change in High or Critical Vulnerabilities 3

MSS-DLP - Abnormal activity in the file system(s) 1

Change in Systems Performance 2

 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.




