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1. About This Report

The purpose of this document is to report on the “state” of security for your organization. It
must be noted that GLESEC bases its information analysis on the systems under contract. The
information generated by these systems is then aggregated, correlated and analyzed. The
more complete the set of systems under contract the more accurate and complete the results
will be. The report is organized to provide an executive summary with recommendations (as
necessary or applicable) followed by more detailed information.

We at GLESEC believe information security is a holistic and dynamic process. This process
requires on-going research and follow up. Holistic since no single “device” can provide the
security necessary for an organization. Technology alone cannot provide the security
necessary, but people that understand the operations and information generated by the
security devices are a key to proper security. The process is dynamic since due to the nature
of Internet security given the constant discovery of new security vulnerabilities and exploits,
the proliferation of hacking tools that make it easier for script-kiddies with minimal
knowledge to cause damage. The increase in malware, phishing, insider threats, espionage,
organized crime, intellectual property theft, and hacktivism are the very cause of information
security exposure and are most commonly driven by financial gain.

2. Confidentiality

GLESEC considers the confidentiality of client’s information as a trade-secret. The
information in this context is classified as:

a) Client name and contact information

b) System architecture, configuration, access methods and access control

c) Security content
All the above information is kept secure to the extent in which GLESEC secures its own
confidential information.



3. Scope of This Report

MSS: Managed Security Service (full outsourcing)

Update Service
Service Manufacturer Expiration  Expiration
MSS-APS Radware DefensePro 516 ODS2- 01/01/17 01/01/17
S1(Bridgeton)
MSS-APS Radware DefensePro 516 ODS2-S1(Elmer) | 01/01/17 01/01/17
MSS-VME Beyond Security |AVDS 01/01/17 01/01/17

4. Executive Summary
This report corresponds to the period from March 1, 2016 to March 31, 2016.

This month we are seeing an increasey of 20% in total number of attack activity from prior
month and about 25% for critical attacks. The attacks this month are predominant of short
duration and secondarily of less than 1 minute and 10 to 30 minutes in duration and most are
targeting multiple ports. Unlike the prior month the attacks to Port 23 have decreased but
still an important attack vector, we see in increase of attacks to port 3389. Over 30 percent of
the attacks are coming from known threat sources that GLESEC gathers and correlates with
the information produced by the protection systems (DefensePro). The attacks are mostly
from the USA, China, United Kingdom, Netherlands, Russian Federation, Germany, France,
Iceland, Canada, Mexico. A significant number of attacks are scanning which can be
considered reconnaissance and is what precedes further attacks. The “access” category
which is an aggregate of known attack sources (see above, as 5% of the total attack traffic is
Access) is based on anomaly type. It is also notizable that 2 million attacks came from
scanning sources.

This month we see eith more systems in the permiter (total of 125) with 57 vulnerable
systems with 310 vulnerabilities. Some systems have drastically increased their
vulnerabilities from prior month. In particular se wee Web Server with 122 detected
vulnerabilities, Encryption & Authentication with 114, Preliminary analysis with 69 among the
top categories. It is very important that the recommendations in this report are followed in
order to decrease these vulnerabilities as soon as possible; starting with the High, then the
medium and then the low.



On the Operations side, the systems were available 100% of the time with good response
time (Bridgeton at 15.83 msec and Elmer at 15.18 msec) and no packet loss.

Risk Value

To provide a way to quantify the risk of a Company, GLESEC introduces a definition for a
metric value to capture the exposure risk that allow to evaluate the objective vulnerabilities
and also the record of change over time. This procedure to qualify can be used to evaluate the
ROl in the security measures we have implemented.

It is important to mention that this metric considers a median value for the vulnerabilities
classified as "high”, "medium™ and “low", given them a value of 100% 50% and 10% to each, so
the factor of the total number of system that are vulnerable.

This takes into consideration all of the vulnerabilities, but is important to point out that this
values (100, 50 and 10) are arbitrary chosen by us, so this measure can in time change as we
understand more of the risk involved. We can use this metric to evaluate the progress in time
and to compare one over the other using a common amount set.

Total IP's Scanned IP's Vulnerable

125 57
Risk Distribution
High Medium Low Total
1 37 272 310

Risk Value 0.069
Vulnerabilities Weighted Sum 0.151

According to the metrics:
RV= 0.069

The following values are to clarify RV:

RV=1 Points to every IP address in the infrastructure that are susceptible to attacks
RV=0 Points to no IP address in the infrastructure aret susceptible to attacks
RV=0.1 Point to 1/10 IP address in the infrastructure that are susceptible to attacks
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Attack Summary
Based on the information gathered from the DefensePro during this period 9,540,544 attacks
on INSPIRA HEALTH NETWORK, 430,496 of which were considered critical were all stopped by
the Radware devices.

INSPIRA  HEALTH NETWORK receives an average of 10,370,149 total attacks and
340,005critical attacks on a monthly basis which equates to an average of 338,113 total daily
attacks and 11,086 critical daily attacks. As the graph illustrates total attack levels in relation
to the previous report period totalled 8,039,362 total attacks and critical attacks in compared
with a last period's total of 291,252.

This statistical graph provides the count of critical and total attacks blocked per month
calculated on a rolling 12 month period (Last 12 months)

20,000,000

Count

10,000,000

Comparison of previous month with current month.

Total Attack 8,039,362 9,540,544
Critical Attacks 291,252 430,496
Monthly attack average 10,439,272 10,370,149
Daily Attack Average 331,838 340,005
Monthly Critical attack average 328,138 338,113
Daily Critical Attack Average 10,949 11,086
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Geography

The vast majority of attacks on INSPIRA HEALTH NETWORK originated geographically from
the following Top 10 countries: USA, Netherlands, China, Russian Federation, Poland,
Germany, France, Canada, Sweden, United Kingdom listed in order of frequency. The attacks
that we observed are happening to companies all around the world. Geographic borders offer
little or no protection against cyber-attacks, in fact just the opposite is true offering more
opportunity for anyone to carry out an attack.

United Kingdom
Sweden

Canada

France
Cermany
Poland

Russian Federation

China

United States

Netherlands

*Please view the Maps, and Graph: Top 10 Attacking Countries Blocked, Graph: Top 10
Attacking Countries Blocked by Attack Type, Graph: Top 10 Attacking Countries Blocked by
Protocol available in the Security Intelligence section of the report.
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Category Distribution
Category distribution for this report period is illustrated and detailed below.

Scanning accounted for 47.82
% of attacks during this report
period

Network-wide Anti-Scanning protections
dropped enumeration attempts which
otherwise thwart any effort for threat
modelling, commonplace after the
information gathering phase of a targeted
or planned attack.

Intrusions accounted for 1.62 % of attacks during this report period
These include vulnerability-based threats such as: Worms and Botnets; Trojan horses and the
creation of backdoors; Vendor-specific exploitation vulnerabilities in products e.g., Microsoft,
Oracle; Exploitation of vulnerabilities in a
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Duration
Attack duration for specific categories for this report period is illustrated below.

Less Than A Minute
Ten to Thirty Minutes
More Than Cne Hour
One to Five Minutes
Thirty to Sixty Minutes
Five to Ten Minutes

Duration

0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500
Count

0 Access B Anomalies U0 Anti-Scanning 0 Behavioral-DoS ! DNS-Protection @ DoS

@ Intrusions

Bandwidth

Access protection dropped 212.00 Gbps, Anti-Scanning protection dropped 46.33 Gbps, Dos
Protection Dropped 0.07 Gbps, Intrusion protection dropped 25.60 Gbps of total traffic,
Behavioral-DoS dropped 18.56 Gbps, 9.80 Gbps dropped by Packet Anomaly protection rules,
DNS Protection dropped a total of 7.37 Gbps of traffic, for a total of 319.74 Gbps of malicious
traffic was discarded this period.

Category + Gbps + Mbps +
Access 21200 217088.37
Anti-Scanning 46.33 4744124
Intrusions 25.60 26214.01
Behavioral-DoS 18.56 19000.99
Anomalies 9.80 10039.98
DNS-Protection 7.37 7546.96
DoS 0.07 68.82
Cracking-Protection 0.01 13.90
HttpFlood 0.00 0.00

Total Bandwidth in Gbps/Mbps 310.74 32741427
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*Please view the Bandwidth Information, and Graph: Bandwidth by Blocked Threat Category
by Hour of Day and Graph: Top Attacks Blocked by Bandwidth and Graph: Attack Categories
Blocked by Bandwidth available in the Security Intelligence section of the report.

Port Activity

The advanced intrusion detection and prevention capabilities offered by the DefensePro IPS
NBA, DoS and Reputation Service provides maximum protection for network elements, hosts
and applications. It is composed of different application-level protection features to prevent
intrusion attempts such as worms, Trojan horses and single-bullet attacks, facilitating
complete and high-speed cleansing of all malicious intrusions.

The DefensePro assisted in preventing attacks directed at network and server level which
were directed at well-known port numbers: 80 (http), 1433 (ms-sql), 3389 (rdp), 8080 (http-
alt), 4500 (ipsec-nat-t), 443 (https), 5060 (sip), 23 (telnet), 22 (ssh), 3306 (mysql) in order of
frequency for this report period.

mutiple e
2; I
3389
22
3128
80
243 1N
8080
s3
13160 | | A
0 1,000,000 2,000,000 3,000,000

Count

Destination Port

Port number information utilized is based on IANA Service Name and Transport Protocol Port
Number Registry and additional outside sources are used to illustrate the relationship to
commonly exploited attacks vectors.

*Please view the Port Information, and Graph: Attacks Blocked by Destination Port and
Graph: Top Probed Applications Blocked available in the Security Intelligence section of the
report.
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Known Threat Sources by Threat Type

3,431,528 attacks on INSPIRA HEALTH NETWORK are from known threat sources that have
been compiled and correlated with attack source IPs gathered from the DefensePro attack
logs and outside sources such honeypots, known malicious sources, vulnerability databases,
relationships with CERT and CSIRT teams that GLESEC possesses, together with various other

threat feeds.

Malicious Host

Malicious ...nning Host

Threat Type

Dshield IP

0 | 2,500,000 15,000,000 17,500,000 110,000,000
Count

0185941111 I 18868.22462 M 193.105.134.220 @8 193.106.30.210 WM 198.20.69.74
@ 198.20.69.98 MM 198.20.70.114 W 198.20.87.98 MM 198.20.99.130 WM 209.126.116.147

@ 218.246.0.97 I 46.161.40.120 66.240.192.138 WM 66.240.236.119 B 71.6.135.131

0 71.6.165.200 B0 71.6.167.142 W 80.82.79.104 I 82.221.105.6 WM 85.25.43.94
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Vulnerability Summary

The following network ranges for INSPIRA HEALTH NETWORKwas scanned for vulnerabilities.
170.75.32.0/20 170.75.32.48.0/20
A total of 117 hosts were scanned 57 of which were found to be vulnerable.

Vulnerabilities were detected for the following host IPs:

Vulnerable Hosts High Medium Low Total
170.75.48.20
170.75.48.3

-t
—

170.75.48.2

o O o o
—t
b

170.75.481

—
—

170.75.33.217
170.75.33.216
170.75.33.190
170.75.33.163
170.75.33.162

170.75.33.142
170.75.33.141

170.75.33.140
170.75.33.138
170.75.33.137
170.75.33.135
170.75.33.134
170.75.33.133
170.75.33.132
170.75.33.131

0o O O O 0O O 0O 0O 0O 0O 0 O 0o 0o 0o o oo o o o

N N 00 & N N MM O N 0O O ©O O NN
N 00 O O W W W W N 00w v o o w w

170.75.33.130
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170.75.33.129 0 1 6 7
170.75.33.128 0 0 6 6
170.75.33.127 0 1 7 8
170.75.33.125 0 1 8 9
170.75.33.124 0 1 8 9
170.75.33.123 0 1 5 6
170.75.33.122 0 0 7 7
170.75.33.121 0 0 2 2
170.75.33.120 0 0 2 2
170.75.33.119 0 1 2 10
170.75.33.118 0 1 8 9
170.75.33.117 0 1 7 8
170.75.33.116 0 1 <

170.75.33.115 0 0 2 2
170.7533.113 0 2 8 10
170.75.33.112 0 0 6 6
170.75.33.111 0 1 8 9
170.75.33.110 0 3 10 13
170.75.33.109 0 1 7 8
170.75.33.108 0 1 7 8
170.75.33.106 0 0 3 3
170.75.33.105 0 0 2 =)
170.75.33.104 0 0 3 3
170.75.33.98 0 0 2 2
170.75.33.97 0 1 6 7
170.75.33.95 1 0 2 3
170.75.33.58 0 1 - 5
170.75.33.55 0 2 4 6
170.75.33.53 0 1 2 3
170.75.33.51 0 1 5 6
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170.75.33.35 0 1 9 10
170.7533.4 0 2 8 10
170.75.32.15 0 0 5 5
170.75.32.10 0 0 1 1
170.75.32.3 0 0 1 1
170.75.32.2 0 0 1 1
170.75.321 0 0 1 1

Vulnerability —Current Month and Previous Month
A comparison of persistent vulnerabilities of the current month and previous month.

ip Previous_Month Current_Month
170.75.32.1 1 1
170.75.32.10 1 1
170.75.32.15 7 5
170.75.32.2 1 1
170.75.32.3 1 1
170.75.33.104 3 3
170.75.33.105 5 3
170.75.33.106 3 3
170.75.33.107 2

170.75.33.108 8 8
170.75.33.109 8 8
170.75.33.110 10 13
170.75.33.111 8 9
170.75.33.112 8 6
170.75.33.113 9 10
170.75.33.114 15

170.75.33.115 3 2
170.75.33.116 1 5
170.75.33.117 5 8
170.75.33.118 9 9
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170.75.33.119

—

170.75.33.120

170.75.33.121

170.75.33.122

170.75.33.123
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170.75.33.55
170.75.33.58
170.75.33.95

~N W Ao

170.75.33.97

N N W;h o

170.75.33.98 1
170.75.48.1 1 1
170.75.48.2 1
170.75.48.20 1
170.75.48.3 1

Please view Recommendations for more details.

Risk Distribution

Category distribution for this report period is illustrated and detailed below.

Based on the information gathered from the GLESEC Automated Vulnerability Detection
System (AVDS) a total of 310 Vulnerabilities were found which consisted of 1 High Risk
Vulnerabilities during this period, 37 Medium Risk Vulnerabilities and 272 Low Risk
Vulnerabilities.

Scan Name High Medium Low Total

Inspira_Health_Network 1 37 272 310

High risk vulnerabilities accounted for 0.32 % of the discoveries
during this report period

High are defined as being in one or more of the following categories: Backdoors, full
Read/Write access to files, remote Command Execution, Potential Trojan Horses, or critical
Information Disclosure (e.g. passwords).

Medium risk vulnerabilities accounted for 11.93 % of the discoveries
during this report period

Medium describes vulnerabilities that either expose sensitive data, directory browsing and
traversal, disclosure of security controls, facilitate unauthorized use of services or denial of
service to an attacker.
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Low risk vulnerabilities accounted for 87.74% of the discoveries

during this report period

Low describes vulnerabilities that allow preliminary or sensitive information gathering for an
attacker or pose risks that are not entirely security related but maybe used in social-

engineering or similar attacks.

Vulnerability Categories

Most frequent type of vulnerabilities.

1 Preliminary Analysis 9
2 SMB/NetBIOS 10
3 Simple Network Services 11
4 Policy Checks 12
5 Web Servers 13
6 RPC Services 14
7 Backdoors 15
8 | Encryption and Authentication 16

Firewalls
SSH Servers
Mail Servers
SQL Servers
FTP Servers
Server Side Scripts
SNMP Services
DNS Servers

The list below indicate your vulnerability most frequent:

17
18
19
20
21
22
23

Network Devices
Malformed Packets
Proxy Servers
Wireless AP
Webmail Servers
NFS Services
Printers

Webserver vulnerabilities are the most prevalent vulnerability category with 122 detected
vulnerabilities followed by Encryption and Authentication with 114 , Preliminary analysis with

69 , Mail Servers with 2, Server Side Scripts with 2 and Simple Network Services with 1 for

the report period.

Category

Web servers

Encryption and Authentication
Preliminary Analysis

Mail servers

Simple Network services

Server Side Scripts

GLESEC

High Medium

17

w

o o o

—

Low Total
18 122
81 114
69 69
2 2
2 2
0 1
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Web Server vulnerabilities accounted for 39.35 % of the discoveries
during this report period

Various high-profile hacking attacks have proven that web security remains the most critical
issue to any business that conducts its operations online. Web servers are one of the most
targeted public faces of an organization, because of the sensitive data they usually host.
Securing a web server is as important as securing the website or web application itself and
the network around it. If you have a secure web application and an insecure web server, or
vice versa, it still puts your business at a huge risk. Your company’s security is as strong as its
weakest point.

Encryption and Authentication vulnerabilities accounted for 36.77 % of
the discoveries during this report period

Authentication and encryption are two intertwined technologies that help to insure that your
data remains secure. Authentication is the process of insuring that both ends of the
connection are in fact who they say they are. This applies not only to the entity trying to
access a service (such as an end user) but to the entity providing the service, as well (such as a
file server or Web site). Encryption helps to insure that the information within a session is not
compromised. This includes not only reading the information within a data stream, but
altering it, as well.

While authentication and encryption each has its own responsibilities in securing a
communication session, maximum protection can only be achieved when the two are
combined. For this reason, many security protocols contain both authentication and
encryption specifications.

Preliminary Analysis vulnerabilities accounted for 22.25 % of the
discoveries during this report period

Preliminary Analysis vulnerabilities are primarily information or service disclosures that can
be gathered during footprinting/enumeration. Information disclosure is the unwanted
exposure of private data. For example, a user views the contents of a table or file he or she is
not authorized to open, or monitors data passed in plaintext over a network. Some examples
of information disclosure vulnerabilities include the use of hidden form fields, comments
embedded in Web pages that contain database connection strings and connection details,
and weak exception handling that can lead to internal system level details being revealed to
the client. Any of this information can be very useful to the attacker/threat agent.
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Mail Server vulnerabilities accounted for 0.64 % of the discoveries
during this report period.

A mail server is the computerized equivalent of your friendly neighborhood mailman.
Spammers sometimes send a flood of traffic that overwhelms an email server. The result is
sluggish email delivery, delaying legitimate messages from reaching their intended recipients
on your network.

Server Side script vulnerabilities accounted for 0.64 % of the
discoveries during this report period.

Is a technique used in website design which involves embedding scripts in an HTML source
code which results in a user's (client's) request to the server website being handled by a script
running on the server-side before the server responds to the client's request.

Simple Network Service vulnerabilities accounted for 0.32 % of the

discoveries during this report period
Simple Network vulnerabilities affect protocols like NTP, ICMP and common network
applications like SharePoint among others. This is not meant to be a comprehensive list.
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5. Recommendations

GLESEC recommends for INSPIRA HEALTH NETWORK to address the following vulnerabilities
assigned a High Risk by the GLESEC AVDS.

170.75.33.95, 170.75.33.142

Microsoft Windows HTTP.sys Code Execution Vulnerability (MS15-034)

HTTP.sys in Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1, Windows 8, Windows
8.1, and Windows Server 2012 Gold and R2 allows remote attackers to execute arbitrary code
via crafted HTTP requests, aka "HTTP.sys Remote Code Execution Vulnerability."

Successful exploitation will allow remote attackers to cause a buffer overflow and potentially
execute arbitrary code with SYSTEM privileges.

See solution provided at: See solution provided at:
https://technet.microsoft.com/library/security/ms15-034



GLESEC recommends for INSPIRA HEALTH NETWORK to address the following vulnerabilities
assigned a Medium Risk by the GLESEC AVDS.

170.75.33.35, 170.75.33.51, 170.75.33.55, 170.75.33.58, 170.75.33.97 170.75.33.108,
170.75.33.109, 170.75.33.110, 170.75.33.111, 170.75.33.113, 170.75.33.116, 170.75.33.117,
170.75.33.118, 170.75.33.119, 170.75.33.123, 170.75.33.124, 170.75.33.127, 170.75.33.129,
170.75.33.131, 170.75.33.132, 170.75.33.134, 170.75.33.135, 170.75.33.137, 170.75.33.138,
170.75.33.140, 170.75.33.141, 170.75.33.142, 170.75.33.216, 170.75.33.217

Deprecated SSL Protocol Usage

The remote service accepts connections encrypted using SSLv2 and/or SSLv3, which
reportedly suffers from several cryptographic flaws and has been deprecated for several
years. An attacker may be able to exploit these issues to conduct man-in-the-middle attacks or
decrypt communications between the affected service and clients.

Consult the application's documentation to disable SSL 2.0 and SSL 3.0, and use TLS 1.0 or
newer

170.75.33.110

Default Web Server Configuration

The web server's default installation or "Welcome" page is installed on this server. This usually
indicates a newly installed server which has not yet been configured properly and which may
not be known about.

In many cases, a web server is installed by default and the user may not be aware that the
web server is running. These servers are rarely patched and rarely monitored, providing
hackers with a convenient target that is not likely to trip any alarms.

Change the default page, or stop and disable the web server completely.
If this server is required to provide necessary functionality, then the default page should be
replaced with relevant content. Otherwise, this server should be removed from the network.



Systems Affected
170.75.33.4

Description
HSTS Missing From HTTPS Server

The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). The lack of
HSTS allows downgrade attacks, SSL-stripping man-in-the-middle attacks, and weakens
cookie-hijacking protections.

Solution
Configure the remote web server to use HSTS.

Systems Affected
170.75.33.4, 170.75.33.53

Description

SSL Certificate Expiry

This test checks expiry dates of certificates associated with SSL-enabled services on the target
and reports whether any have already expired or will expire within 60 days.

The SSL certificate of the remote service expired Dec 6 23:59:59 2015 GMT.

Solution

Generate a new certificate for the server, expired certificates pose a security threat as they
prevent the user accessing your site from being able to properly evaluate the safety of your
SSL certificates

Systems Affected
170.75.33.55

Description

SSL Suites Weak Ciphers

The remote host supports the use of SSL ciphers that offer either weak encryption or no
encryption at all.
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Solution
Reconfigure your SSL package to reject the use of weak ciphers.

Systems Affected
170.75.33.110

Description

Tomcat Documentation XSS Vulnerabilities/ Server Side Scripts

The remote web server includes an example JSP application that fails to sanitize user-supplied
input before using it to generate dynamic content in an error page.

Impact
An unauthenticated remote attacker may be able to leverage this issue to inject arbitrary
HTML or script code into a user's browser to be executed within the security context of the

affected site.

Solution
Un-deploy the Tomcat documentation web application.

Systems Affected
170.75.33.113

Description

Microsoft IIS Tilde Character Information Disclosure Vulnerability/ Web servers

The remote host has Microsoft IIS installed and prone to information disclosure vulnerability.
Microsoft IIS fails to validate a specially crafted GET request having a '~' tilde character, which
allows to disclose all short-names of folders and files having 4 letters extensions.

File/Folder name found on server starting with letter(s): asp
Impact

Successful exploitation will let the remote attackers to obtain sensitive information that could
aid in further attacks.
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GLESEC recommends for INSPIRA HEALTH NETWORK to address the following vulnerabilities
assigned a Low Risk by the GLESEC AVDS.

170.75.32.1, 170.75.32.2, 170.75.32.10, 170.75.32.3, 170.75.48.1, 170.75.48.2, 170.75.48.3

ICMP Timestamp Request
The remote host answers to an ICMP timestamp request. This allows an attacker to know the
time and date on your host.

This may help attackers to defeat time based authentications schemes.

See solution provided at: http://www.beyondsecurity.com/faq/questions/54/how-can-i-
mitigate-icmp-timestamp

170.75.32.15

IPSEC IKE Detection

The remote host seems to be enabled to do Internet Key Exchange (IKE). This is typically
indicative of a VPN server. VPN servers are used to connect remote hosts into internal
resources.

You should ensure that:

1) The VPN is authorized for your Companies computing environment
2) The VPN utilizes strong encryption

3) The VPN utilizes strong authentication

170.75.32.15, 170.75.32.58, 170.75.32.97, 170.75.32.101, 170.75.32.102, 170.75.32.107,
170.75.32.108, 170.75.32.109, 170.75.32.110, 170.75.32.111, 170.75.32.112, 170.75.32.113,
170.75.32.114, 170.75.32.115, 170.75.32.116, 170.75.32.117, 170.75.32.118, 170.75.32.119,
170.75.32.122, 170.75.32.123, 170.75.32.124, 170.75.32.125, 170.75.32.127, 170.75.32.128,
170.75.32.129, 170.75.32.131 ,170.75.32.132, 170.75.32.133, 170.75.32.134, 170.75.32.135,
170.75.32.137, 170.75.32.138, 170.75.32.140, 170.75.33.141, 170.75.33.142, 170.75.33.162,
170.75.33.163 170.75.32.190, 170.75.32.216, 170.75.32.217



SSL Verification Test
This test connects to a SSL server, and checks its certificate and the available ciphers. Weak
(export version) ciphers are reported as problematic.

Usage of weak ciphers should be avoided.

170.75.32.15, 170.75.33.97, 170.75.33.101, 170.75.33.102, 170.75.33.107, 170.75.32.108,
170.75.33.109, 170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114,
170.75.33.115, 170.75.33.116, 170.75.33.117, 170.75.33.118, 170.75.33.119, 170.75.32.122,
170.75.32.123, 170.75.32.124, 170.75.33.125, 170.75.32.127, 170.75.32.128, 170.75.33.129,
170.75.33.131, 170.75.33.132, 170.75.33.133, 170.75.33.134, 170.75.33.135, 170.75.33.137,
170.75.33.138, 170.75.33.140, 170.75.33.190, 170.75.33.216, 170.75.33.217, 170.75.33.141,
170.75.33.142,170.75.33.162, 170.75.33.163

Supported SSL Ciphers Suites
This test connects to a SSL server, and checks its certificate and the available ciphers. Weak
(export version) ciphers are reported as problematic.

http://www.openssl.org/docs/apps/ciphers.html

170.75.32.15, 170.75.33.58, 170.75.33.95, 170.75.33.97, 170.75.33.98, 170.75.33.101,
170.75.33.102, 170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.107, 170.75.33.108,
170.75.33.109, 170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114,
170.75.33.115, 170.75.33.117, 170.75.33.119, 170.75.33.120, 170.75.33.121, 170.75.33.122,
170.75.33.123, 170.75.33.124, 170.75.33.125, 170.75.33.126, 170.75.33.127, 170.75.33.128,
170.75.33.129, 170.75.33.132, 170.75.33.133, 170.75.33.140, 170.75.33.142, 170.75.33.162,
170.75.33.1463 170.75.33.190, 170.75.33.141

HTTP Packet Inspection
This test gives some information about the remote HTTP protocol - the version used, whether
HTTP Keep-Alive and HTTP pipelining are enabled, etc.




170.75.33.58, 170.75.33.95, 170.75.33.97, 170.75.33.98, 170.75.33.101, 170.75.33.102,
170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.107, 170.75.33.108, 170.75.33.1089,
170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114, 170.75.33.115,
170.75.33.116, 170.75.33.117, 170.75.33.118, 170.75.33.119, 170.75.33.120, 170.75.33.121,
170.75.33.122, 170.75.33.123, 170.75.33.124, 170.75.33.125, 170.75.33.126, 170.75.33.127,
170.75.33.128, 170.75.33.129, 170.75.33.130, 170.75.33.131, 170.75.33.132, 170.75.33.133,
170.75.33.140, 170.75.33.190, 170.75.33.141, 170.75.33.142, 170.75.33.162, 170.75.33.163

Identify Unknown Services via GET Requests
This test is a complement of Service test, as it tries recognize more banners and use an HTTP
request if necessary.

170.75.33.117,170.75.33.131, 170.75.33.141

Web Application Firewall Detection

By analysing error codes and messages returned from some web queries, we are able to
determine that the remote web server is protected by a web application firewall.

Such protection may disrupt scan results. Countermeasures have been taken to make the scan
as reliable as possible.

To get a more comprehensive set of scan results, either whitelist the scanner's IP address or
scan from an unprotected location.

170.75.33.108, 170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.118,
170.75.33.119, 170.75.33.124, 170.75.33.125, 170.75.33.127, 170.75.33.129, 170.75.33.132,
170.75.33.142

IIS Content-Location HTTP Header

By default, in Internet Information Server (11S), the Content-Location references the IP address
of the server rather than the Fully Qualified Domain Name (FQDN) or Hostname.

This header may expose internal IP addresses that are usually hidden or masked behind a
Network Address Translation (NAT) Firewall or proxy server.




If this contains internal IP address information, attackers may gain critical information about
the host.

Possible Solution
See solution provided at: http://support.microsoft.com/kb/218180

Systems Affected

170.75.33.51, 170.75.33.114, 170.75.33.117, 170.75.33.119, 170.75.33.122, 170.75.33.123,
170.75.33.129,

Description

Directory Scanner
We found some common directories on the web server:

170.75.33.117:

The following directories were discovered:
/en-US

170.75.33.119:
The following directories were discovered:
/Log, /exec, /log, /scripts, /utils

170.75.33.122:

The following directories were discovered:
/obj

170.75.33.123:
The following directories were discovered:
/Templates, /images, /java, /templates

170.75.33.129:
The following directories were discovered:
/archive

170.75.33.163
The following directories were discovered:
/error

Impact

This is usually not a security vulnerability, only an information gathering. Nevertheless, you
should manually inspect these directories to ensure that they are in compliance with accepted
security standards.

Possible Solution

Check if those directories contain any sensitive information, if they do, prevent unauthorized
access to them

Systems Affected

170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.125
Description

Microsoft IIS Default Page
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The remote server appears to be an unconfigured IIS Server.

170.75.33.109

Non-compliant Strict Transport Security (STS)

The remote web server implements Strict Transport Security (STS). The goal of STS is to make
sure that a user does not accidentally downgrade the security of his or her browser.

All unencrypted HTTP connections are redirected to HTTPS. The browser is expected to treat
all cookies as 'secure' and to close the connection in the event of potentially insecure

situations.

170.75.33.109 : https (443/tcp):
All connections to the HTTP site must be redirected to the HTTPS site.

170.75.33.109

Strict Transport Security (STS) Detection

The remote web server implements Strict Transport Security (STS). The goal of STS is to make
sure that a user does not accidentally downgrade the security of his or her browser.

All unencrypted HTTP connections are redirected to HTTPS. The browser is expected to treat
all cookies as 'secure’ and to close the connection in the event of potentially insecure

situations.

170.75.33.109 : https (443/tcp):
The STS header line is:
Strict-Transport-Security: max-age=31536000

170.75.33.110

HTTP Server Backported Security Patches
Security patches may have been 'back ported' to the remote HTTP server without changing its
version number. Banner-based checks have been disabled to avoid false positives.




Systems Affected
170.75.33.4, 170.75.33.119
Description

robot(s).txt Detection

Some webmasters use a file called robot(s).txt to supply information to search engines and other indexing tools.
This file exists on your server: make sure it doesn't contain sensitive information.

170.75.33.4:
'robots.txt' contains the following:
User-agent: *

Disallow: /

170.75.33.119:
'robots.txt' contains the following:
User-agent: *

Disallow: /

Impact

This file can be viewed by anyone, and it might contain sensitive information about the server.
For example, specifying which directories shouldn't be indexed tells the attacker where the
sensitive files are.

Possible Solution

Make sure the file doesn't contain any sensitive information

Systems Affected

170.75.33.122

Description

Microsoft .NET Handlers Enumeration

It is possible to obtain the list of handlers the remote ASP.NET web server supports.

170.75.33.122:

- .ashx

- .aspx

- .asmx

- .rem
.soap

Possible Solution
http://support.microsoft.com/kb/815145

GLESEC 29 MEMBER-CLIENT CONFIDENTIAL



170.75.33.141

[IS Allows BASIC and/or NTLM Authentication

The remote host appears to be running a version of 1IS which allows remote users to
determine which authentication schemes are required for confidential webpages.

That is, by requesting valid webpages with purposely invalid credentials, you can ascertain
whether or not the authentication scheme is in use. This can be used for brute-force attacks
against known UserlDs.

170.75.33.141

- IIS Basic authentication is enabled
- IIS NTLM authentication is enabled

Follow this procedure:

. Open Internet Information Service Manager
. Choose the server

. Choose master properties

. Choose WWW Service

. Choose Edit

. Choose Directory Security

. Under Anonymous access, choose edit

. Deselect Integrated Windows Authentication

OO UL B WN P

170.75.33.110

Apache Tomcat Default Error Page Version Detection
Apache Tomcat appears to be running on the remote host and reporting its version number
on the default error pages.

Replace the default error pages with custom error pages to hide the version number. Refer to
the Apache wiki or the Java Servlet Specification for more information.



Systems Affected

170.75.33.128, 170.75.33.141

Description

SharePoint Detection

The remote web server is running SharePoint, a web interface for document management. As
this interface is likely to contain sensitive information, make sure only authorized personnel
can log into this site.

Systems Affected
170.75.33.4, 170.75.33.53

Description
SMTP Service STARTTLS Command Support

The remote SMTP service supports the use of the 'STARTTLS' command to switch from a
plaintext to an encrypted communications channel.

Systems Affected
170.75.33.110

Description

Apache Tomcat Servlet/JSP Container Default Files/ Web servers

The Apache Tomcat servlet/JSP container has default files installed. These files should be
removed as they may help an attacker to guess the exact version of the Apache Tomcat which is
running on this host and may provide other useful information.

Default files:

* /tomcat-docs/index.html

* Jexamples/servlets/index.html

* Jexamples/servlet/SnoopServlet
* Jexamples/jsp/snp/snoop.jsp

* Jexamples/jsp/index.html

The following default files were found:

/tomcat-docs/index.html
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Systems Affected
170.75.32.15

Description
Cisco ASA SSL VPN Detection/Encryption and Authentication

The remote host is a Cisco Adaptive Security Appliance (ASA) running an SSL VPN server

Solution
Make sure the use of this device is authorized by your company policy.
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GLESEC recommends “Implementing the First Five Quick Wins” based on the Twenty Critical
Security Controls for Effective Cyber Defense, Version 4.1 that were formulated as a joint
effort from the NSA, US Cert, DoD JTF-GNO, the Department of Energy Nuclear Laboratories,
Department of State, DoD Cyber Crime Center plus the top commercial forensics experts and
pen testers that serve the banking and critical infrastructure communities. These are readily
available from GLESEC which has provided the following link:
The Critical Controls represent the biggest bang for the buck to protect your organization
against real security threats. Within Critical Controls 2-4 are five “quick wins.” These are
subcontrols that have the most immediate impact on preventing the advanced targeted
attacks that have penetrated existing controls and compromised critical systems at thousands
of organizations.
The five quick wins are:

a) Application white listing (in CSC2)

b) Using common, secure configurations (in CSC3)

c) Patch application software within 48 hours (in CSC4)

d) Patch systems software within 48 hours (CSC4)

e) Reduce the number of users with administrative privileges (in CSC3 and CSC12)



6. Security Intelligence

The purpose of this section is to highlight intelligence gathered from the devices under
contract as well as outside sources such honeypots, known malicious sources, vulnerability
databases, relationships with CERT and CSIRT teams that GLESEC possesses, together with
various other threat feeds.

The vast majority of attacks on INSPIRA HEALTH NETWORK originated geographically from
the following Top 10 countries: USA, Netherlands, China, Russian Federation, Poland,
Germany, France, Canada, Sweden, United Kingdom listed in order of frequency. The attacks
that we observed are happening to companies all around the world. Some results do not
include location information that allows map plotting.

WV Nigeria

237K
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Graph: Top 10 Attacking Countries Blocked
This report provides the count of total attacks blocked by country
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Graph: Top 10 Attacking Countries Blocked by Attack Type
This report provides the count of total attacks types blocked by country
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Graph: Top 10 Attacking Countries Blocked by Protocol
This report provides the count of attack protocols blocked by country
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Graph: Attacks Types Blocked by Week
This report provides the count of attacks blocked by week
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Known Threat Source Information

3,431,528 attacks on INSPIRA HEALTH NETWORK are from known threat sources that have
been compiled and correlated with attack source IPs gathered from the DefensePro attack
logs and outside sources such honeypots, known malicious sources, vulnerability databases,
relationships with CERT and CSIRT teams that GLESEC possesses, together with various other
threat feeds.

8,454,444 attacks on INSPIRA HEALTH NETWORK from the DNS Blacklist obtained by
correlating values from the Project Honey Pot Database. Some results do not include location
information that allows map plotting.
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Map of geographic distribution of 5,873,613 attacks on INSPIRA HEALTH NETWORK from
known threat sources obtained by correlating values from AlienVault Labs; Emerging Threats;
Zeus, Spyeye, and Palevo Tracker. Some results do not include location information that
allows map plotting.
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Graph: Known Threat Sources by Threat Type
This report provides the Top 20 known threat sources by IP and their respective infringing

threat type.
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Graph: Attacks Denied
This report provides the count of total denied attacks along with network security rule.
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Port Information: Port 80 (http), Port 1443 (ms-sql), Port 8080 (https-alt), Port 3306 (mysql)

Commonly scanned in order to attack web servers. SQL injection is currently the most
common form of web site attack in that web forms are very common, often they are not
coded properly and the hacking tools used to find weaknesses and take advantage of them
are commonly available online. This kind of exploit is easy enough to accomplish that even
inexperienced hackers can accomplish mischief. However, in the hands of the very skilled
hacker, a web code weakness can reveal root level access of web servers and from there
attacks on other networked servers can be accomplished. Structured Query Language (SQL) is
the nearly universal language of databases that allows the storage, manipulation, and
retrieval of data. Databases that use SQL include MS SQL Server, MySQL, Oracle, PostgreSQL,
MongoDB, Access and Filemaker Pro and these databases are equally subject to SQL injection
attack.

Web based forms must allow some access to your database to allow entry of data and a
response, so this kind of attack bypasses firewalls and endpoint defenses. Any web form,
even a simple logon form or search box, might provide access to your data by means of SQL
injection if coded incorrectly.

OWASP Top 10 for 2013 lists Al-Injection as the greatest threat and defines this category as:

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

A SQL injection attack consists of insertion or "injection" of a SQL query via the input data
from the client to the application. A successful SQL injection exploit can read sensitive data
from the database, modify database data (Insert/Update/Delete), execute administration
operations on the database (such as shutdown the DBMS), recover the content of a given file
present on the DBMS file system and in some cases issue commands to the operating system.
SQL injection attacks are a type of injection attack, in which SQL commands are injected into
data-plane input in order to effect the execution of predefined SQL commands.



Graph: Attacks Blocked by Destination Port
This report provides information on the total number of attacks blocked that were attempted
on which port and for how many times.
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Graph: Attacks Blocked By Threat Category
This report lists the attacks blocked per Attack Category, listing the attack name.
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Graph: Critical Attacks Blocked
This report provides Critical Attacks information, attack name, network security rule along

with the number of times the attack was launched

Behavioral-DoS

Graph: Top Attacked Destinations Blocked

This report provides information on the system IPs, which were the destination of the attacks
for most number of times along with the network security 