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1. About This Report

The purpose of this document is to report on the “state” of security for your organization. It
must be noted that GLESEC bases its information analysis on the systems under contract. The
information generated by these systems is then aggregated, correlated and analyzed. The
more complete the set of systems under contract the more accurate and complete the results
will be. The report is organized to provide an executive summary with recommendations (as
necessary or applicable) followed by more detailed information.

We at GLESEC believe information security is a holistic and dynamic process. This process
requires on-going research and follow up. Holistic since no single “device” can provide the
security necessary for an organization. Technology alone cannot provide the security
necessary, but people that understand the operations and information generated by the
security devices are a key to proper security. The process is dynamic since due to the nature
of Internet security given the constant discovery of new security vulnerabilities and exploits,
the proliferation of hacking tools that make it easier for script-kiddies with minimal
knowledge to cause damage. The increase in malware, phishing, insider threats, espionage,
organized crime, intellectual property theft, and hacktivism are the very cause of information
security exposure and are most commonly driven by financial gain.

2. Confidentiality

GLESEC considers the confidentiality of client’s information as a trade-secret. The
information in this context is classified as:

a) Client name and contact information

b) System architecture, configuration, access methods and access control

c) Security content
All the above information is kept secure to the extent in which GLESEC secures its own
confidential information.



3. Scope of This Report

MSS: Managed Security Service (full outsourcing)

Update Service
Service Manufacturer Expiration  Expiration
MSS-APS Radware DefensePro 516 ODS2- 01/01/17 01/01/17
S1(Bridgeton)
MSS-APS Radware DefensePro 516 ODS2-S1(Elmer) | 01/01/17 01/01/17
MSS-VME Beyond Security [AVDS 01/01/17 01/01/17

4. Executive Summary
This report corresponds to the period from June 1, 2016 to June 30, 2016.

This month we see a decrease of 21% in the attack activity but an increase of 31% of critical
attacks from prior month. The attacks this month are predominant of medium to large
duration (less than 1 minute and ten to thirty minutes) and targeting multiple port sand port
23. Over 50 percent of the attacks are coming from known threat sources that GLESEC
gathers and correlates with the information produced by the protection systems
(DefensePro). The attacks are mostly from the: USA, China, Netherlands, Japan, Russia,
Brazil, France, Poland, Germany, Vietnam . A significant number of attacks are scanning
which can be considered reconnaissance and is what precedes further attacks.

In terms of vulnerabilities, this month we see 56 vulnerable systems out of 125 scanned with
298 vulnerabilities with three high, 40 medium and the remaining low. This is almost the
same as prior month. It should be noted that the three critical vulnerabilities remain from
prior month. The categories of vulnerable systems for this month are:
Web Servers vulnerabilities are the most prevalent vulnerability category with 114
detected vulnerabilities followed by Encryption and Authentication with 102 ,
preliminary analysis with 68, Server Side Scripts with 10, Mail Servers with 2, Simple
Network Services with 2 for the report period.
We assume that systems 170.75.33.133 and 170.75.33.95 are web servers, since these have
the 3 critical vulnerabilities and are catalogued as such by our monitoring. This indicates a
more serious issue and should be addressed with high priority.

On the Operations side, the systems were available 100% of the time with good response time



(Bridgeton at 15.62 msec and Elmer at 11.05 msec) and no packet loss.

The categories for vulnerabilites this month is: Encryption and Authentication vulnerabilities
are the most prevalent vulnerability category with 36 detected vulnerabilities followed by
Web servers with 18 , preliminary analysis with 17 , SSH servers with 2 for the report period.

The systems have operated properly with 100% up time and good performance. The round-
trip delay to GLESEC IDC has remained 15.62 ms and 11.05 ms for Bridgeton and Elmer
respectively with no packet loss



Risk Value

To provide a way to quantify the risk of a Company, GLESEC introduces a definition for a
metric value to capture the exposure risk that allow to evaluate the objective vulnerabilities
and also the record of change over time. This procedure to qualify can be used to evaluate the
ROl in the security measures we have implemented.

It is important to mention that this metric considers a median value for the vulnerabilities
classified as “high”, "'medium™ and “low"”, given them a value of 100% 50% and 10% to each, so
the factor of the total number of system that are vulnerable.

This takes into consideration all of the vulnerabilities, but is important to point out that this
values (100, 50 and 10) are arbitrary chosen by us, so this measure can in time change as we
understand more of the risk involved. We can use this metric to evaluate the progress in time
and to compare one over the other using a common amount set.

Total IP's Scanned IP's Vulnerable
125 56

Risk Distribution
High Medium Low Total
3 40 255 298

Risk Value 0.073
Vulnerabilities Weighted Sum 0.163

According to the metrics:
RV= 0.073

The following values are to clarify RV:

RV=1 Points to every IP address in the infrastructure that are susceptible to attacks
RV=0 Points to no IP address in the infrastructure aret susceptible to attacks
RV=0.1 Point to 1/10 IP address in the infrastructure that are susceptible to attacks
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Attack Summary
Based on the information gathered from the DefensePro during this period 8,393,071 attacks
on INSPIRA HEALTH NETWORK, 311,812 of which were considered critical were all stopped by
the Radware devices.

INSPIRA HEALTH NETWORK receives an average of 10,449,536 total attacks and
322,144critical attacks on a monthly basis which equates to an average of 412,045 total daily
attacks and 14,047 critical daily attacks. As the graph illustrates total attack levels in relation
to the previous report period totalled 10,624,005 total attacks and critical attacks in
compared with a last period's total of 237,033.

This statistical graph provides the count of critical and total attacks blocked per month
calculated on a rolling 12 month period (Last 12 months)
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2015 2016
Month

Critical Attacks Total Attacks

Comparison of previous month with current month.

Total Attack 10,624,005 8,393,071
Critical Attacks 237,033 311,812
Monthly attack average 12,965,744 10,449,563
Daily Attack Average 437,033 322,144
Monthly Critical attack average 347,710 412,045
Daily Critical Attack Average 12,568 14,047

GLESEC 7 MEMBER-CLIENT CONFIDENTIAL



Geography

The vast majority of attacks on INSPIRA HEALTH NETWORK originated geographically from
the following Top 10 countries: USA, China, Netherlands, Japan, Russia, Brazil, France,
Poland, Germany, Vietnam listed in order of frequency. The attacks that we observed are
happening to companies all around the world. Geographic borders offer little or no protection
against cyber-attacks, in fact just the opposite is true offering more opportunity for anyone to
carry out an attack.

Vietnam

GCermany

Poland

France

Brazil

Russian Federation United States
Japan

Netherlands

China

*Please view the Maps, and Graph: Top 10 Attacking Countries Blocked, Graph: Top 10
Attacking Countries Blocked by Attack Type, Graph: Top 10 Attacking Countries Blocked by
Protocol available in the Security Intelligence section of the report.
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Category Distribution

Category distribution for this report period is illustrated and detailed below.

Intrusions Scanning accounted for 24.0
HttpFlood % of attacks during this report

Dos period
DNS-Protection G Network-wide Anti-Scanning

Behavioral-DoS protections  dropped enumeration

attempts which otherwise thwart any
effort for threat modelling,
commonplace after the information

R gathering phase of a targeted or
planned attack.

Anti-Scanning

Intrusions accounted for 6.5 % of attacks during this report period
These include vulnerability-based threats such as: Worms and Botnets; Trojan horses and the
creation of backdoors; Vendor-specific exploitation vulnerabilities in products e.g., Microsoft,
Oracle; Exploitation of vulnerabilities in applications such as web, mail, VolP, DNS, SQL;
Spyware, Phishing, anonymizes.

Packet Anomalies accounted for 1.3 % of attacks during this report
period

This anomalous traffic is usually caused by attacks or evasion tactics directed at the network
devices such as firewalls in order to bypass their functions which if allowed to pass could
permit scanning of the internal network or overloading the central processing unit of the
device rendering it unusable and effectively causing a network bottleneck or DoS condition.
They are also used as a method to collapse the underlying network infrastructure with packet
crafting tools used by threat agents to interrupt services or distract security teams with
volumetric attacks while more targeted attacks are directed at important assets to allow for
data exfiltration. Packet Anomalies can also be caused by applications that do not adhere to
RFC standards.

Access accounted for 64.6 % of attacks during this report period

Access category relates directly to blacklists configured by GLESEC on the DefensePro for
known threat sources.
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Duration
Attack duration for specific categories for this report period is illustrated below.

Less Than A Minute
Tan to Thirty Minutes
One to Five Minutes

More Than One Hour

)

=2

5

="
Thirty to Sixty Minutes

Five to Ten Minutes I

0 500 1,000 1,500 2,000 2,500 3,000 3,500

Count

B Access B8 Anomalies B Anti-Scanning & Behavioral-DoS @ DNS-Protection @8 DoS
Intrusions

Bandwidth

Access protection dropped 163.69 Gbps, Anti-Scanning protection dropped 60.69 Gbps, Dos
Protection Dropped 0.04 Gbps, Intrusion protection dropped 16.38 Gbps of total traffic,
Behavioral-DoS dropped 5.73 Gbps, 4.39 Gbps dropped by Packet Anomaly protection rules,
DNS Protection dropped a total of 2.37 Gbps of traffic, for a total of 253.29 Gbps of alicious
traffic was discarded this period.

Category V Gbps Mbps

Access 163.69 167614.06
Anti-Scanning 60.69 6214235
Intrusions 16.38 16777.83
Behavioral-DoS 5.73 5871.74
Anomalies 4.39 4496.48
DNS-Protection 237 242368
DoS 0.04 4096
Total Bandwidth in Ghps/Mbps 253.29 259367.10

*Please view the Bandwidth Information, and Graph: Bandwidth by Blocked Threat Category
by Hour of Day and Graph: Top Attacks Blocked by Bandwidth and Graph: Attack Categories
Blocked by Bandwidth available in the Security Intelligence section of the report.
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Port Activity

The advanced intrusion detection and prevention capabilities offered by the DefensePro IPS
NBA, DoS and Reputation Service provides maximum protection for network elements, hosts
and applications. It is composed of different application-level protection features to prevent
intrusion attempts such as worms, Trojan horses and single-bullet attacks, facilitating
complete and high-speed cleansing of all malicious intrusions.

The DefensePro assisted in preventing attacks directed at network and server level which
were directed at well-known port numbers: 80 (http), 1433 (ms-sqgl), 8080 (http-alt), 4500
(ipsec-nat-t), 443 (https), 5060 (sip), 23 (telnet), 22 (ssh), 3306 (mysql) in order of frequency
for this report period.

Muhnﬁe‘
23 |
3389 |
443 |
3128 |
80 |
179 |
1604 |
8080 |
22 |

Destination Port

0 500,000 1,000,000 1,500,000 2,000,000 2.500,000
Count
Port number information utilized is based on IANA Service Name and Transport Protocol Port

Number Registry and additional outside sources are used to illustrate the relationship to
commonly exploited attacks vectors.

*Please view the Port Information, and Graph: Attacks Blocked by Destination Port and
Graph: Top Probed Applications Blocked available in the Security Intelligence section of the
report.
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https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

Known Threat Sources by Threat Type

4,425,470 attacks on INSPIRA HEALTH NETWORK are from known threat sources that have
been compiled and correlated with attack source IPs gathered from the DefensePro attack
logs and outside sources such honeypots, known malicious sources, vulnerability databases,
relationships with CERT and CSIRT teams that GLESEC possesses, together with various other

threat feeds.

Threat Type

Malicious Host

Dshield IP

0 [ 1,000,000 2,000,000 |3,000000 |4,000,000 5,000,000 | 6000000 |7,000,000 | 8,000,000
Count

Ml 169.228.66.91 MM 185.94.111.1 M 188.68.224.62 Ml 195.62.52.90 M 198.20.69.74 M 198.20.69.98 WM 198.20.70.114
B 198.20.87.98 Il 198.20.99.130 M 207.244.70.169 M 66.240.192.138 WM 66.240.219.146 W 66.240.236.119 71.6.135.131
716146185 W8 71.6.158.166 B 71.6.165.200 MM 71.6.167.142 @ 80.82.79.104 WM 82.221.105.6
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Vulnerability Summary

The following network ranges for INSPIRA HEALTH NETWORKwas scanned for vulnerabilities.
170.75.32.0/20 170.75.32.48.0/20

A total of 125 hosts were scanned 56 of which were found to be vulnerable.

Vulnerabilities were detected for the following host IPs:

Vulnerable Hosts High Medium Low Total
170.75.48.3 0 0 1
170.75.48.2 0 0 1 1
170.75.48.1 0 0 1 1
170.75.33.217 0 1 2 3
70.75.33.216 0 1 2 3
70.75.33.190 0 0 6 6
70.75.33.163 0 1 7 8
70.75.33.162 0 1 9 10
70.75.33.142 0 | 8 9
70.75.33.141 0 1 7 o
70.75.33.140 0 1 6 7
70.75.33.138 0 1 3 4
70.75.33.137 0 1 2 3
70.75.33.135 0 1 2 3
70.75.33.134 0 2 3
70.75.33.133 0 0 3 3
70.75.33.132 0 1 7 8
70.75.33.13 0 0 7 7
70.75.33.130 0 0 2 2
70.75.33.129 0 1 8 9
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Vulnerability —Current Month and Previous Month
A comparison of persistent vulnerabilities of the current month and previous month.

ip Previous_Month Current_Month
170.75.32.1 1 1
2 170.75.32.10 1 1
3 170.75.32.15 5 6
4 170.75.32.2 1 1
5 17075323 1 1
6 170.75.33.104 3 3
7 170.7533.105 3 3
8 170.75.33.106 3 3
8 170.75.33.108 8 9
10 170.75.33.109 8 8
11 170.75.33.110 12 13
12 170.75.33.111 9 8
13- 170.75.33.112 8 4
14 170.7533.113 10 7
15 170.7533.115 6 7
16 170.75.33.116 7 7
17  170.75.33.117 7 7
18 170.75.33.118 9 3
19 170.75.33.119 10 10
20 170.75.33.120 2 2
21 170.75.33.121 2 7
22 170.7533.122 8 8
23 170.75.33.123 6 8
24 170.7533.124 9 8
25 170.75.33.125 9 9
26 170.75.33.127 8 8
27 170.75.33.128 10 4
28 170.75.33.129 9 9
29 170.75.33.130 2 2
30 170.75.33.131 9 7
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Risk Distribution
Category distribution for this report period is illustrated and detailed below.

Based on the information gathered from the GLESEC Automated Vulnerability Detection
System (AVDS) a total of 298 Vulnerabilities were found which consisted of 3 High Risk
Vulnerabilities during this period, 40 Medium Risk Vulnerabilities and 255 Low Risk
Vulnerabilities.

Scan Name High Medium Low Total

(%)

inspira_Health_Network 40 255 298

High risk vulnerabilities accounted for 1.01 % of the discoveries
during this report period

High are defined as being in one or more of the following categories: Backdoors, full
Read/Write access to files, remote Command Execution, Potential Trojan Horses, or critical
Information Disclosure (e.g. passwords).

Medium risk vulnerabilities accounted for 13.42 % of the discoveries
during this report period

Medium describes vulnerabilities that either expose sensitive data, directory browsing and
traversal, disclosure of security controls, facilitate unauthorized use of services or denial of
service to an attacker.

Low risk vulnerabilities accounted for 85.57% of the discoveries
during this report period

Low describes vulnerabilities that allow preliminary or sensitive information gathering for an
attacker or pose risks that are not entirely security related but maybe used in social-
engineering or similar attacks.

GLESEC 18 MEMBER-CLIENT CONFIDENTIAL



Most frequent type of vulnerabilities.

1 Preliminary Analysis 9
2 SMB/NetBIOS 10
3 Simple Network Services 11
4 Policy Checks 12
5 Web Servers 13
6 RPC Services 14
7 Backdoors 15
8 | Encryption and Authentication 16

Firewalls
SSH Servers
Mail Servers
SQL Servers
FTP Servers
Server Side Scripts
SNMP Services
DNS Servers

The list below indicate your vulnerability most frequent:

17
18
19
20
21
22

Network Devices
Malformed Packets
Proxy Servers
Wireless AP
Webmail Servers
NFS Services
Printers

Web Servers vulnerabilities are the most prevalent vulnerability category with 114 detected
vulnerabilities followed by Encryption and Authentication with 102 , preliminary analysis with

68 , Server Side Scripts with 10, Mail Servers with 2, Simple Network Services with 2 for the

report period.

Category

High Medium

Low

Total



Authentication and encryption are two intertwined technologies that help to insure that your
data remains secure. Authentication is the process of insuring that both ends of the
connection are in fact who they say they are. This applies not only to the entity trying to
access a service (such as an end user) but to the entity providing the service, as well (such as a
file server or Web site). Encryption helps to insure that the information within a session is not
compromised. This includes not only reading the information within a data stream, but
altering it, as well.

While authentication and encryption each has its own responsibilities in securing a
communication session, maximum protection can only be achieved when the two are
combined. For this reason, many security protocols contain both authentication and
encryption specifications.

Various high-profile hacking attacks have proven that web security remains the most critical
issue to any business that conducts its operations online. Web servers are one of the most
targeted public faces of an organization, because of the sensitive data they usually host.
Securing a web server is as important as securing the website or web application itself and
the network around it. If you have a secure web application and an insecure web server, or
vice versa, it still puts your business at a huge risk. Your company’s security is as strong as its
weakest point.

Preliminary Analysis vulnerabilities are primarily information or service disclosures that can
be gathered during footprinting/enumeration. Information disclosure is the unwanted
exposure of private data. For example, a user views the contents of a table or file he or she is
not authorized to open, or monitors data passed in plaintext over a network. Some examples
of information disclosure vulnerabilities include the use of hidden form fields, comments
embedded in Web pages that contain database connection strings and connection details,
and weak exception handling that can lead to internal system level details being revealed to
the client. Any of this information can be very useful to the attacker/threat agent.



Simple Network Service vulnerabilities accounted for 0.67 % of the

discoveries during this report period
Simple Network vulnerabilities affect protocols like NTP, ICMP and common network
applications like SharePoint among others. This is not meant to be a comprehensive list.

Mail Server vulnerabilities accounted for 0.67 % of the discoveries
during this report period.

A mail server is the computerized equivalent of your friendly neighborhood mailman.
Spammers sometimes send a flood of traffic that overwhelms an email server. The result is
sluggish email delivery, delaying legitimate messages from reaching their intended recipients
on your network.

Server Side script vulnerabilities accounted for 3.36 % of the

discoveries during this report period.

Is a technique used in website design which involves embedding scripts in an HTML source
code which results in a user's (client's) request to the server website being handled by a script
running on the server-side before the server responds to the client's request.
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5. Recommendations

GLESEC recommends for INSPIRA HEALTH NETWORK to address the following vulnerabilities
assigned a High Risk by the GLESEC AVDS.

170.75.33.114

Apache Version Prior to 2.0.51

The byterange filter in the Apache HTTP Server 1.3.x, 2.0.x through 2.0.64, and 2.2.x through
2.2.19 allows remote attackers to cause a denial of service (memory and CPU consumption)
via a Range header that expresses multiple overlapping ranges, as exploited in the wild in
August 2011, a different vulnerability than CVE-2007-0086.

Limit the number of ranges allowed in the Range and Request-Range request headers, or
disallow the use of Range and Request-Range request headers altogether. For more
information, refer to Apache's advisory for CVE-2011-3192.

170.75.33.114

Apache HTTP Server 403 Error Page UTF-7 Encoded XSS

Cross-site scripting (XSS) vulnerability in Apache 2.2.6 and earlier allows remote attackers to
inject arbitrary web script or HTML via UTF-7 encoded URLs that are not properly handled
when displaying the 403 Forbidden error page.

Upgrade to Apache version 2.2.8, Apache version 2.0.63, Apache version 1.3.41 or newer.

170.75.33.114

Apache Running Version Prior to 2.0.63

Multiple vulnerabilities have been discovered in Apache:

* The date handling code in modules/proxy/proxy_util.c (mod_proxy) in Apache 2.3.0, when
using a threaded MPM, allows remote origin servers to cause a denial of service (caching
forward proxy process crash) via crafted date headers that trigger a buffer over-read.

* Cross-site scripting (XSS) vulnerability in the (1) mod_imap module in the Apache HTTP
Server 1.3.0 through 1.3.39 and 2.0.35 through 2.0.61 and the (2) mod_imagemap module in




the Apache HTTP Server 2.2.0 through 2.2.6 allows remote attackers to inject arbitrary web
script or HTML via unspecified vectors.

* Cross-site scripting (XSS) vulnerability in mod_status in the Apache HTTP Server 2.2.0
through 2.2.6, 2.0.35 through 2.0.61, and 1.3.2 through 1.3.39, when the server-status page is
enabled, allows remote attackers to inject arbitrary web script or HTML via unspecified
vectors.

* mod_proxy_ftp in Apache 2.2.x before 2.2.7-dev, 2.0.x before 2.0.62-dev, and 1.3.x before
1.3.40-dev does not define a charset, which allows remote attackers to conduct cross-site
scripting (XSS) attacks using UTF-7 encoding.== Apache Running Version Prior to 2.0 .59 ==
Off-by-one error in the Idap scheme handling in the Rewrite module (mod_rewrite) in Apache
1.3 from 1.3.28, 2.0.46 and other versions before 2.0.59, and 2.2, when RewriteEngine is
enabled, allows remote attackers to cause a denial of service (application crash) and possibly
execute arbitrary code via crafted URLs that are not properly handled using certain rewrite
rules.== Apache Running Version Prior to 2.0.55 ==

Two security vulnerabilities have been discovered in Apache:

* The byte-range filter in Apache 2.0 before 2.0.54 allows remote attackers to cause a denial
of service (memory consumption) via an HTTP header with a large Range field.

* Memory leak in the worker MPM (worker.c) for Apache 2, in certain circumstances, allows
remote attackers to cause a denial of service (memory consumption) via aborted connections,
which prevents the memory for the transaction pool from being reused for other connections

Upgrade to Apache version 2.0.63 or newer.

GLESEC recommends for INSPIRA HEALTH NETWORK to address the following vulnerabilities
assigned a Low Risk by the GLESEC AVDS.



170.75.33.95, 170.75.33.102, 170.75.33.118

Microsoft Windows HTTP.sys Code Execution VulnerabilityThe remote host answers to an
ICMP timestamp request. This allows an attacker to know the time and date on your host.

HTTP.sys in Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1, Windows 8, Windows
8.1, and Windows Server 2012 Gold and R2 allows remote attackers to execute arbitrary code
via crafted HTTP requests, aka "HTTP.sys Remote Code Execution Vulnerability."

See solution provided at: https://technet.microsoft.com/library/security/ms15-034

170.75.33.114

Apache Running Version Prior to 2.0.65

Multiple vulnerabilities have been found in Apache:

* The byterange filter in the Apache HTTP Server 1.3.x, 2.0.x through 2.0.64, and 2.2.x through
2.2.19 allows remote attackers to cause a denial of service (memory and CPU consumption)
via a Range header that expresses multiple overlapping ranges, as exploited in the wild in
August 2011, a different vulnerability than CVE-2007-0086.

* The mod_proxy module in the Apache HTTP Server 1.3.x through 1.3.42, 2.0.x through
2.0.64, and 2.2.x through 2.2.21 does not properly interact with use of RewriteRule and
ProxyPassMatch pattern matches for configuration of a reverse proxy, which allows remote
attackers to send requests to intranet servers via a malformed URI containing an initial @ (at
sign) character.

* Integer overflow in the ap_pregsub function in server/util.c in the Apache HTTP Server 2.0.x
through 2.0.64 and 2.2.x through 2.2.21, when the mod_setenvif module is enabled, allows
local users to gain privileges via a .htaccess file with a crafted SetEnvlf directive, in conjunction
with a crafted HTTP request header, leading to a heap-based buffer overflow.

* scoreboard.c in the Apache HTTP Server 2.2.21 and earlier might allow local users to cause a
denial of service (daemon crash during shutdown) or possibly have unspecified other impact
by modifying a certain type field within a scoreboard shared memory segment, leading to an
invalid call to the free function.


https://technet.microsoft.com/library/security/ms15-034

* protocol.c in the Apache HTTP Server 2.2.x through 2.2.21 does not properly restrict header
information during construction of Bad Request (aka 400) error documents, which allows
remote attackers to obtain the values of HTTPOnly cookies via vectors involving a long or
malformed header in conjunction with crafted web script.

* mod_rewrite.c in the mod_rewrite module in the Apache HTTP Server 2.2.x before 2.2.25
writes data to a log file without sanitizing non-printable characters, which might allow remote
attackers to execute arbitrary commands via an HTTP request containing an escape sequence
for a terminal emulator.

Upgrade to Apache version 2.0.65 or newer.

GLESEC recommends for INSPIRA HEALTH NETWORK to address the following vulnerabilities
assigned a Medium Risk by the GLESEC AVDS.

170.75.32.15

Cisco ASA Software Information Disclosure

The SSL VPN implementation in Cisco Adaptive Security Appliance (ASA) Software allows
remote attackers to obtain potentially sensitive software-version information by reading the
verbose response data that is provided for a request to an unspecified URL, aka Bug ID
CSCuqg65542.

Successful exploitation will allow attacker to obtain sensitive information that may aid in
further attacks.

See solution provided at:
http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2014-3398



http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2014-3398

170.75.33.58, 170.75.33.97, 170.75.33.101, 170.75.33.102, 170.75.33.107, 170.75.33.108,
170.75.33.109, 170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114,
170.75.33.115, 170.75.33.116, 170.75.33.117, 170.75.33.118, 170.75.33.119, 170.75.33.122,
170.75.33.123, 170.75.33.124, 170.75.33.125, 170.75.33.127, 170.75.33.128, 170.75.33.129,
170.75.33.131, 170.75.33.132, 170.75.33.133, 170.75.33.134, 170.75.33.135, 170.75.33.137,
170.75.33.138, 170.75.33.140, 170.75.33.141, 170.75.33.216, 170.75.33.217

Deprecated SSL Protocol Usage

The remote service accepts connections encrypted using SSLv2 and/or SSLv3, which
reportedly suffers from several cryptographic flaws and has been deprecated for several
years. An attacker may be able to exploit these issues to conduct man-in-the-middle attacks or
decrypt communications between the affected service and clients.

Consult the application's documentation to disable SSL 2.0 and SSL 3.0, and use TLS 1.0 or
newer

170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.113

Microsoft 1IS Tilde Character Information Disclosure Vulnerability

The remote host has Microsoft IS installed and prone to information disclosure vulnerability.
Microsoft IIS fails to validate a specially crafted GET request having a '~' tilde character, which
allows to disclose all short-names of folders and files having 4 letters extensions.

Successful exploitation will let the remote attackers to obtain sensitive information that could
aid in further attacks.

170.75.33.110

Default Web Server Configuration

The web server's default installation or "Welcome" page is installed on this server. This usually
indicates a newly installed server which has not yet been configured properly and which may
not be known about.

In many cases, a web server is installed by default and the user may not be aware that the
web server is running. These servers are rarely patched and rarely monitored, providing




hackers with a convenient target that is not likely to trip any alarms.

Change the default page, or stop and disable the web server completely.
If this server is required to provide necessary functionality, then the default page should be
replaced with relevant content. Otherwise, this server should be removed from the network.

170.75.33.110

Tomcat Documentation XSS Vulnerabilities
The remote web server includes an example JSP application that fails to sanitize user-supplied
input before using it to generate dynamic content in an error page.

An unauthenticated remote attacker may be able to leverage this issue to inject arbitrary
HTML or script code into a user's browser to be executed within the security context of the
affected site.

Un-deploy the Tomcat documentation web application.

170.75.33.110

Tomcat snoop.jsp Cross-Site Scripting Vulnerability

Multiple cross-site scripting (XSS) vulnerabilities in certain JSP files in the examples web
application in Apache Tomcat 4.0.0 through 4.0.6, 4.1.0 through 4.1.36, 5.0.0 through 5.0.30,
5.5.0 through 5.5.24, and 6.0.0 through 6.0.13 allow remote attackers to inject arbitrary web
script or HTML via the portion of the URI after the ';' character, as demonstrated by a URI
containing a "snp/snoop.jsp;" sequence.

170.75.33.110

Apache Tomcat Implicit Objects XSS
vulnerability in implicit-objects.jsp in Apache Tomcat 5.0.0 through 5.0.30 and 5.5.0 allows
remote attackers to inject arbitrary web script or HTML via certain header values.

Remove the Apache Tomcat example web applications, or upgrade to Apache Tomcat version
5.0.SVN, Apache Tomcat version 5.5.18 or newer.



170.75.32.15

IPSEC IKE Detection

The remote host seems to be enabled to do Internet Key Exchange (IKE). This is typically
indicative of a VPN server. VPN servers are used to connect remote hosts into internal
resources.

You should ensure that:

1) The VPN is authorized for your Companies computing environment
2) The VPN utilizes strong encryption

3) The VPN utilizes strong authentication

170.75.32.15, 170.75.32.58, 170.75.32.97, 170.75.32.101, 170.75.32.102, 170.75.32.107,
170.75.32.108, 170.75.32.109, 170.75.32.110, 170.75.32.111, 170.75.32.112, 170.75.32.113,
170.75.32.114, 170.75.32.115, 170.75.32.116, 170.75.32.117, 170.75.32.118, 170.75.32.119,
170.75.32.122, 170.75.32.123, 170.75.32.124, 170.75.32.125, 170.75.32.127, 170.75.32.128,
170.75.32.129, 170.75.32.132, 170.75.32.133, 170.75.32.134, 170.75.32.135, 170.75.32.137,
170.75.32.138, 170.75.32.140, 170.75.32.190, 170.75.32.216, 170.75.32.217

SSL Verification Test
This test connects to a SSL server, and checks its certificate and the available ciphers. Weak
(export version) ciphers are reported as problematic.

Usage of weak ciphers should be avoided.



170.75.32.15, 170.75.32.58, 170.75.32.97, 170.75.32.101, 170.75.32.102, 170.75.32.107,
170.75.32.108, 170.75.32.109, 170.75.32.110, 170.75.32.111, 170.75.32.112, 170.75.32.113,
170.75.32.114, 170.75.32.115, 170.75.32.116, 170.75.32.117, 170.75.32.118, 170.75.32.119,
170.75.32.122, 170.75.32.123, 170.75.32.124, 170.75.32.125, 170.75.32.127, 170.75.32.128,
170.75.32.129, 170.75.32.131, 170.75.32.132, 170.75.32.133, 170.75.32.134, 170.75.32.135,
170.75.32.137, 170.75.32.138, 170.75.32.140, 170.75.32.190, 170.75.32.216, 170.75.32.217,
170.75.33.141

Supported SSL Ciphers Suites
This test connects to a SSL server, and checks its certificate and the available ciphers. Weak
(export version) ciphers are reported as problematic.

http://www.openssl.org/docs/apps/ciphers.html

170.75.32.15, 170.75.33.58, 170.75.33.95, 170.75.33.97, 170.75.33.98, 170.75.33.101,
170.75.33.102, 170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.107, 170.75.33.108,
170.75.33.109, 170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114,
170.75.33.115, 170.75.33.117, 170.75.33.119, 170.75.33.120, 170.75.33.121, 170.75.33.122,
170.75.33.123, 170.75.33.124, 170.75.33.125, 170.75.33.126, 170.75.33.127, 170.75.33.128,
170.75.33.129, 170.75.33.132, 170.75.33.133, 170.75.33.140, 170.75.33.190, 170.75.33.141

HTTP Packet Inspection
This test gives some information about the remote HTTP protocol - the version used, whether
HTTP Keep-Alive and HTTP pipelining are enabled, etc.

170.75.33.58, 170.75.33.95, 170.75.33.97, 170.75.33.98, 170.75.33.101, 170.75.33.102,
170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.107, 170.75.33.108, 170.75.33.109,
170.75.33.110, 170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114, 170.75.33.115,
170.75.33.116, 170.75.33.117, 170.75.33.118, 170.75.33.119, 170.75.33.120, 170.75.33.121,
170.75.33.122, 170.75.33.123, 170.75.33.124, 170.75.33.125, 170.75.33.126, 170.75.33.127,
170.75.33.128, 170.75.33.129, 170.75.33.130, 170.75.33.131, 170.75.33.132, 170.75.33.133,
170.75.33.140, 170.75.33.190, 170.75.33.141

Identify Unknown Services via GET Requests



http://www.openssl.org/docs/apps/ciphers.html

This test is a complement of Service test, as it tries recognize more banners and use an HTTP
request if necessary.

170.75.32.15

Cisco ASA SSL VPN Detection
The remote host is a Cisco Adaptive Security Appliance (ASA) running an SSL VPN server

Make sure the use of this device is authorized by your company policy.

170.75.33.114

Apache Version Prior to 2.0.48

The remote host appears to be running a version of Apache 2.x which is older than 2.0.48.
This version is vulnerable to a bug which may allow a rogue CGl to disable the httpd service by
issuing over 4K of data to stderr.

To exploit this flaw, an attacker would need the ability to upload a rogue CGl script to this
server and to have it executed by the Apache daemon (httpd).

Upgrade to Apache version 2.0.48 or newer.

170.75.33.114

Apache Connection Blocking DoS

The remote web server appears to be running a version of Apache that is less that 2.0.49 or
1.3.31. These versions are vulnerable to a denial of service attack where a remote attacker
can block new connections to the server by connecting to a listening socket on a rarely
accessed port

Upgrade to Apache version 2.0.49, version 1.3.31 or newer.

170.75.33.114

Apache Input Header Folding and mod ssl ssl io filter cleanup DoS




There is denial of service in Apache HTTPd version 2.0.x by sending a specially crafted HTTP
request. It is possible to consume arbitrary amount of memory. On 64 bit systems with more
than 4GB virtual memory this may lead to heap based buffer overflow.

There is also a denial of service vulnerability in mod_ssl's ssl_io_filter_cleanup function. By
sending a request to vulnerable server over SSL and closing the connection before the server
can send a response, an attacker can cause a memory violation that crashes the server.

Upgrade to Apache version 2.0.50 or newer.

170.75.32.1,170.75.32.2, 170.75.32.3, 170.75.48.1, 170.75.48.2, 170.75.48.3

ICMP Timestamp Request
The remote host answers to an ICMP timestamp request. This allows an attacker to know the
time and date on your host.

This may help attackers to defeat time based authentications schemes.

See solution provided at: http://www.beyondsecurity.com/fag/questions/54/how-can-i-
mitigate-icmp-timestamp

170.75.33.97,170.75.33.109, 170.75.33.117, 170.75.33.128, 170.75.33.141

Web Application Firewall Detection

By analysing error codes and messages returned from some web queries, we are able to
determine that the remote web server is protected by a web application firewall.

Such protection may disrupt scan results. Countermeasures have been taken to make the scan
as reliable as possible.

To get a more comprehensive set of scan results, either whitelist the scanner's IP address or
scan from an unprotected location.



170.75.33.101, 170.75.33.105, 170.75.33.106, 170.75.33.107, 170.75.33.108, 170.75.33.110,
170.75.33.111, 170.75.33.112, 170.75.33.113, 170.75.33.114, 170.75.33.118, 170.75.33.119,
170.75.33.124,170.75.33.125, 170.75.33.127, 170.75.33.129

[IS Content-Location HTTP Header

By default, in Internet Information Server (lIS), the Content-Location references the IP address
of the server rather than the Fully Qualified Domain Name (FQDN) or Hostname.

This header may expose internal IP addresses that are usually hidden or masked behind a
Network Address Translation (NAT) Firewall or proxy server.

If this contains internal IP address information, attackers may gain critical information about
the host.

See solution provided at: http://support.microsoft.com/kb/218180

170.75.33.101, 170.75.33.104, 170.75.33.105, 170.75.33.106, 170.75.33.107, 170.75.33.111,
170.75.33.114,170.75.33.117,170.75.33.119, 170.75.33.122, 170.75.33.123, 170.75.33.129

Directory Scanner
We found some common directories on the web server:
170.75.33.101:

The following directories were discovered:
/applets, /icons, /images, /includes, /scripts, /stylesheets, /tools

170.75.33.104:

The following directories were discovered:
/images, /include, /reports, /xml

170.75.33.105:

The following directories were discovered:
/images, /include, /reports, /xml
170.75.33.106:

The following directories were discovered:
/images, /include, /reports, /xml
170.75.33.107:

The following directories were discovered:
/css, /downloads, /help, /images, /includes, /reports
170.75.33.111:

The following directories were discovered:
/_notes, /documents, /upload

170.75.33.114:

The following directories were discovered:
/cgi-bin

170.75.33.117:



http://support.microsoft.com/kb/218180

The following directories were discovered:
/en-US

170.75.33.119:
The following directories were discovered:
/Log, /exec, /log, /scripts, /utils

170.75.33.122:

The following directories were discovered:
/ob7
170.75.33.123:

The following directories were discovered:
/Templates, /images, /java, /templates

170.75.33.129:
The following directories were discovered:
/archive

This is usually not a security vulnerability, only an information gathering. Nevertheless, you

should manually inspect these directories to ensure that they are in compliance with accepted
security standards.

Check if those directories contain any sensitive information, if they do, prevent unauthorized
access to them

170.75.33.102, 170.75.33.125

Microsoft IIS Default Page
The remote server appears to be an unconfigured IIS Server.

170.75.33.109

Non-compliant Strict Transport Security (STS)

The remote web server implements Strict Transport Security (STS). The goal of STS is to make
sure that a user does not accidentally downgrade the security of his or her browser.

All unencrypted HTTP connections are redirected to HTTPS. The browser is expected to treat
all cookies as 'secure' and to close the connection in the event of potentially insecure

situations.

170.75.33.109:

The STS header line is:
Strict-Transport-Security: max-age=31536000
includeSubDomains




170.75.33.109

Strict Transport Security (STS) Detection

The remote web server implements Strict Transport Security (STS). The goal of STS is to make
sure that a user does not accidentally downgrade the security of his or her browser.

All unencrypted HTTP connections are redirected to HTTPS. The browser is expected to treat
all cookies as 'secure' and to close the connection in the event of potentially insecure

situations.

170.75.33.109:

The STS header line is:
Strict-Transport-Security: max-age=31536000
includeSubDomains

170.75.33.110

Apache Tomcat Servlet/JSP Container Default Files
WebDAV is an industry standard extension to the HTTP specification. It adds a capability for

authorized users to remotely add and manage the content of a web server.
170.75.33.110:

The following directories are DAV enabled:
- /webdav/

170.75.33.110

HTTP Server Backported Security Patches
Security patches may have been 'back ported' to the remote HTTP server without changing its
version number. Banner-based checks have been disabled to avoid false positives.

170.75.33.114

Apache HTTP Server httpOnly Cookie Information Disclosure

protocol.c in the Apache HTTP Server 2.2.x through 2.2.21 does not properly restrict header information during
construction of Bad Request (aka 400) error documents, which allows remote attackers to obtain the values of
HTTPOnly cookies via vectors involving a long or malformed header in conjunction with crafted web script.




170.75.33.114:

We verified this by sending a request with a long Cookie header:

GET / HTTP/1.1

Host: lab.sjhs.com

Accept: image/gif, image/x-xbitmap,

Accept-Language: en
Cookie: $Version="1"
z9=A..
z8=A..
z7=A..
z6=A..
z5=A..
z4=A. .
z3=A..
z2=A..
z1=A..
z0=A..

S42223344:
S42223344:
pEEErER Ry
pEEErEREE
pEEErEREE
pEEErER Ry
pEEErER Ry
pEEErER Ry
pEEErEREY

Connection: Keep-Alive

Accept-Charset: iso-8859-1,*,utf-8

User-Agent: Mozilla/4.0
MSIE 6.0
Windows NT 5.0)

(compatible

Date: Sun, 27 Oct 2015 13:53:32 GMT

Pragma: no-cache

Which caused the Cookie header to be displayed in the default error page

shown below has been truncated):

e

e

e

e

image/jpeg,

e

e

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>400 Bad Request</title>
</head><body>

<hl1>Bad Request</hl>

T

e

image/pjpeg,

e

image/png, */*

.SPath=/
.SPath=/
.SPath=/
.SPath=/
.SPath=/
.SPath=/
.SPath=/
.SPath=/
.SPath=/
.SPath=/

(the response

<p>Your browser sent a request that this server could not understand.<br />

Size of a request header field exceeds server limit.<br />

<pre>

Cookie: $Version=&quot

Possible Solution

Upgrade to Apache version 2.2.22 or newer.

Systems Affected
170.75.33.119
Description
robot(s).txt Detection

GLESEC
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Some webmasters use a file called robot(s).txt to supply information to search engines and other indexing tools.
This file exists on your server: make sure it doesn't contain sensitive information.

170.75.33.119:

'robots.txt' contains the following:
User-agent: *

Disallow: /

This file can be viewed by anyone, and it might contain sensitive information about the server.
For example, specifying which directories shouldn't be indexed tells the attacker where the
sensitive files are.

Make sure the file doesn't contain any sensitive information

170.75.33.122

Microsoft .NET Custom Errors Not Set

The remote ASP.NET web server is configured to show verbose error messages, which might
lead into the disclosure of potential sensitive information about the remote installation (such
as the path under which the remote web server resides) or about the remote ASP.NET

applications.
170.75.33.122:

[HttpException]: The file '/aQnIczm7.ashx' does not exist.

at System.Web.UI.Util.CheckVirtualFileExists (VirtualPath virtualPath)

at
System.Web.Compilation.BuildManager.GetVPathBuildResultInternal (VirtualPath
virtualPath, Boolean noBuild, Boolean allowCrossApp, Boolean
allowBuildInPrecompile)

at
System.Web.Compilation.BuildManager.GetVPathBuildResultWithNoAssert (HttpContext
context, VirtualPath virtualPath, Boolean noBuild, Boolean
allowCrossApp, Boolean allowBuildInPrecompile)

at
System.Web.Compilation.BuildManager.GetVPathBuildResult (HttpContext
context, VirtualPath virtualPath, Boolean noBuild, Boolean
allowCrossApp, Boolean allowBuildInPrecompile)

at
System.Web.UI.SimpleHandlerFactory.System.Web.IHttpHandlerFactory2.GetHandler (HttpContext
context, String requestType, VirtualPath virtualPath, String



physicalPath)

at
System.Web.HttpApplication.MapHttpHandler (HttpContext context, String
requestType, VirtualPath path, String pathTranslated, Boolean
useAppConfig)

at
System.Web.HttpApplication.MapHandlerExecutionStep.System.Web.HttpApplication.IExecution$S
tep.Execute ()

Possible Solution
Configure your server such as the option 'customErrors mode' is set to 'On' instead of 'Off'.

Systems Affected

170.75.33.122

Description

Microsoft .NET Handlers Enumeration

It is possible to obtain the list of handlers the remote ASP.NET web server supports.

170.75.33.122:

- .ashx

- .aspx

- .asmx

- .rem
.soap

Possible Solution
http://support.microsoft.com/kb/815145

Systems Affected

170.75.33.124,170.75.33.128, 170.75.33.141

Description

[IS Allows BASIC and/or NTLM Authentication

The remote host appears to be running a version of |IS which allows remote users to
determine which authentication schemes are required for confidential webpages.

That is, by requesting valid webpages with purposely invalid credentials, you can ascertain
whether or not the authentication scheme is in use. This can be used for brute-force attacks
against known UserlDs.

170.75.33.124:

- IIS Basic authentication is enabled

170.75.33.128:

- IIS Basic authentication is enabled
- IIS NTLM authentication is enabled

Possible Solution

GLESEC 37 MEMBER-CLIENT CONFIDENTIAL


http://support.microsoft.com/kb/815145

Follow this procedure:

. Open Internet Information Service Manager
. Choose the server

. Choose master properties

. Choose WWW Service

. Choose Edit

. Choose Directory Security

. Under Anonymous access, choose edit

. Deselect Integrated Windows Authentication

00O NO U b WN B



GLESEC recommends “Implementing the First Five Quick Wins” based on the Twenty Critical
Security Controls for Effective Cyber Defense, Version 4.1 that were formulated as a joint
effort from the NSA, US Cert, DoD JTF-GNO, the Department of Energy Nuclear Laboratories,
Department of State, DoD Cyber Crime Center plus the top commercial forensics experts and
pen testers that serve the banking and critical infrastructure communities. These are readily
available from GLESEC which has provided the following link:
The Critical Controls represent the biggest bang for the buck to protect your organization
against real security threats. Within Critical Controls 2-4 are five “quick wins.” These are
subcontrols that have the most immediate impact on preventing the advanced targeted
attacks that have penetrated existing controls and compromised critical systems at thousands
of organizations.
The five quick wins are:

a) Application white listing (in CSC2)

b) Using common, secure configurations (in CSC3)

c) Patch application software within 48 hours (in CSC4)

d) Patch systems software within 48 hours (CSC4)

e) Reduce the number of users with administrative privileges (in CSC3 and CSC12)


https://www.sans.org/media/critical-security-controls/CSC-5.pdf
https://www.sans.org/media/critical-security-controls/CSC-5.pdf

6. Security Intelligence

The purpose of this section is to highlight intelligence gathered from the devices under
contract as well as outside sources such honeypots, known malicious sources, vulnerability
databases, relationships with CERT and CSIRT teams that GLESEC possesses, together with
various other threat feeds.

The vast majority of attacks on INSPIRA HEALTH NETWORK originated geographically from
the following Top 10 countries: USA, Netherlands, China, Germany, Russia, France, Sweden,
Iceland, Poland, Korea listed in order of frequency. The attacks that we observed are
happening to companies all around the world. Some results do not include location
information that allows map plotting.
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Graph: Top 10 Attacking Countries Blocked
This report provides the count of total attacks blocked by country

United States
China
Netherlands
Japan

Russian Federation

Country

Brazil

France

Poland

Germany
Vietnam
0 500,000 1,000,000 1,500,000 2,000,000 2,500,000 3,000,000 3,500,000

Count

Graph: Top 10 Attacking Countries Blocked by Attack Type
This report provides the count of total attacks types blocked by country
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Graph: Top 10 Attacking Countries Blocked by Protocol

This report provides the count of attack protocols blocked by country
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Graph: Attacks Types Blocked by Week
This report provides the count of attacks blocked by week
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4,425,470 attacks on INSPIRA HEALTH NETWORK are from known threat sources that have
been compiled and correlated with attack source IPs gathered from the DefensePro attack
logs and outside sources such honeypots, known malicious sources, vulnerability databases,
relationships with CERT and CSIRT teams that GLESEC possesses, together with various other
threat feeds.

2,785,087 attacks on INSPIRA HEALTH NETWORK from the DNS Blacklist obtained by
correlating values from the Project Honey Pot Database. Some results do not include location
information that allows map plotting.




Map of geographic distribution on INSPIRA HEALTH NETWORK from known threat sources
obtained by correlating values from AlienVault Labs; Emerging Threats; Zeus, Spyeye, and
Palevo Tracker. Some results do not include location information that allows map plotting.
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Graph: Known Threat Sources by Threat Type
This report provides the Top 20 known threat sources by IP and their respective infringing
threat type.
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Graph: Attacks Denied
This report provides the count of total denied attacks along with network security rule.
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Port Information: Port 80 (http), Port 1443 (ms-sql), Port 8080 (https-alt), Port 3306 (mysql)

Commonly scanned in order to attack web servers. SQL injection is currently the most
common form of web site attack in that web forms are very common, often they are not
coded properly and the hacking tools used to find weaknesses and take advantage of them
are commonly available online. This kind of exploit is easy enough to accomplish that even
inexperienced hackers can accomplish mischief. However, in the hands of the very skilled
hacker, a web code weakness can reveal root level access of web servers and from there
attacks on other networked servers can be accomplished. Structured Query Language (SQL) is
the nearly universal language of databases that allows the storage, manipulation, and
retrieval of data. Databases that use SQL include MS SQL Server, MySQL, Oracle, PostgreSQL,
MongoDB, Access and Filemaker Pro and these databases are equally subject to SQL injection
attack.

Web based forms must allow some access to your database to allow entry of data and a
response, so this kind of attack bypasses firewalls and endpoint defenses. Any web form,
even a simple logon form or search box, might provide access to your data by means of SQL
injection if coded incorrectly.

OWASP Top 10 for 2013 lists Al-Injection as the greatest threat and defines this category as:

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

A SQL injection attack consists of insertion or "injection" of a SQL query via the input data
from the client to the application. A successful SQL injection exploit can read sensitive data
from the database, modify database data (Insert/Update/Delete), execute administration
operations on the database (such as shutdown the DBMS), recover the content of a given file
present on the DBMS file system and in some cases issue commands to the operating system.
SQL injection attacks are a type of injection attack, in which SQL commands are injected into
data-plane input in order to effect the execution of predefined SQL commands.



Graph: Attacks Blocked by Destination Port
This report provides information on the total number of attacks blocked that were attempted
on which port and for how many times.
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Graph: Attacks Blocked By Threat Category
This report lists the attacks blocked per Attack Category, listing the attack name.
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Graph: Critical Attacks Blocked
This report provides Critical Attacks information, attack name, network security rule along

with the number of times the attack was launched
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Graph: Top Attacked Destinations Blocked
This report provides information on the system IPs, which were the destination of the attacks

for most number of times along with the network security rule.
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Graph: Top Attacks Blocked
This report provides information on the Top Attacks Blocked, the attack name, network

security rule and the total number of attacks blocked with this combination.
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Graph: Top Attacks Blocked by Destination

This report provides information on the top attacks targeted at destinations that were

blocked on the DP IPS. In this report the destination on which the attack was targeted, attack
name, and count are shown.
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Graph: Top Attacks Blocked By Risk

This report provides information on the attacks, which were blocked on DP IPS based on their
risk. In this report the risk of the attack and attack name are shown.
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Graph: Top Attacks Blocked by Source

This report provides information on the top attacks blocked, categorized by attacks for each

source that was the source of attacks along with the attack name and the number of attacks
that triggered with this combination.
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Graph: Top Destinations by Attacks Blocked
This report provides information on the attacks attempted for the most number of times on

the destination protected system IPs.
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Graph: Attacks Blocked by Network Security Rule
This report lists the attacks per network security rule, listing the attack name.
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Graph: Attacks Blocked by Physical Port (per single IPS device)
This report lists the attacks per physical port.
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Bandwidth Information

Access protection dropped 163.69 Gbps, Anti-Scanning protection dropped 60.69 Gbps,
Intrusion protection dropped 16.38 Gbps of total traffic, Behavioral-DoS dropped 5.73 Gbps,
4.39 Gbps dropped by Packet Anomaly protection rules, DNS Protection dropped a total of
2.37 Gbps of traffic, Dos Protection Dropped 0.04 Gbps, for a total of 253.29 Gbps of
malicious traffic was discarded this period.

Category Gbps Mbps

Access 163.69 167614.06
Anti-Scanning 60.69 6214235
Intrusions 16.38 16777.83
Behavioral-DoS 573 5871.74
Anomalies 439 4496.48
DNS-Protection 237 242368
DoS 0.04 4096
Total Bandwidth in Ghps/Mbps 253.29 259367.10

Graph: Attack Categories Blocked by Bandwidth
This report shows the attack categories based on the BW of the attacks sharing the same
category including Kbps.
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Graph: Bandwidth by Blocked Threat Category by Hour of Day
This report shows the most bandwidth consuming threat categories based on the bandwidth

of the attacks sharing the same threat category for each hour of day.
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Graph: Top Attacks Blocked by Bandwidth
This report shows the most bandwidth consuming attacks based on the BW of the attack

including Kbits.
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Scanning Information

Map of geographic distribution of 4,841,746 attacks on INSPIRA HEALTH NETWORK from
scanning sources. Some results do not include location information that allows map plotting.
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Network-wide Anti Scanning protections dropped enumeration attempts which otherwise
thwart any effort for threat modeling, commonplace after the information gathering phase of
a targeted or planned attack.

We have included some of the most important ports scanned this period which tend to be
exploited frequently by attackers. Port Information: Port 80 (http), Port 443 (http-alt)

Commonly scanned in order to attack web servers. SQL injection is currently the most
common form of web site attack in that web forms are very common, often they are not
coded properly and the hacking tools used to find weaknesses and take advantage of them
are commonly available online. This kind of exploit is easy enough to accomplish that even
inexperienced hackers can accomplish mischief. However, in the hands of the very skilled
hacker, a web code weakness can reveal root level access of web servers and from there
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attacks on other networked servers can be accomplished. Structured Query Language (SQL) is
the nearly universal language of databases that allows the storage, manipulation, and
retrieval of data. Databases that use SQL include MS SQL Server, MySQL, Oracle, PostgreSQL,
MongoDB, Access and Filemaker Pro and these databases are equally subject to SQL injection
attack.

Web based forms must allow some access to your database to allow entry of data and a
response, so this kind of attack bypasses firewalls and endpoint defenses. Any web form,
even a simple logon form or search box, might provide access to your data by means of SQL
injection if coded incorrectly.

Port Information: Port 1433 (ms-sql-s), 3306 (mysql)

OWASP Top 10 for 2013 lists Al-Injection as the greatest threat and defines this category as:
Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

A SQL injection attack consists of insertion or "injection" of a SQL query via the input data
from the client to the application. A successful SQL injection exploit can read sensitive data
from the database, modify database data (Insert/Update/Delete), execute administration
operations on the database (such as shutdown the DBMS), recover the content of a given file
present on the DBMS file system and in some cases issue commands to the operating system.
SQL injection attacks are a type of injection attack, in which SQL commands are injected into
data-plane input in order to effect the execution of predefined SQL commands.



Port Information: Port 23 (telnet), 22 (ssh)

This port is commonly bruteforced for default administrative accounts which usually provide
access to network and communications equipment.

Port Information: Port 5060 (sip)

The default gateway commonly associated with the SIP (Session Initiation Protocol) is the
system port 5060. This communication portal supports the signaling protocol which is widely
deployed for setting up (including tearing down) of sessions involving multimedia
communication like video calls, voice calls and even VolP (Voice over Internet Protocol).
Threat actors commonly seek out these servers to comandeer the service in order to make
free calls to countries of their choice or use them to carry out phone scams.

Graph: Top Probed Applications Blocked

This report shows historical view of the Top probed L4 ports.
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Graph: Top Probed IP Addresses Blocked

This report shows historical view of the Top probed IP addresses that were being scanned
along with the network security rule.

Graph: Top Scanners Blocked (Source IP Addressed)

This report shows historical view of the Top source IP addresses that have scanned the
network by network scanning activities along with the network security rule.
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It is important to establish a vulnerability management program as part of the information
security strategy because soon after new vulnerabilities are discovered and reported by
security researchers or vendors, attackers engineer exploit code and then launch that code
against targets of interest. Any significant delays in finding or fixing software with dangerous
vulnerabilities provides ample opportunity for persistent attackers to break through, gaining
control over the vulnerable machines and getting access to the sensitive data they contain.
Organizations that do not scan for vulnerabilities and proactively address discovered flaws
face a significant likelihood of having their systems compromised.

The GLESEC AVDS Management System platform performs a security mapping of your
organization network, runs tests on everything the speaks IP, and accurately evaluates the
presence of vulnerabilities.

Many of the vulnerabilities will provide CVE data. CVE (Common
Vulnerabilities and Exposures) is a list of information security exposures and vulnerabilities
sponsored by US-CERT and maintained by the MITRE Corporation. The CVE mission is to
provide standard names for all publicly known security exposures as well as standard
definitions for security terms. The CVE can be searched online at


http://nvd.nist.gov/
http://nvd.nist.gov/

The score of a vulnerability is determined by its risk factor; High, Medium or Low, as well as
its value in the Common Vulnerability Scoring System (CVSS). The CVSS “base score”
represents the innate risk characteristic of each vulnerability. CVSS is a vulnerability scoring
system designed to provide an open and standardized method for rating IT vulnerabilities.
CVSS helps organizations prioritize and coordinate a joint response to security vulnerabilities
by communicating the base, temporal and environmental properties of each vulnerability. In
addition to numeric scores, the CVSS provides severity rankings of High, Medium, and Low
but these qualitative rankings are simply mapped from the numeric CVSS scores.
Vulnerabilities are labelled as:

a) Low risk if they have a CVSS base score of 0.0 -3.9

b) Medium risk if they have a CVSS base score of 4.0 - 6.9

c) High risk if they have a CVSS base score of 7.0 — 10.0

Vulnerabilities in the report are classified into 3 risk categories: high, medium or low.

High Risk

Describes vulnerabilities that can allow an attacker to gain elevated privileges, remote
command execution, full read/write access, or critical information disclosure (e.g. passwords,
hashes) on a vulnerable machine and should be addressed as top priority.

Medium Risk

Describes vulnerabilities that either expose sensitive data, directory browsing and traversal,
disclosure of security controls, facilitate unauthorized use of services or denial of service to an
attacker.

Low Risk

Describes vulnerabilities that allow preliminary or sensitive information gathering for an
attacker or pose risks that are not entirely security related but maybe used in social-
engineering or similar attacks.



Vulnerability Information

We can observe that Intrusions (known attack signatures), HTTP Flood and Web Scanning
attempts are targeting Web Servers and are being dropped by the DefensePro. We cannot be
100% sure but there is a high probability that this type of attack is occurring and if the
DefensePro was not in place, the attack might have been successfully carried out. The same is
true for Mail servers which are frequently being scanned (Web Scanning).

Graph: Risk Distribution
This report depicts the risk distribution of vulnerabilities discovered this report period
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Graph: Most Frequent Vulnerability Category
This report depicts the most frequent vulnerabilities by category discovered this report period
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Graph: Most Frequent Vulnerability Name
This report depicts the most frequent vulnerabilities discovered this report period
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Graph: Most Vulnerable Host
This report depicts the most vulnerable hosts discovered this report period

Graph: Vulnerability Risk by Vulnerability Name

This report illustrates the vulnerability risk and count by vulnerability name discovered this
report period
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Graph: Vulnerability Risk by Host

This report illustrates the vulnerability risk and count by category discovered this report
period
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Graph: Vulnerability Risk by Category

This report illustrates the vulnerability risk and count by category discovered this report
period
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Graph: Vulnerability Risk by Port
This report illustrates the vulnerability risk and count by port discovered this report period

[ ] Preliminary Analysis B server side Scripts

GLESEC 64 MEMBER-CLIENT CONFIDENTIAL



Low

! Medium

vuln_risk

High

|80 [100 [120 140 [160 [180 200 [220 [240 | 260

Bo W2 443 500
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This report illustrates the vulnerability risk and count by protocol discovered this report
period
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Graph: Vulnerability Category by Vulnerability Name

This report illustrates the vulnerability category and count by vulnerability name discovered
this report period
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Graph: Vulnerability Category by Host

This report illustrates the vulnerability category and count by host discovered this report
period
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Graph: Vulnerability Category by Risk

This report illustrates the vulnerability category and count by risk discovered this report
period
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Graph: Vulnerability Category by Port

This report illustrates the vulnerability category and count by port discovered this report
period
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Graph: Vulnerability Category by Protocol
This report illustrates the vulnerability category and count by protocol discovered this report
period

Web servers
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Server Side Scripts
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Mail servers

Simple Network services
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Graph: Host by Vulnerability Name
This report illustrates the vulnerability name and count by hosts discovered this report period

170.75.33.119

170.75.33.125

170.75.33.129

170.75.33.108 |
a 170.75.33.110 !
170.75.33.111
170.75.33.127 !
170.75.33.132 I
170.75.33.142 |
170.75.33.162

0 [1 [2 [3 |4 [s [e |7 Is e

= Deprecatad SS...rotocol Usage Directory Scanner HTTP Packet Inspection - ICMP Timestamp Request - 1IS Content-L...n HTTP Header
B (Gentify Unkn... GET Requests B8 vicrosoft IIS Default Page B ssL verification Test B suoported SSL Ciphers Suites B web Applicatio .. HitpOnly Flag

Graph: Host by Vulnerability Category
This report illustrates the vulnerability category and count by hosts discovered this report
period
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Graph: Host by Vulnerability Risk
This report illustrates the vulnerability risk and count by hosts discovered this report period

Graph: Host by Port

This report illustrates the port and count by hosts discovered this report period

Graph: Host by Protocol

This report illustrates the protocol and count by hosts discovered this report period
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7. Security Operations

The purpose of this section is to highlight the activities performed by GLESEC’s Global
Operations Center (GOC) including: monitoring availability and performance of equipment
under contract, Change Management and Incident Response activities.

a) Monitoring System Availability
INSPIRA HEALTH NETWORK DefensePro Availability:

The Bridgeton DefensePro 516 was considered up and available 100 % during this
report period.

Host State Breakdowns:

% Total Time

Unzcheduled 30d Oh Om 0= 100.000% 100.000%

up Scheduled 0d 0h Om 0= 0.000% 0.000%
Unzcheduled 0d 0h Om s 0.000% 0.000%

CROWWN Scheduled 0d 0h Om s 0.000% 0.000%
Unscheduled 0d 0h Om 0= 0.000% 0.000%
UNREACHABLE = t=n =0 0d 0h Om Qs 0.000% 0.000%
Total________Jodonomos foooo% _Joooos |
Magios Mot Running Od 0h Om 0=  0.000%

Undetermined  Insufficient Data 0d Oh Om 0= 0.000%

Total 0d 0h Om s 0.000%

All Total 30d 0h Om O= 100.000% 100.000%

State Breakdowns For Host Services:

% Time OK % Tlme Unknown % Time Undetermined

PING 100.000% (100.000%) i) 0.000% (0.000%) [RDIIES
VST 100.000% (100.000%) 0.000% (0.000%) [XONES
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The Elmer DefensePro 516 was considered up and available 100 % during this report
period.

Host State Breakdowns:

| State | Type / Reason | Time | % Total Time | % Known Time

Unscheduled 30d Oh Om Oz 100.000% 100.000%

up Scheduled 0d Oh Om 0s  0.000% 0.000%

30d 0 Om s
Unzcheduled 0d Oh Om 0z 0.000% 0.000%

DROVAM Scheduled 0d Oh Om 0= 0.000% 0.000%

Toal — Jodohomos [0000%  Joooow
Unscheduled 0d Oh Om 0s  0.000% 0.000%
UNREACHABLE = LT 0d Oh Om 0s  0.000% 0.000%

fot —— Jodonomos Jooos  [0000% |
MNagios Mot Running Od Oh Om0s  0.000%

Undetermined Insufficient Data 0d Oh Om 0= 0.000%

Total 0d Oh Om 0s  0.000%

All Total 30d 0h Om 0= 100.000% 100.000%

State Breakdowns For Host Services:
% Time OK % Time Warning | % Time Unknown | % Time Critical | % Time Undetermined
f CNES f0 T 0 0009 (0 0009

PING 100.000% (100.000%)]  0.000% (0.000%) T o.
FXPRET S 1 00.000% (100.000%)]  0.000% (0.000%) 0.0 (0. 0.000%
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b) Monitoring system performance
INSPIRA HEALTH NETWORK Bridgeton DefensePro 516 Host Performance

Round trip ping times averaged 15.62 ms from the GLESEC GOC to INSPIRA HEALTH
NETWORK with 0 % average packet loss.

Datasource: Round Trip Times o) L
Plng times %
.
= -
g :
g
Week 45 ' Week 45 ' Week 47 ' Week 48
O Round Trip Times 15,50 ms Last 20,74 ms Max 15,62 ms Average
O warning 3000.000000ms
B Critical 5000, 000000ms
Datasource: Packets Lost o) L
Packets lost %
120 T '_
+ -
i 160 <
~ g0 =
Uil =
1; [={e] E
¥ :
e 20 -
a4 o - - . »
Week 45 Week 45 Wesk 47 Weesk 48
O Packets Lost 0 % Last 2 % Max 0 % Average
O warning &80%
B Critical 1008
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INSPIRA HEALTH NETWORK Elmer DefensePro 516 Host Performance

Round trip ping times averaged 11.05ms from the GLESEC GOC to INSPIRA HEALTH
NETWORK with 0 % average packet loss.

Datasource: Round Trip Times o) @
Ping times %
2 f g
15 H X =
= L A ‘[ _L_n,—l[ A
Pl rmar - e e - A - 2 Hlaner -
ke 18 e e e RS e S R I
5 o
Week 45 ' Week 45 ' Week 47 ' Week 48
O Round Trip Times 11.11 ms Last 15,48 ms Max 11.8% ms Average
O Warning 3000.000000ms
B Critical 5000.000000ms
Datasource: Packets Lost ol v
Packets lost %
120 t '_
+ -
mo 100 L
~ B0 =
] o
t = ;
o= 20 -
B+ ;i - - -
Wesk 45 Week 45 Week 47 Wesk 48
O Packets Lost 0 % Last 4 % Max 0 % Average
O warning 8%
B Critical 100%
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c) Change Management

No Change Management to report on June 2016

d) Incident Response

No incident to report on June 2016
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8. Appendix 1 - Critical Attack Sources (WHOIS Information)
This section provides additional WHOIS detail for the Graph: Critical Attacks

inethum: 123.30.0.0 - 123.31.255.255

netname: VDC-NET

country: vn

descr: VietNam Data Communication Company (VDC)
admin-c: VIG1-AP

tech-c: VIG1-AP

status: ALLOCATED NON-PORTABLE

changed: hm-changed@vnnic.netvn 20090325
mnt-by: MAINT-VN-VNPT
source: APNIC

role: VDC IPADMIN GROUP

address: Internet Building, Block Il, Thang Long Inter Village
address: Nguyen Phong Sac str, Cau Giay Dist, Ha Noi
country: VN

phone: +84-912-800008

fax-no: +84-4-9430427

e-mail: hathmgvde.com.vn
remarks: send spam reports to abuse@vde.coman
remarks: and abuse reports to ahuse@vnn.in

admin-c: THMH1-AP

tech-c: THMH1-AP

nic-hdl: VIG1-AP

notify; hm-changed@vnnic.netvn

mnt-by: MAINT-VN-VNPT

changed: hm-changed@vnnic.netvn 20090325
source: APNIC

changed: hm-changed@apnic.net 20111114

inethum: 151.80.96.0 - 151.80.111.255
netname: OVH

descr: OVH SAS

descr: Dedicated Servers Static IP


http://reversewhois.domaintools.com/?email=27aedca52a4f4d24591b02775071af50
http://reversewhois.domaintools.com/?email=7365b6a5602e9f4585b3128fd652c308
http://reversewhois.domaintools.com/?email=b7cc15a4850f88fa45e47b73a4c89422
http://reversewhois.domaintools.com/?email=831139bc39bcdb5b43417117be50745d
http://reversewhois.domaintools.com/?email=27aedca52a4f4d24591b02775071af50
http://reversewhois.domaintools.com/?email=27aedca52a4f4d24591b02775071af50
http://reversewhois.domaintools.com/?email=677b7eb54f1bc0f106ee0bec0cf3b496

descr: http://www.ovh.com
country: FR

admin-c: OK217-RIPE

tech-c: OTC2-RIPE

status: LEGACY

mnt-by: OVH-MNT

changed: noc@ovh.net 20150401
created: 2015-04-01T14:14:23Z7
last-modified: 2015-04-01T14:14:237
source: RIPE

role: OVH Technical Contact
address: OVH SAS

address: 2 rue Kellermann
address: 59100 Roubaix
address: France

e-mail: nocigiovh.net

admin-c: OK217-RIPE
tech-c: GM84-RIPE
tech-c: SL10162-RIPE
nic-hdl: OTC2-RIPE

notify: noc@ovh.net

abuse-mailbox: abuse@ovhnet
mnt-by: OVH-MNT

changed: noc@ovh.net 20101005
created: 2004-01-28T17:42:29Z
last-modified: 2014-09-05T10:47:15Z
source: RIPE

NetRange: 104.192.0.0 - 104.192.3.255
CIDR: 104.192.0.0/22

NetName: DATAWAGON

NetHandle:  NET-104-192-0-0-1

Parent: NET104 (NET-104-0-0-0-0)
NetType: Direct Allocation

OriginAS: AS27176

Organization: DataWagon LLC (DL-167)
RegDate: 2014-08-20


http://reversewhois.domaintools.com/?email=a0f85028760e93cdcc2b0a23f39daafe
http://reversewhois.domaintools.com/?email=a0f85028760e93cdcc2b0a23f39daafe
http://reversewhois.domaintools.com/?email=a0f85028760e93cdcc2b0a23f39daafe
http://reversewhois.domaintools.com/?email=420e15dbf74b5c001e03256c41a1b63d
http://reversewhois.domaintools.com/?email=a0f85028760e93cdcc2b0a23f39daafe

Updated: 2014-08-20
Comment: https://datawagon.net
Ref: http://whois.arin.net/rest/net/NET-104-192-0-0-1

OrgName: DataWagon LLC

Orgld: DL-167
Address: 3 Mead Pond Lane
City: Rye

StateProv: NY

PostalCode: 10580

Country: us

RegDate: 2014-03-04

Updated: 2014-08-21

Comment: https://datawagon.net

Ref: http://whois.arin.net/rest/org/DL-167

OrgAbuseHandle: ABUSE4637-ARIN

OrgAbuseName: Abuse

OrgAbusePhone: +1-914-715-3068

OrgAbuseEmaiI: abuse@datawagon.net

OrgAbuseRef: http://whois.arin.net/rest/poc/ABUSE4637-ARIN

OrgNOCHandle: NOC31754-ARIN

OrgNOCName: Network Operations Center

OrgNOCPhone: +1-914-715-3068

OrgNOCEmaiI: nocigdatawagon.net

OrgNOCRef: http://whois.arin.net/rest/poc/NOC31754-ARIN

OrgTechHandle: NOC31754-ARIN

OrgTechName: Network Operations Center

OrgTechPhone: +1-914-715-3068

OrgTechEmaiI: nocigkdatawagon.net

OrgTechRef: http://whois.arin.net/rest/poc/NOC31754-ARIN

inethum: 138.255.192/22

aut-num: AS263971

abuse-c: LEVALS

owner: FaleMais Comunicacdes LTDA


http://whois.arin.net/rest/poc/NOC31754-ARIN
http://reversewhois.domaintools.com/?email=bf491f08d4869639f9bbece0521b5393
http://reversewhois.domaintools.com/?email=b2723f307cd1ace64dcff87ebacdcfc5
http://reversewhois.domaintools.com/?email=b2723f307cd1ace64dcff87ebacdcfc5

ownerid: 014.284.858/0001-30
responsible: Paulo Henriqgue Mem Pereira
country: BR

owner-c: LEVALS

tech-c:  LEVALS

inetrev: 138.255.192/22
nserver: nsl.falemais.net.br
nsstat: 20151127 AA

nslastaa: 20151127

nserver: ns2.falemais.net.br
nsstat: 20151127 AA

nslastaa: 20151127

created: 20150831

changed: 20150831

nic-hdl-br: LEVALS5
person: Leonardo Valadares
e-mail: hostrmaster@falemais.net.br

created: 20070102
changed: 20150520

inetnum: 128.232.0.0 - 128.232.255.255

netname: CL-CAM-AC-UK

descr: University of Cambridge Computer Laboratory
descr: 15 J J Thomson Avenue

descr: Cambridge CB3 OFD

country: GB

admin-c: PB22

admin-c: MAJ1

admin-c: PB3551-RIPE

tech-c: CLTC

org: ORG-UCAM1-RIPE
status: LEGACY
remarks: For information on "status:" attribute read

https://www.ripe.net/data-tools/db/faq/fag-status-values-legacy-resources
mnt-by: CL-CAM-AC-UK-MNT

mnt-lower:  CL-CAM-AC-UK-MNT

mnt-routes: CL-CAM-AC-UK-MNT

mnt-domains: CL-CAM-AC-UK-MNT


http://reversewhois.domaintools.com/?email=2b9040e0940c65bbfe65e17de7a19878

mnt-by: CAM-AC-UK-MNT
mnt-by: JANET-HOSTMASTER
mnt-routes: JANET-HOSTMASTER

changed: tonyEnoc.ulce.ac.uk 19911107
changed: hostmaster@ripe.net 20020807

changed: ipaddress@ukerna.ac.uk 20020923
changed: er-transfer@ripe.net 20040405
changed: ipaddress@ukerna.ac.uk 20050321

changed: hostmaster@el.cam.ac.uk 20050322
changed: hostmaster@cl.cam.ac.uk 20050421
changed: hostmaster@cl.cam.ac.uk 20070313

changed: ref3d@cam.ac.uk 20150312
created: 2002-09-23T12:19:327
last-modified: 2015-05-05T02:00:517
source: RIPE

NetRange: 107.180.0.0 - 107.180.127.255
CIDR: 107.180.0.0/17

NetName: GO-DADDY-COM-LLC
NetHandle: NET-107-180-0-0-1

Parent: NET107 (NET-107-0-0-0-0)
NetType: Direct Allocation

OriginAS:  AS26496

Organization: GoDaddy.com, LLC (GODAD)
RegDate: 2014-02-11

Updated: 2014-02-25

Comment: Please send abuse complaints to ahuse@godaddy.com
Ref: http://whois.arin.net/rest/net/NET-107-180-0-0-1

OrgName: GoDaddy.com, LLC
Orgld: GODAD

Address: 14455 N Hayden Road
Address: Suite 226

City: Scottsdale

StateProv: AZ

PostalCode: 85260

Country: us


http://reversewhois.domaintools.com/?email=63b09418928d3d6d8e13f53c86203562
http://reversewhois.domaintools.com/?email=c0b31eb027d079a83215c9bccf45d972
http://reversewhois.domaintools.com/?email=f28777e999095f20b0a32fb76deedf51
http://reversewhois.domaintools.com/?email=44ecbd764234d25b2ab1aaa2bb33d333
http://reversewhois.domaintools.com/?email=f28777e999095f20b0a32fb76deedf51
http://reversewhois.domaintools.com/?email=e8ca699c458b2438bbac55932a66efcb
http://reversewhois.domaintools.com/?email=e8ca699c458b2438bbac55932a66efcb
http://reversewhois.domaintools.com/?email=e8ca699c458b2438bbac55932a66efcb
http://reversewhois.domaintools.com/?email=50784251524a348decbdd1ff43b8ffc0
http://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0

RegDate: 2007-06-01
Updated: 2014-09-10

Comment: Please send abuse complaints to ahuse@godaddy.com
Ref: http://whois.arin.net/rest/org/GODAD

OrgTechHandle: NOC124-ARIN

OrgTechName: Network Operations Center
OrgTechPhone: +1-480-505-8809

OrgTechEmaiI: nocig@godaddy.com

OrgTechRef: http://whois.arin.net/rest/poc/NOC124-ARIN

OrgNOCHandle: NOC124-ARIN

OrgNOCName: Network Operations Center
OrgNOCPhone: +1-480-505-8809

OrgNOCEmaiI: nocEgodaddy.com

OrgNOCRef: http://whois.arin.net/rest/poc/NOC124-ARIN

NetRange: 104.192.0.0 - 104.192.3.255
CIDR: 104.192.0.0/22

NetName: DATAWAGON

NetHandle: NET-104-192-0-0-1

Parent: NET104 (NET-104-0-0-0-0)
NetType: Direct Allocation

OriginAS: AS27176

Organization: DataWagon LLC (DL-167)
RegDate: 2014-08-20

Updated: 2014-08-20

Comment: https://datawagon.net

Ref: http://whois.arin.net/rest/net/NET-104-192-0-0-1

OrgName: DataWagon LLC

Orgld: DL-167
Address: 3 Mead Pond Lane
City: Rye

StateProv: NY
PostalCode: 10580
Country: us
RegDate: 2014-03-04


http://whois.arin.net/rest/poc/NOC124-ARIN
http://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0
http://reversewhois.domaintools.com/?email=2b0f63c02c2f4f5e3795c19389083602
http://reversewhois.domaintools.com/?email=2b0f63c02c2f4f5e3795c19389083602

Updated: 2014-08-21
Comment: https://datawagon.net
Ref: http://whois.arin.net/rest/org/DL-167

OrgNOCHandle: NOC31754-ARIN

OrgNOCName: Network Operations Center

OrgNOCPhone: +1-914-715-3068

OrgNOCEmaiI: noc@datawagon.net

OrgNOCRef: http://whois.arin.net/rest/poc/NOC31754-ARIN

OrgAbuseHandle: ABUSE4637-ARIN

OrgAbuseName: Abuse

OrgAbusePhone: +1-914-715-3068

OrgAbuseEmaiI: abuse@datawagon.net

OrgAbuseRef: http://whois.arin.net/rest/poc/ABUSE4637-ARIN

OrgTechHandle: NOC31754-ARIN

OrgTechName: Network Operations Center

OrgTechPhone: +1-914-715-3068

OrgTechEmaiI: noc@Edatawagon.net

OrgTechRef: http://whois.arin.net/rest/poc/NOC31754-ARIN

inetnum: 183.182.84.0 - 183.182.87.255
netname: RPNET-IN

descr: RAJESH PATEL NET SERVICES PVT LTD
country: IN

admin-c: AP343-AP

tech-c: AP343-AP

status: ALLOCATED PORTABLE

mnt-by: MAINT-IN-IRINN

mnt-lower:  MAINT-IN-RPNET

mnt-routes: MAINT-IN-RPNET

mnt-irt: IRT-RPNET-IN

changed: hm-changed@apnic.net 20130919
source: APNIC

irt: IRT-RPNET-IN

address: 10/5 M.G. ROAD
address: INDORE M.P. 452001
address: INDIA


http://whois.arin.net/rest/poc/NOC31754-ARIN
http://reversewhois.domaintools.com/?email=b2723f307cd1ace64dcff87ebacdcfc5
http://reversewhois.domaintools.com/?email=bf491f08d4869639f9bbece0521b5393
http://reversewhois.domaintools.com/?email=b2723f307cd1ace64dcff87ebacdcfc5
http://reversewhois.domaintools.com/?email=677b7eb54f1bc0f106ee0bec0cf3b496

e-mail: rajesh@rpnspl.com

abuse-mailbox: akshar@rpnspl.com
admin-c: AP343-AP

tech-c: AP343-AP

auth: # Filtered

mnt-by: MAINT-IN-RPNET

changed: hm-changed@apnic.net 20130919
source: APNIC

person: AKSHAR PATEL
nic-hdl: AP343-AP

e-mail: akshar@rpnspl.com
address: 10/5 M.G. ROAD

address: INDORE M.P. 452001
address: INDIA

phone: +91-9826709002
country: IN
changed: rajeshkumargpatel@amail.com 20091128

mnt-by: MAINT-NEW
source: APNIC

route: 183.182.85.0/24

descr: RAJESH PATEL NET SERVICES PVT LTD
origin: AS131276

mnt-by: MAINT-IN-RPNET

changed: rajeshkumargpatel@amail.com 20091221
source: APNIC

route: 183.182.85.0/24

descr: RAJESH PATEL NET SERVICES PVT LTD
origin: AS55353

mnt-by: MAINT-IN-RPNET

changed: rajeshkumargpatel@gmail.com 20091221
source: APNIC
Tools

NetRange: 141.212.121.0- 141.212.121.255
CIDR: 141.212.121.0/24

NetName: UMICH-21024

NetHandle: NET-141-212-121-0-1

Parent: UMICH-2 (NET-141-212-0-0-1)
NetType: Reassigned


http://reversewhois.domaintools.com/?email=898ea5cc4ebee1bf2f02979fbc754ba6
http://reversewhois.domaintools.com/?email=fde3e0b50d0329aa0c4dfc7530f8c72b
http://reversewhois.domaintools.com/?email=677b7eb54f1bc0f106ee0bec0cf3b496
http://reversewhois.domaintools.com/?email=fde3e0b50d0329aa0c4dfc7530f8c72b
http://reversewhois.domaintools.com/?email=ec8cb22bcc14aa565c8515353b346bdb
http://reversewhois.domaintools.com/?email=ec8cb22bcc14aa565c8515353b346bdb
http://reversewhois.domaintools.com/?email=ec8cb22bcc14aa565c8515353b346bdb



http://whois.arin.net/rest/poc/GIUFF2-ARIN
http://reversewhois.domaintools.com/?email=bfd5238347f4438f1aa07d2462581255
http://reversewhois.domaintools.com/?email=8e86225570f769971c78d46df04d015c

status: ASSIGNED PA
mnt-by: MNT-PIN

mnt-by: MNT-PINSUPPORT
org: ORG-CL291-RIPE
mnt-routes: ROOT-MNT

changed: admin@pinsph.iu 20131026
created: 2013-10-26T11:25:36Z
last-modified: 2015-01-21T718:09:00Z
source: RIPE

organisation: ORG-CL291-RIPE
org-name:  CubeHost Ltd.
org-type: OTHER

address: 51, 102 Vienna Street,
address: Ras Al Khaimah

address: United Arab Emirates
phone: +971-7-226-9235
abuse-c: CN3142-RIPE

e-mail: infoEcubehost.hiz

abuse-mailbox: info@cubehostbiz
mnt-ref: MNT-PINSUPPORT
mnt-by: CUBEHOST-MNT

changed: info@cubehosthiz 20150121
created: 2015-01-21T15:33:457
last-modified: 2015-01-21T18:08:43Z
source: RIPE

role: CubeHost NOC
address: 51, 102 Vienna Street,
address: Ras Al Khaimah

address: United Arab Emirates
abuse-mailbox: ahuse@cubehosthiz
e-mail: infoigcubehost.hiz

nic-hdl: CN3142-RIPE
mnt-by: CUBEHOST-MNT

changed: info@cubehosthiz 20150121
created: 2015-01-21T15:36:58Z


http://reversewhois.domaintools.com/?email=5dda2e5a6ea87467c0a2d021b9fcd69d
http://reversewhois.domaintools.com/?email=d1ccdbbb2bc8746bf6bbe139a7366df8
http://reversewhois.domaintools.com/?email=d1ccdbbb2bc8746bf6bbe139a7366df8
http://reversewhois.domaintools.com/?email=d1ccdbbb2bc8746bf6bbe139a7366df8
http://reversewhois.domaintools.com/?email=c23e17da66035ee4e18fd27ac0ff3ad0
http://reversewhois.domaintools.com/?email=d1ccdbbb2bc8746bf6bbe139a7366df8
http://reversewhois.domaintools.com/?email=d1ccdbbb2bc8746bf6bbe139a7366df8

last-modified: 2015-01-21T15:36:58Z7
source: RIPE

9. Appendix 2 — Top Scanners Blocked (WHOIS Information)

This section provides additional WHOIS detail for the Graph: Top Scanners
Blocked (Source IP Addressed)

inetnum: 188.138.9.0 - 188.138.9.255

descr: BSB-SERVICE Dedicated Server Hosting
netname: BSB-SERVICE-1

country: DE

admin-c: NPA10-RIPE

tech-c: NPA10-RIPE

status: ASSIGNED PA

mnt-by: intergenia-mnt
mnt-lower:  bsb-service-mnt
changed: ripe@intergenia.de 20141114

created: 2012-10-31T09:40:10Z
last-modified: 2014-11-14T08:56:19Z

source: RIPE

role: NMC PlusServer AG
address: PlusServer AG
address: Daimlerstr. 9-11
address: 50354 Huerth
phone: +49 1801 119991
fax-no: +49 2233 612-53500
e-mail: nmeigintergenia.de

abuse-mailbox: abuse@plusserer.de

remarks:

remarks. 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk sk sk sk sk sk sk sk 3k 3k 3k 3k 5k 3k 3k 5k 5k sk ok ok sk sk sk sk sk sk sk %k %k %k k k
remarks: * Auskunftsersuchen gemaess TKG werden nur unter
remarks: * Fax: +49 2233 612 5165

remarks: * Mail: legal at intergenia punkt de

remarks: * bearbeitet!
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remarks: 3k 3k 3k 3k 3k 3k 3k sk sk 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k >k 3k sk 3k 3k >k %k 3k %k %k >k %k k %k k

remarks:

admin-c: JBPS-RIPE

tech-c: ADPS-RIPE

nic-hdl: NPA10-RIPE

mnt-by: INTERGENIA-MNT
created: 2007-12-10T16:02:37Z
last-modified: 2015-10-14T12:18:35Z
source: RIPE

inetnum: 212.47.228.0 - 212.47.239.255
netname: POPS-NAS

descr: Tiscali France

country: FR

admin-c: BG34

admin-c: LTAD1-RIPE

tech-c: TTFR1-RIPE

status: ASSIGNED PA

remarks: 3k 3K sk sk 3k sk sk 3k sk sk ok ok sk kosk skok ok

remarks: All abuse requests MUST be sent to ' akuse@tiscalifr

remarks: and the logs must include the timezone and GMT offset.

remarks: lipe-mni@nettiscalifn |S NOT the mail to use to report abuses

remarks: Toute requete abuse DOIT etre envoyee a ' aPuse@tiscalifr!

remarks: en les logs doivent inclure I'heure exacte et le decalage GMT.
remarks: npe-mnt@nettiscalift N'EST PAS le mail a utiliser pour signaler un abuse.
remarks: 3k 3K sk sk 3k sk sk 3k sk sk sk ok sk sk sk sk ko k

notify: ripe-mntEnettiscalifr

mnt-by: MNT-TISCALIFR
mnt-lower:  MNT-TISCALIFR

changed: ripe-mnt@nettiscalifr 20030415
changed: ripe-mnt@nettiscalit 20031217
remarks: Tag: Int

created: 2002-09-24T15:24:317
last-modified: 2003-12-17T20:06:40Z
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source:

role:

remarks:

address:
address:
address:

e-mail:

admin-c:

tech-c:
nic-hdl:
mnt-by:

changed:
changed:

created:

RIPE

LIBERTYSURF TELECOM ABUSE DEPARTMENT
now known as Online S.A.S. / lliad-Entreprises

8, rue de la ville I'eveque
75008 Paris
France
abuse@iliad-entreprises fr
IENT-RIPE
IENT-RIPE
LTAD1-RIPE
MNT-TISCALIFR

ripe-mnt@nettiscalift 20030416

nlimage+ripegonline. net 20121105
2002-09-24T15:24:327

last-modified: 2012-11-05T16:06:32Z

source:

inethum:
netname:

descr:
country:
org:

admin-c:

tech-c:
status:
notify:
mnt-by:

RIPE

46.228.192.0 - 46.228.207.255
DE-FASTIT-20110208

myLoc managed IT AG

DE
ORG-fIG1-RIPE

DTH

DTH

ALLOCATED PA

hostmaster@fastit.net

RIPE-NCC-HM-MNT

mnt-lower:  FASTIT-MNT
mnt-lower:  FIBRE1-MNT
mnt-lower:  MYLOC-MNT
mnt-routes: FASTIT-MNT
mnt-routes: FIBRE1-MNT

changed:

hostmaster@ripe.net 20110208
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created: 2011-02-08T14:10:417
last-modified: 2011-02-08T14:10:41Z
source: RIPE

organisation: ORG-fIG1-RIPE
org-name: myLoc managed IT AG
org-type: LIR

address: Am Gatherhof 44
address: 40472

address: Duesseldorf
address: GERMANY
phone: +4921161708110
fax-no: +4921161708111
e-mail: hostmaster@myloc.de

admin-c: DTH

admin-c: MST

mnt-ref: FASTIT-MNT

mnt-ref: RIPE-NCC-HM-MNT
mnt-ref: MYLOC-MNT

mnt-by: RIPE-NCC-HM-MNT
abuse-c: MOPS-RIPE
abuse-mailbox: ahuse@myloc.de
created: 2004-04-17T11:07:16Z
last-modified: 2015-10-21T13:01:127

changed: hithucket@ripe. net 20151021
source: RIPE

inethum: 193.105.134.0 - 193.105.134.255
netname: SWEDENDEDICATED-NET

descr: Christian Maurice Sebastiaan Hein
remarks: RN RN RN RN RR RN RN RR ANy
remarks: Il All abuse to nfo@swedendedicated.com ||
remarks: RN RN RN RN RR R RRRARRR RN

country: SE


http://reversewhois.domaintools.com/?email=50ba47453d0e6fec29fca8fde3a039d1
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org: ORG-SD20-RIPE
admin-c: CH446-RIPE

tech-c: CH446-RIPE

status: ASSIGNED PI

notify: info@swedendedicated.com
mnt-by: RIPE-NCC-END-MNT
mnt-by: MNT-SWEDEDI
mnt-by: MNT-PORTLANE
mnt-routes: MNT-SWEDEDI
mnt-routes: MNT-PORTLANE
mnt-domains: MNT-SWEDEDI

changed: hostmaster@ripe.net 20100217
created: 2010-02-17T13:13:282Z
last-modified: 2015-05-05T02:08:08Z
source: RIPE

sponsoring-org: ORG-PS39-RIPE
changed: hostmaster@ripe.net 20141210
changed: hostmastergripe.net 20150409

organisation: ORG-SD20-RIPE

org-name:  Christian Maurice Sebastiaan Hein

org-type: OTHER

address:  Sweden Dedicated Land@v€gen 8 66060 Molkom
e-mail: infoigswedendedicated. com

abuse-mailbox: ahuse@swedendedicated.com
mnt-ref: MNT-SWEDEDI

mnt-by: MNT-SWEDEDI

created: 2010-02-08T09:52:297
last-modified: 2015-04-07T04:10:16Z
source: RIPE

changed: info@swedendedicated.com 20100214

inethum: 31.6.70.0 - 31.6.71.255
netname: LIVENET
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descr: Livenet sp. z 0.0.
descr: Grodzka 1

descr: 42-600 Tarnowskie Gory Poland
descr: contact: Pok@slaskdatacenterpl 448 324508888
descr: Abuse contact: Pok@slaskdatacenter.pl

country: PL

admin-c: MP22024-RIPE
tech-c: MP22024-RIPE
status: ASSIGNED PA

changed: tomek@sitel.netpl 20121205
mnt-by: sitelnetpl-mnt

created: 2012-12-05T11:27:18Z
last-modified: 2012-12-05T11:27:18Z
source: RIPE

person: Micha