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Total & Critical Attacks Per Month In Last 6 Months
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About this report

This is a SKYWATCH report that presents the most
up-to-date information for the MSS-WAF as
displayed in the service dashboard.
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Top Attacks Blocked by Source *
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Top 10 Attacking Countries Blocked *
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Attacks Types Blocked by Week *
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— Code Injection — Cross Site Scripting
— Predictable Resource Location — SQL Injection
— Server Information Leakage — Server Misconfiguration
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Top 10 Attacking Countries Blocked by Attack Type *
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Attacks by Threat Category *
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Cross Site Scripting - 14933
DoS-430

Fle Upload Violation - 19
Information Leakage - 3158
Injections - 8470

Logical Attacks- 271
Unknown - 36

Access Control - 22536
Authentication & Authorzation - 81
Bvasion - 499

HTTP RFC Wiclations - 47
Input validation - 17
Misconfiguration - 16260
Path Traversal - 2737
Session Management - 22
Urvalidated Redirect - 119
XML &Web Services- 80
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Top Page Requests Blocked by Source *
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Attack Description Detail by Source IP *
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B RFI/SSRF attack detected W Pattemn VYiolation Detected | Parameter Validation Failure
B Empty response page retumed to thewe... MW Access denied due to malicious request

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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