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-~ GLESEC

MSS_TAS REPORT COMPLETELY PERCEPTI
ACME FINANCIAL SERVICES 05/15/2023

TLP AM B E R About this report
M SS'TAS RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-TAS as
displayed in the service dashboard.

Total Users *

30

Authentication Methods in the Last 3 Months
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Top of Failed Authentications *

invalid_passcode - 1579
no_responss -478
user_cancelled - 248

locked out-174
ermror - 439

anomalous push - 38
no_keys pressed - 14
invalid_device -9
user_mistake - 1
call_timed out-1

EODC OO EEEOD

Top Authentications Failed by IPs *

18.11.178.237 - 277
201.51.7.123 -49
237.177.88.208 - 36
216.101.248.226 - 33
186.47.87.164 - 32
87.246.20.146 - 18
218.157.172.26 -17
129.180.244.21 - 16
109.202.153.131 -15
12.90.95250-12

EOONCEEEROD

" ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ Us HQ
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Top Authenticated Users *

? 1 | | BIE:| | | | :L!;Ic|
janes
doejane
doejohn
ORI
jane doe.
johndoe S
jandos
Most Active Applications *
app Denied fraud Success Total
ACME 1649 0 26361 28010
ACME 888 3 8370 9261
ACME 41 0 679 720
ACME 11 0 118 129
ACME 2 0 74 76
ACME 0 0 46 46
ACME 0 0 42 42
ACME 0 0 2 2
g™ ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355  +1 (321) 430-0500



TLP:AMBER
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Authentication Status in the Last 24 Hours *

Reason
valid_passcode
user_approved
invalid_passcode
no_response
user_cancelled
locked_out

error
anomalous_push
no_keys pressed
invalid_device
user_marked_fraud
call_timed_out

user_mistake

Users with failed authentications *

user Time

fdoe Fri Apr 28 05:34:16 2023 EDT
john.doe Fri Apr 28 05:37:40 2023 EDT
john29 Fri Apr 28 05:42:34 2023 EDT
qdoe Fri Apr 28 05:43:30 2023 EDT
adoe Fri Apr 28 05:43:41 2023 EDT
gdoe Fri Apr 28 05:46:45 2023 EDT
john01 Fri Apr 28 05:48:56 2023 EDT
doe.jane Fri Apr 28 05:56:48 2023 EDT
doe.john Fri Apr 28 06:11:49 2023 EDT
cdoe Fri Apr 28 06:15:25 2023 EDT
jane.doe Fri Apr 28 06:15:55 2023 EDT
doe.jane Fri Apr 28 06:16:29 2023 EDT
doe.john Fri Apr 28 06:16:55 2023 EDT
jane22 Thu Apr 27 19:24:39 2023 EDT
doe.john Thu Apr 27 19:25:12 2023 EDT
doe.jane Thu Apr 27 19:51:20 2023 EDT
doe.john Thu Apr 27 20:01:43 2023 EDT

<88 ©7022. GLESEC. All Rights Reserved

PROPIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

count
27587
8053
1579
478
248
174
49

38

F = W O

src_ip
52.142.48.68
190.103.133.224
190.103.133.224
173.250.245.157
173.250.245.157
173.250.245.157
173.250.245.157
18.11.178.237
201.51.7.123
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
18.152.37.151
186.47.87.164
190.103.133.224
18.11.178.237

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

user
pdoe
doe.jane
john05
john.doe
john.doe
doe.jane
jane.doe
edoe
Idoe
jane.doe
jane25
jane.doe
john71
doe.john
john.doe
janed6
john.doe
jane.doe
sdoe
doe.john
john.doe
doe.john
jane.doe
ddoe
ddoe
pdoe
john.doe
jane51
doe.jane
john23
doe.jane
edoe
wdoe
doe.jane

zdoe

Time

Thu Apr 27 08:30:36 2023 EDT
Thu Apr 27 08:31:14 2023 EDT
Thu Apr 27 08:34:57 2023 EDT
Thu Apr 27 08:35:11 2023 EDT
Thu Apr 27 08:35:25 2023 EDT
Thu Apr 27 08:35:29 2023 EDT
Thu Apr 27 08:36:01 2023 EDT
Thu Apr 27 08:41:41 2023 EDT
Thu Apr 27 08:54:55 2023 EDT
Thu Apr 27 09:11:10 2023 EDT
Thu Apr 27 04:02:18 2023 EDT
Wed Apr 26 16:27:02 2023 EDT
Wed Apr 26 16:28:49 2023 EDT
Wed Apr 26 16:37:38 2023 EDT
Wed Apr 26 16:43:22 2023 EDT
Wed Apr 26 16:58:49 2023 EDT
Wed Apr 26 16:58:50 2023 EDT
Wed Apr 26 17:06:51 2023 EDT
Wed Apr 26 17:07:24 2023 EDT
Wed Apr 26 17:13:13 2023 EDT
Wed Apr 26 17:13:35 2023 EDT
Wed Apr 26 17:14:48 2023 EDT
Wed Apr 26 17:15:29 2023 EDT
Wed Apr 26 09:30:30 2023 EDT
Wed Apr 26 09:53:18 2023 EDT
Wed Apr 26 09:57:02 2023 EDT
Wed Apr 26 09:58:24 2023 EDT
Wed Apr 26 10:01:38 2023 EDT
Wed Apr 26 10:03:59 2023 EDT
Wed Apr 26 10:06:31 2023 EDT
Wed Apr 26 10:14:31 2023 EDT
Wed Apr 26 10:15:26 2023 EDT
Tue Apr 25 17:22:21 2023 EDT
Tue Apr 25 17:38:34 2023 EDT
Tue Apr 25 17:48:20 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

src_ip
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
210.88.86.139
190.103.133.224
190.103.133.224
210.88.86.139
178.163.36.71
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
225.80.41.241
250.26.11.191
250.26.11.191
190.103.133.224
190.103.133.224
190.103.133.224
250.26.11.191
18.11.178.237
186.47.87.164
18.11.178.237
190.103.133.224
40.241.136.8
40.241.136.8
190.103.133.224
40.241.136.8
190.103.133.224
190.103.133.224
74.135.31.226
18.11.178.237
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER
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user
ndoe
doe.john
jane.doe
doe.jane
john.doe
john15
doe.jane
doe.jane
gdoe
doe.jane
doe.jane
john29
jane48
jane.doe
jane.doe
odoe
doe.john
jane.doe
doe.john
doe.john
doe.john
doe.john
fdoe
doe.jane
doe.jane
jane.doe
john.doe
john41l
doe.john
jane.doe
jane81
jane.doe
john.doe
doe.john

john.doe

Time

Tue Apr 25 17:56:25 2023 EDT
Tue Apr 25 18:11:28 2023 EDT
Tue Apr 25 18:11:47 2023 EDT
Thu May 4 11:44:09 2023 EDT
Thu May 4 11:47:25 2023 EDT
Thu May 4 11:48:08 2023 EDT
Thu May 4 11:48:24 2023 EDT
Thu May 4 11:58:01 2023 EDT
Thu May 4 11:59:11 2023 EDT
Thu May 4 12:06:25 2023 EDT
Thu May 4 12:06:54 2023 EDT
Wed May 3 08:33:36 2023 EDT
Wed May 3 08:37:22 2023 EDT
Wed May 3 09:03:22 2023 EDT
Wed May 3 00:48:55 2023 EDT
Tue May 2 20:09:55 2023 EDT
Tue May 2 20:22:04 2023 EDT
Tue May 2 20:35:47 2023 EDT
Tue May 2 20:47:43 2023 EDT
Tue May 2 20:48:18 2023 EDT
Tue May 2 20:48:47 2023 EDT
Tue May 2 21:01:44 2023 EDT
Tue May 2 09:46:30 2023 EDT
Tue May 2 09:49:04 2023 EDT
Tue May 2 09:51:28 2023 EDT
Tue May 2 09:51:31 2023 EDT
Tue May 2 09:51:48 2023 EDT
Tue May 2 09:52:29 2023 EDT
Tue May 2 09:59:33 2023 EDT
Tue May 2 00:13:30 2023 EDT
Tue May 2 00:13:56 2023 EDT
Tue May 2 00:14:51 2023 EDT
Tue May 2 00:19:59 2023 EDT
Tue May 2 00:20:15 2023 EDT
Mon May 1 03:12:08 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

src_ip
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
186.47.87.164
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237
190.103.133.224
42.160.130.101
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237
204.75.191.103
204.75.191.103
18.11.178.237
211.197.99.63
18.11.178.237
18.11.178.237
87.246.20.146
190.103.133.224
87.246.20.146
87.246.20.146
18.11.178.237
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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user
jane84
tdoe
pdoe
ddoe
ndoe
fdoe
jane97
john27
fdoe
john54
xdoe
ddoe

john.doe

Time

Mon May 1 03:28:00 2023 EDT
Mon May 1 03:28:54 2023 EDT
Mon May 1 03:31:32 2023 EDT
Mon May 1 03:32:29 2023 EDT
Mon May 1 03:33:12 2023 EDT
Mon May 1 03:44:16 2023 EDT
Fri Apr 28 17:45:00 2023 EDT

Fri Apr 28 18:07:31 2023 EDT

Fri Apr 28 18:09:27 2023 EDT

Fri Apr 28 18:25:16 2023 EDT

Fri Apr 28 18:25:40 2023 EDT

Sat May 6 08:40:32 2023 EDT

Sat May 6 08:41:07 2023 EDT

= GLESEC

COMPLETELY PERCEPTI

src_ip

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

Authentications left as No response by Users *

Username

jane.doe
doe.john
doe.john
udoe
doe.jane
john.doe
john.doe
jane.doe
doe.john
jane23
john.doe
john.doe
tdoe
john34
jane65
jane.doe
doe.john

doe.john

IP Address
18.11.178.237
186.47.87.164
18.11.178.237
40.241.136.8
40.241.136.8
40.241.136.8
74.135.31.226
18.11.178.237
18.11.178.237
18.11.178.237
52.142.48.68
18.152.37.151
186.47.87.164
210.88.86.139
178.163.36.71
18.11.178.237
42.160.130.101
18.11.178.237

PROPIETARY & CONFIDENTIAL

Time

Wed Apr 26 17:14:48 2023 EDT
Wed Apr 26 17:15:29 2023 EDT
Wed Apr 26 09:30:30 2023 EDT
Wed Apr 26 09:57:02 2023 EDT
Wed Apr 26 09:58:24 2023 EDT
Wed Apr 26 10:03:59 2023 EDT
Wed Apr 26 10:15:26 2023 EDT
Tue May 2 09:46:30 2023 EDT
Tue May 2 09:49:04 2023 EDT
Tue May 2 09:59:33 2023 EDT
Fri Apr 28 05:34:16 2023 EDT
Thu Apr 27 19:24:39 2023 EDT
Thu Apr 27 19:25:12 2023 EDT
Thu Apr 27 08:35:25 2023 EDT
Thu Apr 27 08:54:55 2023 EDT
Thu May 4 12:06:54 2023 EDT
Wed May 3 08:37:22 2023 EDT
Tue May 2 20:35:47 2023 EDT

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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ACME FINANCIAL SERVICES 05/15/2023

Username
cdoe
kdoe
john79
bdoe
jane26
Idoe
john.doe
doe.jane
john.doe
jane68
john.doe
doe.john
doe.john
cdoe
doe.jane
rdoe
jane95
john.doe
john.doe
jane67
xdoe
doe.jane
john04
ndoe
jane.doe
john.doe
jane99
john35
john.doe
john.doe
ndoe
john.doe
jane55
doe.john

john.doe

IP Address
204.75.191.103
204.75.191.103
18.11.178.237
211.197.99.63
190.103.133.224
87.246.20.146
149.87.69.55
201.51.7.123
201.51.7.123
24.244.248.201
216.101.248.226
87.246.20.146
190.103.133.224
18.11.178.237
18.11.178.237
40.223.189.163
201.51.7.123
210.88.86.139
11.212.250.44
11.212.250.44
11.212.250.44
253.29.115.132
252.87.54.247
91.208.92.25
201.51.7.123
18.11.178.237
18.11.178.237
161.228.182.71
18.11.178.237
224.219.25.46
18.11.178.237
228.173.93.41
74.135.31.226
18.11.178.237
18.11.178.237

All Rights Reserved

PROPIETARY & CONFIDENTIAL

Time

Tue May 2 20:47:43 2023 EDT
Tue May 2 20:48:18 2023 EDT
Tue May 2 20:48:47 2023 EDT
Tue May 2 21:01:44 2023 EDT
Fri May 5 23:02:06 2023 EDT
Fri May 5 17:46:31 2023 EDT
Fri May 5 18:12:49 2023 EDT
Fri May 5 12:36:24 2023 EDT
Fri May 5 12:38:29 2023 EDT
Fri May 5 08:54:03 2023 EDT
Fri May 5 09:09:22 2023 EDT
Sat May 6 17:41:14 2023 EDT
Mon May 1 13:01:19 2023 EDT
Sat Apr 29 14:20:42 2023 EDT
Sat Apr 29 11:42:10 2023 EDT
Thu Apr 27 16:40:52 2023 EDT
Thu Apr 27 17:07:09 2023 EDT
Thu Apr 27 10:23:11 2023 EDT
Tue May 2 03:30:36 2023 EDT
Tue May 2 03:32:03 2023 EDT
Tue May 2 03:33:57 2023 EDT
Mon May 1 21:18:39 2023 EDT
Mon May 1 21:38:22 2023 EDT
Mon May 1 21:46:53 2023 EDT
Mon May 1 21:50:51 2023 EDT
Thu May 4 09:54:25 2023 EDT
Thu May 4 09:56:26 2023 EDT
Thu May 4 10:06:40 2023 EDT
Thu May 4 06:53:37 2023 EDT
Wed May 3 13:16:39 2023 EDT
Tue May 2 06:57:40 2023 EDT
Fri May 5 16:29:55 2023 EDT
Fri May 5 16:38:39 2023 EDT
Fri May 5 09:43:32 2023 EDT
Fri May 5 10:16:07 2023 EDT

= GLESEC

COMPLETELY PERCEPTI

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

Username
john.doe
jane.doe
doe.john
john.doe
jane.doe
xdoe
kdoe
doe.jane
doe.john
doe.john
jane.doe
johnl7
wdoe
adoe
sdoe
adoe
jane.doe
wdoe
john81
john.doe
kdoe
john79
fdoe
odoe
jane49
jane.doe
john.doe
jane05
jane02
john89
doe.jane
jane77
ydoe
john53

ndoe

IP Address
201.51.7.123
18.11.178.237
218.197.172.26
218.197.172.26
218.197.172.26
159.150.53.152
18.11.178.237
243.109.124.152
222.102.167.253
129.180.244.21
63.247.241.232
109.202.153.131
209.207.192.46
104.52.248.40
201.51.7.123
201.51.7.123
18.11.178.237
182.142.164.154
201.51.7.123
121.43.186.230
249.102.171.83
245.247.7.226
236.175.240.81
18.11.178.237
210.88.86.139
79.116.16.240
18.11.178.237
18.11.178.237
18.11.178.237
18.11.178.237
61.193.65.20
18.11.178.237
18.11.178.237
18.11.178.237
18.11.178.237

PROPIETARY & CONFIDENTIA

Time

Thu May 4 11:22:55 2023 EDT

Thu May 4 11:29:08 2023 EDT

Sun Apr 23 21:26:50 2023 EDT
Sun Apr 23 21:29:10 2023 EDT
Sun Apr 23 21:37:47 2023 EDT
Sat Apr 22 18:21:57 2023 EDT

Sat Apr 22 10:38:44 2023 EDT

Tue Apr 18 13:50:17 2023 EDT
Tue Apr 18 08:17:07 2023 EDT
Tue Apr 18 08:50:33 2023 EDT
Thu Apr 13 15:03:45 2023 EDT
Thu Apr 13 12:05:48 2023 EDT
Thu Apr 13 06:42:56 2023 EDT
Wed Apr 12 20:52:40 2023 EDT
Wed Apr 12 12:20:48 2023 EDT
Wed Apr 12 11:42:06 2023 EDT
Tue Apr 11 06:19:31 2023 EDT
Tue Apr 11 06:34:55 2023 EDT
Tue Apr 25 06:00:29 2023 EDT
Tue Apr 25 00:25:52 2023 EDT
Mon Apr 24 14:22:59 2023 EDT
Mon Apr 24 14:26:01 2023 EDT
Mon Apr 24 14:27:29 2023 EDT
Mon Apr 24 00:35:56 2023 EDT
Wed Apr 19 15:22:35 2023 EDT
Wed Apr 19 15:41:14 2023 EDT
Wed Apr 19 15:42:26 2023 EDT
Mon Apr 17 15:26:47 2023 EDT
Mon Apr 17 15:35:47 2023 EDT
Sun Apr 16 17:46:58 2023 EDT
Sat Apr 15 16:25:30 2023 EDT

Thu Apr 13 15:28:12 2023 EDT
Thu Apr 13 15:37:45 2023 EDT
Thu Apr 13 15:39:26 2023 EDT
Thu Apr 13 15:40:39 2023 EDT

= GLESEC

COMPLETELY PERCEPTI

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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Username
john25
jdoe
jane98
john.doe
vdoe
jane93
pdoe
jane05
john.doe
janel9
john93

jane.doe

IP Address
216.101.248.226
18.11.178.237
18.11.178.237
18.11.178.237
161.228.182.71
77.137.38.183
161.228.182.71
84.28.155.46
186.47.87.164
18.11.178.237
216.101.248.226
216.101.248.226

Users with Invalid Passcode *

Username
mdelao
fabiurriola
jepinzon
optlim2
optsdg2
optsdg2
optccs?
opteze6
ryoung
sagutierrez
ptycapl5
ptycapl5
akamc
optclol
optclol
ptycap01
ptycap03
ptycap03
opthav?2

. All Rights Reserved

Time

Sat Apr 29 19:09:41 2023 EDT
Sat Apr 29 19:18:20 2023 EDT
Sat Apr 29 19:42:07 2023 EDT
Sat Apr 29 16:01:42 2023 EDT
Sat Apr 29 16:03:00 2023 EDT
Sat Apr 29 16:03:26 2023 EDT
Sat Apr 29 16:05:19 2023 EDT
Sat Apr 29 01:36:07 2023 EDT
Fri Apr 28 22:41:36 2023 EDT
Fri Apr 28 09:03:48 2023 EDT
Fri Apr 28 09:12:32 2023 EDT
Fri Apr 28 09:12:56 2023 EDT
Fri Apr 28 09:19:06 2023 EDT
Thu Apr 27 23:50:08 2023 EDT
Thu Apr 27 23:50:40 2023 EDT
Thu Apr 27 13:27:43 2023 EDT
Thu Apr 27 13:27:46 2023 EDT
Thu Apr 27 13:28:34 2023 EDT
Thu Apr 27 13:31:32 2023 EDT

Time

Thu Apr 13 15:42:05 2023 EDT
Thu Apr 13 15:42:27 2023 EDT
Thu Apr 13 15:42:43 2023 EDT
Thu Apr 13 15:45:56 2023 EDT
Thu Apr 13 15:46:08 2023 EDT
Thu Apr 13 15:51:42 2023 EDT
Thu Apr 13 15:57:37 2023 EDT
Thu Apr 13 15:57:46 2023 EDT
Wed Apr 12 18:50:36 2023 EDT
Wed Apr 12 18:55:40 2023 EDT
Tue Apr 11 17:05:08 2023 EDT
Tue Apr 11 17:05:36 2023 EDT

= GLESEC

COMPLETELY PERCEPTI

PROPIETARY & CONFIDENTIAL

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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Username
dcamargo
jrincon
jrincon
jrincon
jrincon
jrincon
kbonillam
absanchezc
optpuj2
absanchezc
iescoto
kzuniga
jjones
andsenior
andsenior
optsxm1l
optsxm1l
japaricio
sapmvdl
ccedeno
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
dcamargo
ogonzalezdg
hquinteroc
ffuertes
jbonilla
jvallecillo
jvallecillo
jvallecillo
jvallecillo

afreire

Time

Thu Apr 27 13:56:04 2023 EDT
Thu Apr 27 13:57:31 2023 EDT
Thu Apr 27 13:57:55 2023 EDT
Thu Apr 27 13:58:25 2023 EDT
Thu Apr 27 13:58:45 2023 EDT
Thu Apr 27 14:03:26 2023 EDT
Thu Apr 27 14:09:06 2023 EDT
Thu Apr 27 14:14:26 2023 EDT
Thu Apr 27 14:15:01 2023 EDT
Thu Apr 27 14:15:06 2023 EDT
Wed Apr 26 20:30:22 2023 EDT
Wed Apr 26 20:45:13 2023 EDT
Wed Apr 26 20:50:03 2023 EDT
Wed Apr 26 10:22:31 2023 EDT
Wed Apr 26 10:22:43 2023 EDT
Wed Apr 26 11:10:35 2023 EDT
Wed Apr 26 11:10:58 2023 EDT
Wed Apr 26 01:27:50 2023 EDT
Wed Apr 26 01:33:15 2023 EDT
Tue May 2 11:19:49 2023 EDT

Tue May 2 11:27:38 2023 EDT

Tue May 2 11:27:51 2023 EDT

Tue May 2 11:28:10 2023 EDT

Tue May 2 11:28:29 2023 EDT

Tue May 2 11:37:04 2023 EDT

Tue May 2 11:50:11 2023 EDT

Tue May 2 10:41:56 2023 EDT

Tue May 2 10:50:33 2023 EDT

Tue May 2 10:51:38 2023 EDT

Tue May 2 10:52:10 2023 EDT

Tue May 2 10:57:54 2023 EDT

Tue May 2 10:58:30 2023 EDT

Tue May 2 10:59:01 2023 EDT

Tue May 2 10:59:26 2023 EDT

Tue May 2 10:59:44 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
190.103.133.224
190.103.133.224
190.103.133.224
15.75.132.76
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

Username
jvallecillo
ccedeno
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
optctg2
bgonzaleza
optccs2
optccs?
sapmco?2
optccs?
optccs?
optccs?2
optccs?2
optccs2
gagarcia
optuiol
optuiol
optuiol
optmdel
optmdel
optuiol
optuiol
optuiol
optmco3
optmco3
srestrepo
mlordonez
mlordonez
elrosales
optgye2
opthav?2
opthav2
opthav2

Time

Tue May 2 11:00:15 2023 EDT
Tue May 2 11:19:49 2023 EDT
Tue May 2 11:27:38 2023 EDT
Tue May 2 11:27:51 2023 EDT
Tue May 2 11:28:10 2023 EDT
Tue May 2 11:28:29 2023 EDT
Tue May 2 09:20:01 2023 EDT
Mon May 1 16:02:22 2023 EDT
Mon May 1 04:28:34 2023 EDT
Mon May 1 04:37:49 2023 EDT
Mon May 1 04:42:10 2023 EDT
Mon May 1 04:45:25 2023 EDT
Mon May 1 04:45:50 2023 EDT
Mon May 1 04:46:43 2023 EDT
Mon May 1 04:47:12 2023 EDT
Mon May 1 04:49:01 2023 EDT
Mon May 1 04:52:10 2023 EDT
Sun Apr 30 18:38:38 2023 EDT
Sun Apr 30 18:39:16 2023 EDT
Sun Apr 30 18:39:46 2023 EDT
Sun Apr 30 18:41:36 2023 EDT
Sun Apr 30 18:41:58 2023 EDT
Sun Apr 30 18:47:26 2023 EDT
Sun Apr 30 18:48:19 2023 EDT
Sun Apr 30 18:49:21 2023 EDT
Sun Apr 30 06:13:01 2023 EDT
Sun Apr 30 06:13:20 2023 EDT
Sun Apr 30 06:39:41 2023 EDT
Thu May 4 21:53:19 2023 EDT
Thu May 4 21:53:36 2023 EDT
Thu May 4 20:45:04 2023 EDT
Wed May 3 04:13:11 2023 EDT
Wed May 3 04:21:41 2023 EDT
Wed May 3 04:28:38 2023 EDT
Wed May 3 04:29:16 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

Username
opthav?2
optasu2
optasu3
optasu3
optasu3
optasu2
optasu3
optasu?2
optasu3
optasu2

optasu2

Time

Wed May 3 04:29:43 2023 EDT
Wed May 3 04:29:45 2023 EDT
Wed May 3 04:30:11 2023 EDT
Wed May 3 04:32:26 2023 EDT
Wed May 3 04:32:45 2023 EDT
Wed May 3 04:32:54 2023 EDT
Wed May 3 04:33:32 2023 EDT
Wed May 3 04:34:34 2023 EDT
Wed May 3 04:35:49 2023 EDT
Wed May 3 04:36:55 2023 EDT
Wed May 3 04:37:16 2023 EDT

Locked Out Users *

Username
optccs?2
optccs?
optccs2
optccs2
optccs?
optccs?
jvallecillo
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
jvallecillo
jvallecillo
optuiol
optgye2
optgye2
optgye2

Time

Mon May 1 04:49:49 2023 EDT
Mon May 1 04:51:22 2023 EDT
Mon May 1 05:01:47 2023 EDT
Mon May 1 05:02:26 2023 EDT
Mon May 1 05:03:17 2023 EDT
Mon May 1 05:04:22 2023 EDT
Tue May 2 11:09:15 2023 EDT
Tue May 2 11:38:18 2023 EDT
Tue May 2 11:39:32 2023 EDT
Tue May 2 11:39:47 2023 EDT
Tue May 2 11:40:00 2023 EDT
Tue May 2 11:40:06 2023 EDT
Tue May 2 11:40:09 2023 EDT
Tue May 2 11:40:41 2023 EDT
Tue May 2 11:00:41 2023 EDT
Tue May 2 11:09:15 2023 EDT
Tue May 2 12:09:49 2023 EDT
Tue May 2 12:10:08 2023 EDT
Tue May 2 12:12:09 2023 EDT
Tue May 2 12:12:46 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
237.177.88.208
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

Username
optgye2
optgye?2
optgye?2
optgye2
fchele
jvallecillo
esaldanag
esaldanag
esaldanag
esaldanag
pbarahona
pbarahona
pbarahona
pbarahona
pbarahona
pbarahona
marbeltran
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
opthav3
optbogl
optbogl
optbogl
optbogl
optbogl

Time

Tue May 2 12:14:06 2023 EDT
Tue May 2 12:15:18 2023 EDT
Tue May 2 12:16:10 2023 EDT
Tue May 2 12:17:11 2023 EDT
Tue May 2 12:44:54 2023 EDT
Tue May 2 11:00:41 2023 EDT
Tue Apr 25 13:10:06 2023 EDT
Tue Apr 25 13:10:17 2023 EDT
Tue Apr 25 12:57:36 2023 EDT
Tue Apr 25 13:04:01 2023 EDT
Wed Apr 26 16:04:52 2023 EDT
Wed Apr 26 16:05:37 2023 EDT
Wed Apr 26 16:06:15 2023 EDT
Wed Apr 26 16:09:03 2023 EDT
Wed Apr 26 16:09:39 2023 EDT
Wed Apr 26 16:14:58 2023 EDT
Thu May 4 12:37:25 2023 EDT
Sat Apr 15 05:23:21 2023 EDT
Sat Apr 15 05:26:21 2023 EDT
Sat Apr 15 05:26:48 2023 EDT
Sat Apr 15 05:27:51 2023 EDT
Sat Apr 15 05:28:43 2023 EDT
Sat Apr 15 05:32:51 2023 EDT
Sat Apr 15 05:43:05 2023 EDT
Sat Apr 15 05:46:47 2023 EDT
Sat Apr 15 05:47:10 2023 EDT
Sat Apr 15 05:48:22 2023 EDT
Sat Apr 15 05:48:47 2023 EDT
Sat Apr 15 05:49:39 2023 EDT
Sat Apr 15 05:52:33 2023 EDT
Fri Apr 14 15:24:43 2023 EDT
Fri Apr 14 15:25:18 2023 EDT
Fri Apr 14 15:25:48 2023 EDT
Fri Apr 14 15:26:06 2023 EDT
Fri Apr 14 15:28:13 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
24.168.128.7
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
150.0.89.68
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

Username
optbogl
optgye3
optgye3
optgye3
optgye3
optgye3
jocastaneda
jocastaneda
optasul
optasul
optasul
optasu3
optasu3
opthav?2
opthav?2
Wross

Wross
jocastaneda
jocastaneda
jocastaneda
optbogl
optbogl
noaguirre
opthav?2
opthav?2
optgua3
optgua3
lecheveste
lecheveste
lecheveste
lecheveste
lecheveste
lecheveste
lecheveste

lecheveste

Time

Fri Apr 14 15:29:01 2023 EDT
Thu Apr 20 00:11:15 2023 EDT
Thu Apr 20 00:11:36 2023 EDT
Thu Apr 20 00:13:09 2023 EDT
Thu Apr 20 00:15:18 2023 EDT
Thu Apr 20 00:16:54 2023 EDT
Sun Apr 16 09:10:00 2023 EDT
Sun Apr 16 09:11:29 2023 EDT
Sat Apr 22 22:57:31 2023 EDT
Sat Apr 22 22:57:52 2023 EDT
Sat Apr 22 22:58:16 2023 EDT
Sat Apr 22 23:04:54 2023 EDT
Sat Apr 22 23:06:44 2023 EDT
Tue Apr 18 11:14:13 2023 EDT
Tue Apr 18 11:14:44 2023 EDT
Sun Apr 16 08:29:57 2023 EDT
Sun Apr 16 08:30:10 2023 EDT
Sun Apr 16 08:53:48 2023 EDT
Sun Apr 16 08:55:03 2023 EDT
Sun Apr 16 09:02:33 2023 EDT
Fri Apr 14 15:24:43 2023 EDT
Fri Apr 14 15:25:18 2023 EDT
Wed Apr 12 15:49:34 2023 EDT
Sat Apr 8 14:05:10 2023 EDT
Sat Apr 8 14:11:14 2023 EDT
Sun Apr 23 12:24:38 2023 EDT
Sun Apr 23 12:27:07 2023 EDT
Wed Apr 26 13:57:55 2023 EDT
Wed Apr 26 14:02:50 2023 EDT
Wed Apr 26 14:03:53 2023 EDT
Wed Apr 26 14:05:38 2023 EDT
Wed Apr 26 14:05:56 2023 EDT
Wed Apr 26 14:06:58 2023 EDT
Wed Apr 26 14:08:26 2023 EDT
Wed Apr 26 14:09:56 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
109.202.153.131
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 05/15/2023

Username
lecheveste
lecheveste
lecheveste
optccs?
irgonzalezm
irgonzalezm
irgonzalezm
jhpulido
irgonzalezm

irgonzalezm

Time

Wed Apr 26 14:10:27 2023 EDT
Wed Apr 26 14:12:15 2023 EDT
Wed Apr 26 14:16:14 2023 EDT
Mon May 1 10:15:06 2023 EDT
Wed Apr 26 15:42:29 2023 EDT
Wed Apr 26 15:43:03 2023 EDT
Wed Apr 26 15:43:22 2023 EDT
Mon May 8 11:52:35 2023 EDT
Thu May 4 14:33:44 2023 EDT

Thu May 4 14:39:28 2023 EDT

Anomalous push by Users *

Username
fadias
jprieto
amchavez
amchavez
hquijada
hquijada
hquijada
hquijada
tpertab
eavega
liliao
jhernandez
jhernandez
aoromero
aoromero
joanderson
joanderson
noaguirre
dsolares
ekreitz

ekreitz

Time

Thu Apr 27 08:41:41 2023 EDT
Wed Apr 26 16:58:50 2023 EDT

Fri May 5 22:22:16 2023 EDT
Fri May 5 22:22:19 2023 EDT
Sat May 6 11:33:26 2023 EDT
Sat May 6 11:33:27 2023 EDT
Sat May 6 11:33:30 2023 EDT
Sat May 6 11:33:32 2023 EDT
Sat May 6 08:51:06 2023 EDT

Tue Apr 25 09:53:12 2023 EDT

Thu May 4 06:40:00 2023 EDT
Sat Apr 22 18:21:07 2023 EDT
Sat Apr 22 18:21:09 2023 EDT

Tue Apr 18 13:47:46 2023 EDT
Tue Apr 18 13:47:52 2023 EDT
Thu Apr 13 15:20:27 2023 EDT
Thu Apr 13 15:20:27 2023 EDT
Thu Apr 13 15:41:38 2023 EDT
Tue May 2 12:30:17 2023 EDT

Tue May 2 17:55:20 2023 EDT

Wed Apr 19 15:10:00 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
50.150.94.21
14.246.29.60
14.246.29.60

IP Address
210.88.86.139
250.26.11.191
212.33.71.154
212.33.71.154
178.93.253.40
178.93.253.40
178.93.253.40
178.93.253.40
24.244.248.201
18.11.178.237
18.11.178.237
159.150.53.152
159.150.53.152
201.51.7.123
201.51.7.123
24.244.248.201
24.244.248.201
18.11.178.237
242.200.204.2
186.47.87.164
186.47.87.164

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 05/15/2023

Username
echiari
echiari
janglero
Iscott
gsgonzalez
gsgonzalez
noaguirre
ekreitz
iaponce
christian00043
laugonzalez
zdeleon
aavargas
jprieto
abgonzalezs
liliao

jriquelmec

Time

Tue Apr 25 06:22:36 2023 EDT
Tue Apr 25 06:23:52 2023 EDT
Thu Apr 20 09:25:26 2023 EDT
Sun Apr 16 18:09:06 2023 EDT
Fri Apr 14 08:49:24 2023 EDT
Fri Apr 14 08:49:26 2023 EDT
Wed Apr 12 15:46:23 2023 EDT
Wed May 3 16:53:41 2023 EDT
Sun May 7 14:15:24 2023 EDT
Thu Apr 13 12:36:13 2023 EDT
Wed Apr 12 21:29:29 2023 EDT
Wed Apr 12 09:28:19 2023 EDT
Wed Apr 12 09:38:42 2023 EDT
Sun Apr 9 17:08:51 2023 EDT
Tue Apr 11 14:51:47 2023 EDT
Tue Apr 18 06:43:19 2023 EDT
Sun Apr 23 20:13:53 2023 EDT

Call timed out by Users *

Username
jprieto
ebruno
jagonzalez
dvargas
irgonzalezm
irgonzalezm
irgonzalezm
irgonzalezm
apinillac
Iblades
ideleon
Icarvalho
dfruiz

baguilarp

Time

Wed Apr 26 17:13:35 2023 EDT
Wed Apr 26 17:14:48 2023 EDT
Wed Apr 26 17:15:29 2023 EDT
Wed Apr 26 09:30:30 2023 EDT
Wed Apr 26 09:57:02 2023 EDT
Wed Apr 26 09:58:24 2023 EDT
Wed Apr 26 10:03:59 2023 EDT
Wed Apr 26 10:15:26 2023 EDT
Tue May 2 09:46:30 2023 EDT
Tue May 2 09:49:04 2023 EDT
Tue May 2 09:59:33 2023 EDT
Fri Apr 28 05:34:16 2023 EDT
Fri Apr 28 06:11:49 2023 EDT
Thu Apr 27 19:24:39 2023 EDT

PROPIETARY & CONFIDENTIA

= GLESEC

COMPLETELY PERCEPTI

IP Address
18.11.178.237
18.11.178.237
218.197.172.26
96.131.192.105
18.11.178.237
18.11.178.237
109.202.153.131
186.47.87.164
186.47.87.164
190.103.133.224
18.11.178.237
18.11.178.237
18.11.178.237
250.26.11.191
192.92.156.170
18.11.178.237
18.11.178.237

IP Address
250.26.11.191
18.11.178.237
186.47.87.164
18.11.178.237
40.241.136.8
40.241.136.8
40.241.136.8
74.135.31.226
18.11.178.237
18.11.178.237
18.11.178.237
52.142.48.68
201.51.7.123
18.152.37.151

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 05/15/2023

Username
ekreitz
fadias
xiluna
khurtado
illopez
clastra
kzuniga
alexgonzalez
trijo

trijo
alexgonzalez
adehermoso
mlizarazo
ddiazg
mlizarazo
pasoto
amjimenez
amjimenez
hatencio
mfuentes
camorales
javega
ccortizo
tvargas
jojimenezh
jojimenezh
jojimenezh
avasquezh
eaguirree
sbravoh
lguzman
piannicelli
aybarrios
aybarrios

rchavarria

Time

Thu Apr 27 19:25:12 2023 EDT
Thu Apr 27 08:35:25 2023 EDT
Thu Apr 27 08:54:55 2023 EDT
Fri May 5 08:54:03 2023 EDT
Fri May 5 09:09:22 2023 EDT
Thu May 4 12:06:54 2023 EDT
Wed May 3 08:37:22 2023 EDT
Tue May 2 20:35:47 2023 EDT
Tue May 2 20:47:43 2023 EDT
Tue May 2 20:48:18 2023 EDT
Tue May 2 20:48:47 2023 EDT
Tue May 2 21:01:44 2023 EDT
Sat May 6 17:41:14 2023 EDT
Fri May 5 23:02:06 2023 EDT
Fri May 5 17:46:31 2023 EDT
Fri May 5 18:12:49 2023 EDT
Fri May 5 12:36:24 2023 EDT
Fri May 5 12:38:29 2023 EDT
Sat Apr 29 14:20:42 2023 EDT
Sat Apr 29 11:42:10 2023 EDT
Thu Apr 27 16:40:52 2023 EDT
Thu Apr 27 17:07:09 2023 EDT
Thu Apr 27 10:23:11 2023 EDT
Thu Apr 27 10:46:32 2023 EDT
Tue May 2 03:30:36 2023 EDT
Tue May 2 03:32:03 2023 EDT
Tue May 2 03:33:57 2023 EDT
Mon May 1 21:18:39 2023 EDT
Mon May 1 21:38:22 2023 EDT
Mon May 1 21:46:53 2023 EDT
Mon May 1 21:50:51 2023 EDT
Mon May 1 13:01:19 2023 EDT
Thu May 4 09:54:25 2023 EDT
Thu May 4 09:56:26 2023 EDT
Thu May 4 10:06:40 2023 EDT

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

= GLESEC

COMPLETELY PERCEPTI

IP Address
186.47.87.164
210.88.86.139
178.163.36.71
24.244.248.201
216.101.248.226
18.11.178.237
42.160.130.101
18.11.178.237
204.75.191.103
204.75.191.103
18.11.178.237
211.197.99.63
87.246.20.146
190.103.133.224
87.246.20.146
149.87.69.55
201.51.7.123
201.51.7.123
18.11.178.237
18.11.178.237
40.223.189.163
201.51.7.123
210.88.86.139
18.11.178.237
11.212.250.44
11.212.250.44
11.212.250.44
253.29.115.132
252.87.54.247
91.208.92.25
201.51.7.123
190.103.133.224
18.11.178.237
18.11.178.237
161.228.182.71

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 05/15/2023

Username
hecastro
hlopez
nponce
grprestan
irgonzalezm
haguirre
miwilson
cbayona
edegraciab
awaysburt
awaysburt
awaysburt
jhernandez
nsanchez
ocabeza
hlopez
jose34240
pfigueroa
vilara
dnicholas
fmoreno
ligutierrez
arobayo
ffuertes
nponce
melgutierrez
apardo
dsolares
jose34240
patruiz
kdhanasekaran
jberrio
fadias
remanuel

hbustavino

Time

Thu May 4 06:53:37 2023 EDT
Wed May 3 13:16:39 2023 EDT
Tue May 2 06:57:40 2023 EDT
Fri May 5 16:29:55 2023 EDT
Fri May 5 16:38:39 2023 EDT
Fri May 5 09:43:32 2023 EDT
Fri May 5 10:16:07 2023 EDT
Thu May 4 11:22:55 2023 EDT
Thu May 4 11:29:08 2023 EDT
Sun Apr 23 21:26:50 2023 EDT
Sun Apr 23 21:29:10 2023 EDT
Sun Apr 23 21:37:47 2023 EDT
Sat Apr 22 18:21:57 2023 EDT
Sat Apr 22 10:38:44 2023 EDT
Tue Apr 18 21:42:50 2023 EDT
Tue Apr 18 13:50:17 2023 EDT
Tue Apr 18 08:17:07 2023 EDT
Tue Apr 18 08:50:33 2023 EDT
Thu Apr 13 15:03:45 2023 EDT
Thu Apr 13 12:05:48 2023 EDT
Thu Apr 13 06:42:56 2023 EDT
Wed Apr 12 20:52:40 2023 EDT
Wed Apr 12 12:20:48 2023 EDT
Wed Apr 12 11:42:06 2023 EDT
Tue Apr 11 06:19:31 2023 EDT
Tue Apr 11 06:34:55 2023 EDT
Tue Apr 25 06:00:29 2023 EDT
Tue Apr 25 00:25:52 2023 EDT
Mon Apr 24 14:22:59 2023 EDT
Mon Apr 24 14:26:01 2023 EDT
Mon Apr 24 14:27:29 2023 EDT
Mon Apr 24 00:35:56 2023 EDT
Wed Apr 19 15:22:35 2023 EDT
Wed Apr 19 15:41:14 2023 EDT
Wed Apr 19 15:42:26 2023 EDT

PROPIETARY & CONFIDE

DENTIAL LATAM HQ

= GLESEC

COMPLETELY PERCEPTI

IP Address
18.11.178.237
224.219.25.46
18.11.178.237
228.173.93.41
74.135.31.226
18.11.178.237
18.11.178.237
201.51.7.123
18.11.178.237
218.197.172.26
218.197.172.26
218.197.172.26
159.150.53.152
18.11.178.237
229.234.229.3
243.109.124.152
222.102.167.253
129.180.244.21
63.247.241.232
109.202.153.131
209.207.192.46
104.52.248.40
201.51.7.123
201.51.7.123
18.11.178.237
182.142.164.154
201.51.7.123
121.43.186.230
249.102.171.83
245.247.7.226
236.175.240.81
18.11.178.237
210.88.86.139
79.116.16.240
18.11.178.237

+507 836-5355

US HQ
+1 (321) 430-0500
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Username
drios
vhenry
mprados
cdidier
khurtado
sherman
noaguirre
noaguirre
noaguirre
peloaiza
noaguirre
noaguirre
alugueo
illopez
tomas31781

illopez

Time

Mon Apr 17 15:26:47 2023 EDT
Mon Apr 17 15:35:47 2023 EDT
Mon Apr 17 16:00:52 2023 EDT
Sun Apr 16 17:46:58 2023 EDT
Sat Apr 15 16:25:30 2023 EDT
Thu Apr 13 15:28:12 2023 EDT
Thu Apr 13 15:37:45 2023 EDT
Thu Apr 13 15:39:26 2023 EDT
Thu Apr 13 15:40:39 2023 EDT
Thu Apr 13 15:42:05 2023 EDT
Thu Apr 13 15:42:27 2023 EDT
Thu Apr 13 15:42:43 2023 EDT
Thu Apr 13 15:45:56 2023 EDT
Thu Apr 13 15:46:08 2023 EDT
Thu Apr 13 15:51:42 2023 EDT
Thu Apr 13 15:57:37 2023 EDT

Authentications Cancelled by the Users *

Username
mgomezm
mgomezm
mgomezm
mgomezm
viochang
jprieto
yiwong
mdelao
mlizarazo
mlizarazo
mlizarazo
mmendoza
mmendoza
mmendoza

hquijada

GLESEC. AlLRi

Time

Fri Apr 28 05:43:30 2023 EDT
Fri Apr 28 05:43:41 2023 EDT
Fri Apr 28 05:46:45 2023 EDT
Fri Apr 28 05:48:56 2023 EDT
Thu Apr 27 20:01:43 2023 EDT
Wed Apr 26 16:58:49 2023 EDT
Tue Apr 25 17:22:21 2023 EDT
Fri May 5 17:46:18 2023 EDT
Tue May 2 09:51:28 2023 EDT
Tue May 2 09:51:48 2023 EDT
Tue May 2 09:52:29 2023 EDT
Sat May 6 17:37:29 2023 EDT
Sat May 6 17:37:52 2023 EDT
Sat May 6 17:38:49 2023 EDT
Sat May 6 11:33:25 2023 EDT

ghts Reserved PROPIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
18.11.178.237
18.11.178.237
216.101.248.226
18.11.178.237
61.193.65.20
18.11.178.237
18.11.178.237
18.11.178.237
18.11.178.237
216.101.248.226
18.11.178.237
18.11.178.237
18.11.178.237
161.228.182.71
77.137.38.183
161.228.182.71

IP Address
173.250.245.157
173.250.245.157
173.250.245.157
173.250.245.157
18.11.178.237
250.26.11.191
18.11.178.237
112.26.129.213
87.246.20.146
87.246.20.146
87.246.20.146
103.156.120.67
103.156.120.67
103.156.120.67
178.93.253.40

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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Username
amchavez
ocabeza
ocabeza
ocabeza
ocabeza
ocabeza
ocabeza
jdsolis
mlizarazo
mlizarazo
nponce
echiar
nponce
myepez
yigonzalez
fperez
ocabeza
jaguero
jaguero
bmorel
aoromero
nromeroj
nromeroj
nromeroj
garango
ocabeza
danrodriguez
danrodriguez
smonsalve
ligutierrez
mmtorres
ocabeza
esilvar
laguilar

nromeroj

Time

Fri May 5 22:22:15 2023 EDT
Thu Apr 27 11:01:24 2023 EDT
Thu Apr 27 11:01:40 2023 EDT
Thu Apr 27 11:02:14 2023 EDT
Thu Apr 27 11:02:49 2023 EDT
Thu Apr 27 11:13:12 2023 EDT
Thu Apr 27 11:13:36 2023 EDT
Sun Apr 30 07:53:17 2023 EDT
Thu Apr 27 10:23:25 2023 EDT
Thu Apr 27 10:23:31 2023 EDT
Fri May 5 06:27:02 2023 EDT
Tue May 2 06:53:16 2023 EDT
Tue May 2 07:11:41 2023 EDT
Fri May 5 16:56:38 2023 EDT
Fri May 5 09:53:00 2023 EDT
Thu Apr 20 00:56:13 2023 EDT
Tue Apr 18 21:49:37 2023 EDT
Tue Apr 18 22:00:14 2023 EDT
Tue Apr 18 22:00:47 2023 EDT
Tue Apr 18 13:29:11 2023 EDT
Tue Apr 18 13:47:45 2023 EDT
Tue Apr 18 13:56:02 2023 EDT
Tue Apr 18 13:59:39 2023 EDT
Tue Apr 18 14:00:40 2023 EDT
Tue Apr 18 08:20:14 2023 EDT
Thu Apr 13 14:47:30 2023 EDT
Thu Apr 13 15:17:09 2023 EDT
Thu Apr 13 15:17:41 2023 EDT
Thu Apr 13 07:01:59 2023 EDT
Wed Apr 12 20:51:41 2023 EDT
Mon Apr 24 01:00:23 2023 EDT
Sun Apr 23 21:57:00 2023 EDT
Fri Apr 21 00:48:29 2023 EDT
Fri Apr 21 20:54:30 2023 EDT
Fri Apr 21 12:00:09 2023 EDT

. All Rights Reserved PROPIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
212.33.71.154
214.118.151.157
214.118.151.157
214.118.151.157
214.118.151.157
214.118.151.157
214.118.151.157
18.11.178.237
87.246.20.146
87.246.20.146
18.11.178.237
18.11.178.237
18.11.178.237
186.47.87.164
18.11.178.237
95.86.235.145
229.234.229.3
12.90.95.250
12.90.95.250
149.40.25.225
201.51.7.123
18.11.178.237
18.11.178.237
18.11.178.237
18.11.178.237
186.47.87.164
60.219.31.6
60.219.31.6
73.6.106.204
104.52.248.40
18.11.178.237
229.234.229.3
241.201.118.196
18.11.178.237
18.11.178.237

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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= GLESEC

COMPLETELY PERCEPTI

PROPIETARY CONFEIDENTI A
PROPIETARY & ( ) /

Username Time IP Address
nazuluaga Wed Apr 19 15:25:17 2023 EDT 175.219.2.187
agamarra Wed Apr 19 15:34:13 2023 EDT 201.51.7.123
jjaen Wed Apr 19 00:47:06 2023 EDT 18.11.178.237
jjaen Wed Apr 19 00:47:09 2023 EDT 18.11.178.237
javega Mon Apr 17 15:13:08 2023 EDT 201.51.7.123
javega Mon Apr 17 15:13:20 2023 EDT 201.51.7.123
rihaman Mon Apr 17 15:29:29 2023 EDT 228.102.136.207
aestrada Sat Apr 15 17:03:18 2023 EDT 198.175.24.108
anmodes Tue Apr 11 17:08:56 2023 EDT 18.11.178.237
amonteros Tue Apr 11 07:39:11 2023 EDT 18.11.178.237
joestrada Tue Apr 25 02:19:50 2023 EDT 39.151.105.190
mcasis Fri Apr 28 09:01:02 2023 EDT 161.247.9.248
mdelao Fri Apr 28 09:16:26 2023 EDT 173.250.245.157
clgarcia Wed Apr 26 20:37:22 2023 EDT 154.195.221.173
jjaen Wed Apr 26 10:27:20 2023 EDT 18.11.178.237
jgarcias Wed Apr 26 10:40:35 2023 EDT 23.253.213.213
kcredidio Wed Apr 26 11:10:08 2023 EDT 186.47.87.164
irgonzalezm Tue May 2 11:26:54 2023 EDT 237.177.88.208
irgonzalezm Tue May 2 11:29:40 2023 EDT 237.177.88.208
mlizarazo Mon May 1 17:01:58 2023 EDT 87.246.20.146
angiel36792 Sun Apr 30 07:03:49 2023 EDT 217.9.9.69
mcasis Fri Apr 28 08:55:16 2023 EDT 161.247.9.248
mhalfhide Fri Apr 28 08:55:47 2023 EDT 218.197.172.26
dsolares Tue May 2 12:30:16 2023 EDT 242.200.204.2
irgonzalezm Tue May 2 11:26:54 2023 EDT 237.177.88.208
irgonzalezm Tue May 2 11:29:40 2023 EDT 237.177.88.208
irgonzalezm Tue May 2 11:30:46 2023 EDT 237.177.88.208
jjaen Tue May 2 11:31:19 2023 EDT 18.11.178.237
jdsolis Mon May 8 07:28:32 2023 EDT 18.11.178.237
jhpulido Thu May 4 21:41:38 2023 EDT 251.123.88.104
mmontenegroy Wed May 3 21:38:24 2023 EDT 103.252.171.156
echiari Wed May 3 06:10:14 2023 EDT 18.11.178.237
ekreitz Tue May 2 17:55:19 2023 EDT 186.47.87.164
javergara Mon May 8 16:56:56 2023 EDT 168.106.161.121
farrocha Sat Apr 29 08:32:55 2023 EDT 113.127.186.37
- 022 = 0

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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ACME FINANCIAL SERVICES 05/15/2023

Username
pacastro
acavila
cyrabines
bchaquio
myepez
smonsalve
jsalgado
jsalgado
mcasis
kbastian
kbastian
mlizarazo
jaesquivel
itheoktisto

jegomez

Time

Wed Apr 26 23:24:25 2023 EDT
Tue Apr 25 10:48:26 2023 EDT
Sun Apr 30 13:20:55 2023 EDT
Sun Apr 30 13:44:36 2023 EDT
Sun Apr 30 14:04:50 2023 EDT
Thu May 4 12:27:47 2023 EDT
Wed May 3 03:12:04 2023 EDT
Wed May 3 03:12:15 2023 EDT
Fri May 5 11:41:34 2023 EDT
Fri May 5 02:20:11 2023 EDT
Fri May 5 02:20:20 2023 EDT
Mon May 8 10:14:43 2023 EDT
Mon May 8 10:33:04 2023 EDT
Thu Apr 13 09:20:27 2023 EDT
Mon Apr 10 13:27:49 2023 EDT

Most Successful Authenticated Countries *

<8  ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
31.128.91.93
15.75.132.76
12.90.95.250
251.193.83.188
12.170.126.154
83.62.155.68
213.116.237.200
213.116.237.200
161.247.9.248
107.160.204.96
107.160.204.96
87.246.20.146
18.11.178.237
18.11.178.237
193.154.76.228

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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Countries with Most Failed Authentications *

" ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ usS HQ
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Trusted Access In Last 6 Months

30000 -
25000 -
20000 -
15000 ]
10000 i I
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Movernber December January Februany March April May
— anomalous push — eror — invalid_passcode
— locked out — no_keys pressed — no_response
— user_approved — user_cancelled — user_mistake
— walid_passcode
Successful and failed Authentications *
" ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ usS HQ
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"
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B anomalous push MW ermor @ invalid_device
B invalid passcode W locked out B no_keys pressed
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©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ us HQ
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Successful Authentications *

call_timed out-1
locked out-174
no_keys pressed - 14
no_responss -479

null -52

user_approved - 127
user_cancelled - 249
user_marked fraud - 3
walid_passcode - 27812

anomalous push - 38
error-43

invalid_device -9
invalid_passcode - 1586
user_mistake - 1

EODC OO R EEODOOENEENDO

Successful Authentications by Factor *

bypass code - 737
duo_mobile_passcode - 27694
passcode - 965

duo_push - 8138
not_available - 468
phone_call - 590

yubikey passcode -2

EO0OEO NN

" ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ Us HQ
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Authentication Per Country *

Panama - 5281

United States - 1606
Colombia - 1028

Brazil - 285

Peru - 264

Mexico - 218

Ecuador - 139
Honduras - 111
Guaternala - 90

Costa Rica - 90

ACME -56

Uruguay - 43
Venezuela- 39

Canada - 34

Chile - 25

India - 24

Dominican Republic - 24
Trinidad and Tobago - 22
Guyana - 22

Puerto Rico - 19

EOD O N OEEECOODONENECOONOEEN

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

" ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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