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Sobre este reporte

Se trata de un informe SKYWATCH que presenta la
información más actualizada del MSS-VM tal y
como se muestra en el panel de control del
servicio.

Overview

Vulnerability Level

6%

Discovered Hosts

5,774

Vulnerable Hosts

1,660

Executive Summary Vulnerability Severity Distribution

Scanner Critical High Medium Low Total

Organo Judicial 301 1,555 2,015 435 4,306

Organo Judicial - A 49 358 147 97 651

Organo Judicial -F 29 324 118 178 649

Organo Judicial -G 20 172 70 16 278

Organo Judicial -M 14 182 64 85 345

Organo Judicial -O 0 0 2 24 26

Organo Judicial -P 23 157 112 89 381

Organo Judicial -Q 48 478 318 794 1,638

Organo Judicial -R 36 247 157 183 623
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Most Vulnerable Host *

Vulnerability Distribution
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Top 10 Most Common Vulnerabilities

Vulnerability

ICMP Timestamp Request Remote Date Disclosure

SSL Certificate Cannot Be Trusted

TLS Version 1.00 Protocol Detection

SSL Medium Strength Cipher Suites Supported (SWEET32)

TLS Version 1.10 Deprecated Protocol

SNMP 'GETBULK' Reflection DDoS

SSL Certificate Signed Using Weak Hashing Algorithm

SSL Certificate Expiry

SNMP Request Cisco Router Information Disclosure

mDNS Detection (Remote Network)

History

Vulnerable Host History
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Vulnerability Severity History

Discovered Host History
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 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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