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TLP AM B E R About this report
M SS'I NT RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-INT as
displayed in the service dashboard.

MSS-INT

Active High-Severity Items

0

0

Executive Action Required

I

No executive action required today

Threat Relevance Score (TRS)

54
V-4

Risk Score (RS)

51
V-5
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Threat Landscape - Feed Volume
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Threat Headlines

Date Threat Headline
Feb 24, 2,026 GLESEC CVE Enrichment - EPSS Scores 2026-02-24
Feb 24, 2,026 GLESEC CVE Enrichment - CISA KEV 2026-02-24
Feb 25, 2,026 GLESEC CVE Enrichment - CISA KEV 2026-02-25
Feb 25, 2,026 GLESEC CVE Enrichment - EPSS Scores 2026-02-25
Feb 26, 2,026 GLESEC CVE Enrichment - CISA KEV 2026-02-26
Feb 26, 2,026 GLESEC CVE Enrichment - EPSS Scores 2026-02-26
Feb 27, 2,026 GLESEC CVE Enrichment - CISA KEV 2026-02-27
Feb 27, 2,026 GLESEC CVE Enrichment - EPSS Scores 2026-02-27
Feb 28, 2,026 GLESEC CVE Enrichment - CISA KEV 2026-02-28
Mar 1, 2,026 GLESEC CVE Enrichment - CISA KEV 2026-03-01
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL
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Top Malware Families Targeting

ClearFaks

Mirai

Vidar

agyncrat

Persistancy of Blocked Access

10.10.10.14 10.4.0.68 172.118.223.22 172.28.1.124 172.28.2.114 172.28.2.86 185.243.5.22 51.178.100.208 51.79.77.159 78.128.112.74

192.168.51.15
192.168.50.114
192,168.160.173
16.4.8.260
16.4.8.51
192,168.160,202
192.168.160.238

192.168.160.198

Ongoing cases

Case # Service Priority Hours Status

Cybersecurity News

Title Categories Industries

Strengthening California’s Cyber Defenses: Apply Now for Cyber Attacks,

FFY 2024 SLCGP Grants Vulnerabilities Government

Wikipedia hit by self-propagating JavaScript worm that

vandalized pages Cyber Attacks, Malware  Government

FBI arrests suspect linked to $46M crypto theft from US Government, Banking and

Marshals Cyber Attacks Financial, Legal Services,
Blockchain
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355  +1 (321) 430-0500
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Title Categories Industries
. Government, Banking and
Ifal?;rzsarr];elzts suspect linked to $46M crypto theft from US Cyber Attacks Financial, Legal Services,
Blockchain
Preparing for the Quantum Era: Post-Quantum Cvber Attacks Government, Banking and
Cryptography Webinar for Security Leaders y Financial, Blockchain
Preparing for the Quantum Era: Post-Quantum Cvber Attacks Government, Banking and
Cryptography Webinar for Security Leaders y Financial, Blockchain
Immediate Threat Intelligence Assessment
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Threat_ Name Endpoint_Target Summary

From Extension

to Infection An

In-Depth

Analysis of the

Evelyn Stealer =~ GOC-PANAMA5S
Campaign

Targeting

Software

Developers

GLESEC. All Rights Reserved.

The Evelyn Stealer
campaign targets
software developers
through weaponized
Visual Studio Code
extensions
employing a
multistage delivery
of information-
stealing malware.
The attack chain
involves a
downloader
disguised as a
legitimate Lightshot
DLL an injector that
uses process
hollowing to inject
the final payload and
the Evelyn Stealer
itself. The malware
implements
sophisticated anti-
analysis techniques
collects sensitive
information including
browser credentials
and cryptocurrency
data and exfiltrates
the stolen data via
FTP. This campaign
highlights the
increasing threat to
developer
communities and the
need for enhanced
security measures in
development
environments.
Related Industries:
Real Estate /
Property
Management,
Technology, Defense
& Aerospace,
Transportation

Tags

Credentials,
Cryptocurrency,
FTP, Malware

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

Attack Vector _Score Category Pct Last Seen

2026-01-28

50.00 12:27:40

LATAM HQ US HQ
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Threat_ Name Endpoint_Target Summary Tags Attack Vector _Score Category Pct Last Seen

The ClickFix infection
campaign
demonstrated
sophisticated living
off the land
techniques targeting
Canadian entities.
The attack began
with social
engineering that led
to the execution of a
malicious forfiles.exe
command initiating a
chain of events using
legitimate Windows
Trellix Telemetry binaries. The
- ClickFix operation leveraged
Campaign multiple techniques 2026-01-28
Targets GOC-PANAMAS including PowerShell PowersShell >0.00 11:58:44
Canadian Users abuse command
With PowerShell obfuscation and
system binary proxy
execution through
mshta. The multi-
stage attack chain
demonstrated
advanced
operational security
through its use of
legitimate tools and
obfuscation
techniques. Related
Countries: Canada
Related Industries:
Defense &
Aerospace

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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Threat_ Name Endpoint_Target Summary Tags

Malicious
NexShield
Extension
Delivers
ModeloRAT
Through
CrashFix
Campaign

GOC-PANAMAS

GLESEC. All Rights Reserved.

KongTukes CrashFix
campaign discovered
in January 2,026
demonstrates
sophisticated social
engineering through
a malicious Chrome
extension
(NexShield) that
impersonates uBlock
Origin Lite. The
attack uses delayed
execution intentional
browser crashes and
fake security
warnings to trick
users into executing
malicious
commands. The
campaign
implements multiple
layers of defense
evasion including
AES-256 and XOR
encryption DGA
domains and system
fingerprinting to
detect analysis Python, RAT
environments.
Domain-joined
machines receive
ModeloRAT a full-
featured Python RAT
with RC4-encrypted
C2 communications
while non-domain
machines follow a
separate infection
chain. The attack
leverages LOLBins
like finger.exe for
payload delivery and
establishes
persistence through
Windows Registry
modifications
showing particular
focus on
compromising
corporate
environments.
Related Industries:
Transportation,
Defense &
Aerospace, Telco

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

Attack Vector _Score Category Pct Last Seen

2026-01-28

2430 11:27:13

LATAM HQ US HQ
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Threat_ Name Endpoint_Target Summary Tags

PurelLogs

Infostealer Hides
Malware In PNG GOC-PANAMAS

Files

GLESEC. All Rights Reserved.

Swiss Post

Cybersecurity

revealed a PurelLogs
infostealer campaign
operating through a
four-stage infection

chain. The attack

begins with a

phishing email

containing a JScript

dropper that

downloads a

weaponized PNG

from archive.org.

The malware

employs multiple

evasion techniques

including

steganography

process hollowing of
CasPol.exe and

completely fileless

execution. Despite Bypass,
being a commodity  Cryptocurrency,
malware available Dropper,
for $150/month it Fileless,
implements Malware,
sophisticated Phishing,
techniques like Steganography
DPAPI bypass 3DES
encryption and

extensive credential

stealing capabilities

targeting browsers
cryptocurrency

wallets and various
applications. The

campaign

demonstrates how

modern malware

combines legitimate
infrastructure abuse
multi-stage payloads

and in-memory

execution to evade

detection while

maintaining

scalability for mass
deployment. Related
Industries: IT

Services

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

Attack Vector _Score Category Pct Last Seen

2026-01-28

>8.30 10:57:28
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Threat_ Name Endpoint_Target Summary Tags

Critical HPE
OneView RCE
Vulnerability
Under Active
Exploitation
CVE-2025-37164

GOC-PANAMAS5

Check Point
Research uncovered
a major exploitation
campaign targeting
CVE-2025-37164 a
critical RCE
vulnerability in HPE
OneView. The
vulnerability in the
executeCommand
REST API endpoint
allows
unauthenticated
remote code
execution. Initially

disclosed on
December 16 2,025 Botnet, Exploit,
exploitation Vulnerability

attempts began
December 21 before
dramatically
escalating on
January 7 2,026 with
over 40,000
automated attacks
by the RondoDox
botnet in a single
day. The attacks
leveraged RondoDox
botnet techniques
for DDoS and crypto
mining operations.
Related Industries:
Education

"

©

23. GLESEC. All Rights Reserved.
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Attack Vector _Score Category Pct Last Seen

2026-01-23

75.00 01:57:36
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Threat_ Name Endpoint_Target Summary Tags

VoidLink
Advanced Cloud-
Native Linux
Malware
Framework
Discovered

GOC-PANAMA5S

GLESEC. All Rights Reserved.

VoidLink is a cloud-
native Linux
malware framework
discovered in
December 2,025
featuring modular
architecture with
37+ plugins
advanced rootkit
capabilities and
adaptive stealth
mechanisms. Written
in Zig it specifically
targets cloud
environments with
detection and
exploitation
capabilities for major
providers containers
and Kubernetes
clusters. The
framework employs
multiple C2 channels Cloud, Exploit,
mesh networking Kubernetes,
and environment- Malware,
based risk scoring to  RootKit
adjust its behavior.
Developed by
Chinese-affiliated
actors it includes a
comprehensive
operator dashboard
and plugin API
similar to Cobalt
Strike. While
showing commercial-
grade development
no real-world
infections have been
observed yet.
Related Countries:
China Related
Industries: Real
Estate / Property
Management, IT
Services,
Architecture &
Engineering

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

Attack Vector _Score Category Pct Last Seen

2026-01-22

100.00 12:44:18
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Threat_ Name Endpoint_Target Summary Tags

Analyzing the
MonetaStealer =~ GOC-PANAMAS
macOS Threat

GLESEC. All Rights Reserved.

Security researchers
discovered a
suspicious Mach-O
binary masquerading
as a Windows .exe
file named
MonetaStealer. This
Pylnstaller-compiled
malware targets
macOS systems and
is believed to be in
early development.
MonetaStealer
focuses on stealing
Chrome browser
data cryptocurrency
wallet information
Wi-Fi credentials
keychain items
financial documents
SSH private keys and
clipboard content. It
uses deceptive
naming conventions
and targets specific
file paths to gather

" Credentials,
sensitive Cryptocurrenc
information. The yptoct Y

Exfiltration,
malware employs X
. . Keychain,
various techniques
Malware,
to extract data
Telegram

including querying
SQLite databases
using regex patterns
and executing
system commands.
Exfiltration is
attempted via
Telegram although
researchers did not
observe successful
file uploads. A
Windows variant was
also identified but
contained non-
functional code. The
threat highlights the
ongoing prevalence
of stealers in the
macOS landscape.
Related Industries:
Technology, IT
Services, Defense &
Aerospace, Finance,
Real Estate /
Property
Management

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

Attack Vector _Score Category Pct Last Seen

2026-01-22

62.50 04:11:00
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Threat_Name

CastleLoader
Malware Targets
Government
Sector Through
Process
Hollowing

GOC-PANAMAS

GLESEC. All Rights Reserved.

Endpoint_Target Summary

CastleLoader is a
stealthy malware
loader that emerged
in early 2,025
primarily targeting
government entities
and critical
infrastructure in the
US and Europe. It
employs a
sophisticated multi-
stage execution
chain using Inno
Setup Autolt and an
uncommon process
hollowing technique
that maintains the
original memory
area of jsc.exe. The
loader delivers
information stealers
and RATs enabling
credential theft and
persistent access.
Technical analysis
revealed C2
communication to
94.159.113.32 and

successfully decoded

encrypted
configuration data.
The malwares
evasion techniques
include heavy
obfuscation API
resolution by hash
and ensuring the
final payload only
exists in memory
after process
modification. One
campaign impacted
469 devices
demonstrating its
effectiveness as an
initial access threat.
Related Countries:
United States
Related Industries:
Technology, IT
Services,
Government

= GLESEC

COMPLETELY PERCEPTI

Tags Attack Vector _Score Category Pct Last Seen
Autolt,

Government, 2026-01-22
Loader, 33.30 04:07:37
Malware

PROPRIETARY & CONFIDENTIAL

LATAM HQ US HQ
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Threat_Name

Operation
Covert Access
Weaponized
LNK-Based
Spear-Phishing
Targeting
Argentinas
Judicial Sector to
Deploy a Covert
RAT

GOC-PANAMAS

GLESEC. All Rights Reserved.

Endpoint_Target Summary

A sophisticated
spear-phishing
campaign targeting
Argentinas judicial
sector has been
uncovered. The
operation uses a
multi-stage infection
chain to deploy a
stealthy Remote
Access Trojan (RAT).
Attackers exploit
trust in court
communications by
using authentic-
looking judicial
decoy documents.
The campaign
employs a
weaponized LNK file
a BAT-based loader
script and a covert
Rust-based RAT to
establish persistent
access within judicial
environments. The
malware performs
extensive anti-VM
and anti-debug
checks collects
system information
and establishes
resilient C2
connections. It
supports various
malicious activities
including persistence
file transfer data
harvesting
encryption and
privilege escalation.
The campaign
demonstrates high
operational
sophistication and
aims to gain long-
term access to
sensitive legal and
institutional data.
Related Industries:
Legal, Technology, IT
Services, Telco

= GLESEC

COMPLETELY PERCEPTI

Tags Attack Vector _Score Category Pct Last Seen

Exploit, Loader,
Malware,
Phishing, RAT,
Trojan

PROPRIETARY & CONFIDENTIAL

2026-01-22

>0.00 04:06:45
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Threat_Name Endpoint_Target Summary Tags

Sicarii

Ransomware

Group GOC-PANAMAS
Masquerades As

Israeli Operation

Sicarii Ransomware
emerged as a
ransomware service
operation that
combines functional
extortion capabilities
with unusual
Israeli/Jewish
branding likely as a
false flag operation.
The malware
demonstrates
sophisticated
technical features
including anti-VvM
detection geo-
fencing credential
harvesting and AES-
GCM encryption
alongside
destructive
capabilities. However Extortion,
operational patterns Malware,
linguistic analysis Ransomware
and behavioral
indicators suggest
the groups claimed
identity is
inauthentic with
evidence pointing to
Russian-speaking
operators rather
than Israeli origins.
The operation
emerged in late
2,025 and shows
signs of being an
experimental or
immature
ransomware group
rather than an
established criminal
enterprise. Related
Countries: Israel,
Russian Federation

= GLESEC

COMPLETELY PERCEPTI

Attack Vector _Score Category Pct Last Seen

2026-01-22

50.00 03:42:34

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify

additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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