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TLP AM B E R About this report
M SS' D LP RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-DLP as
displayed in the service dashboard.

Heat Map

Red Zone: 0 files (0 mines)
Yellow Zone: 21 files (3 mines)

Green Zone: 7 files (1 mines)

Active Users

Username Counter
acme@acme.com 266
acme@acme.com 26
acme@acme.com 26
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Activity Alerts

Total

26
26

266

Suspicious Incidents

Action Total
Downloaded 2,758
WriteFile 98
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Alerts per User

User

acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com

acme@acme.com

Total Users - Last 30 days

Active Users

Username

media analysis and transformation service

166ef307-72bb-4f59-9ca0-cc9a9dc5b8e9

null

acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com
acme@acme.com

acme@acme.com

GLESEC. All Rights Reserved.

Action
Downloaded

Downloaded

Downloaded

Downloaded

Downloaded
WriteFile
WriteFile

WriteFile
WriteFile

369

PROPRIETARY & CONFIDENTIAL
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Count

392
391
288
266
254
252
243
241
240
239
26
14
13
12
10

Counter

583
198
160
54
10
8
41
53
35
45
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Total Active Users - Last 30 days

191

Usage Over Time
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Actions

Action Total
AccessDenied 204,526
AddShareAccess 25,285
DeletePath 139,327
Synchronized 290,315
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Alerts per User

User

null

166ef307-72bb-4f59-9cal-cc9a9dc5b8e9

null

null

media analysis and transformation service
acme@acme.com

acme@acme.com

purview data lifecycle management service - phl clean-up
acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

purview data lifecycle management service - phl clean-up
acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

DLP Data

Type Username

ACTIVITY_INCIDENT_OCCURED acme@acme.com

ACTIVITY_INCIDENT_OCCURED media analysis and transformation service

ACTIVITY_INCIDENT_OCCURED acme@acme.com

ACTIVITY_INCIDENT_OCCURED acme@acme.com

ACTIVITY_INCIDENT_OCCURED acme@acme.com

PROPRIETARY & CONFIDENTIAL
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Action

AccessDenied
DeletePath

Synchronized

DeletePath

Description

Sent when an activity incident is
identified

Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified

LATAM HQ
+507 836-5355

Count
22,862
15,894
7,964
2,574
213
162
310
284

71

106

38

71

95

72

86

36

15

39

25

95

Actions
In This
Event

116

859

83

89

55

US HQ
+1 (321) 430-0500
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Type

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

GLESEC. All Rights Reserved.

Username

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

2d4d3d8e-2be3-4bef-9f87-7875a61c29de

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

PROPRIETARY & CONFIDENTIAL
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Description

Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified

LATAM HQ
+507 836-5355

Actions
In This
Event

20

67

110

206

50

28

229

80

23

32

76

75

94

19

36

62

12

21

US HQ
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Type

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

ACTIVITY_INCIDENT_OCCURED

GLESEC. All Rights Reserved.

Username

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

acme@acme.com

PROPRIETARY & CONFIDENTIAL
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Description

Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified
Sent when an activity incident is
identified

LATAM HQ
+507 836-5355

Actions
In This
Event

51

41

13

58

63

133

504

71

38

48

39

80

32

13

54

36

31

80

30

US HQ
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Type Username

ACTIVITY_INCIDENT_OCCURED acme@acme.com
ACTIVITY_INCIDENT_OCCURED acme@acme.com

ACTIVITY_INCIDENT_OCCURED acme@acme.com
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Description

Sent when an activity incident is
identified

Sent when an activity incident is
identified

Sent when an activity incident is
identified

Actions
In This
Event

94

229

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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