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TLP AM B E R About this report
M SS'VM E RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-VME as
displayed in the service dashboard.

Overview

Vulnerability Level

46%
Discovered Hosts
73
Vulnerable Hosts
57

Executive Summary Vulnerability Severity Distribution

Scanner Critical High Medium Low Total
GLESEC 30 47 352 55 484
GLESEC WEB SERVERS 0 0 13 4 17
Domain Scan: www.glesec.com 3 0 1 1,665 1,669
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Most Vulnerable Host *

www alessccom - 1,675
mss-siem.in.glesec.com - 80
netbox.in.glessc.com - 48
zabbix.in.glesec.com - 37
ansible.in.glessc.com- 36
BLADEXDuoProxy.client.glesec.com - 33

QJDuoProxy.client.glesec.com - 33
172282100 - 14
172.28.1120- 13

USASYSTEMSW S03.in.glesec.com - 11

ECOCOEOEEEREOD

Vulnerability Distribution

critical - 33
high - 47
medium - 366
low - 1,724

EOOMN
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Top 10 Most Common Vulnerabilities

Vulnerability

Link manipulation (reflected DOM-based)
Cookie manipulation (reflected DOM-based)
Cookie manipulation (DOM-based)

Client-side HTTP parameter pollution (reflected)
SSL Certificate Cannot Be Trusted

SSL Self-Signed Certificate

Web Server Allows Password Auto-Completion
SQL injection

OpenSSH < 9.60 Multiple Vulnerabilities

SSL Certificate Expiry

History

Vulnerable Host History

57.0

56.0 -
55.0 A

54.0 - i
i /ﬂ/ \“\\ /
53.0 - e ™ S/

52.0 4 Pl S

51.0 =

0.0
October Mowe rmber December January Februany March April

— “ulnerable Hosts

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500



-~ GLESEC

MSS-VM E REPO RT COMPLETELY PERCEPTI
GLESEC 04/15/2024

Vulnerability Severity History
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Vulnerabilities Compared To Previous Month

dest

10.10.10.14

10.100.1.185

10.100.1.234

10.100.129.14

10.100.129.143

172.28.1.119

172.28.1.120

172.28.1.65

172.28.1.85

172.28.2.100

172.28.2.119

172.28.2.120

172.28.2.124

172.28.2.65

172.28.2.86

172.28.2.92

172.28.2.98

192.168.100.68

192.168.100.73

192.168.50.12

192.168.50.142

192.168.51.108

192.168.51.41

192.168.51.51

192.168.52.28
BLADEXDuoProxy.client.glesec.com
GLESEC-AWS-CONS.in.glesec.com
GLESEC-AWS-CYMULATE.GLESEC.com
GMSA-LAB.in.glesec.com
GOCUSAWSO02.in.glesec.com
MSS-IAM.in.glesec.com
OJDuoProxy.client.glesec.com
PRTG.in.glesec.com
USASYSTEMSWSO02.in.glesec.com

" ©2023. GLESEC. All Rights Reserved.
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Previous

4
3
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6
2

LATAM HQ
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dest

USASYSTEMSWSO03.in.glesec.com

ansible.in.glesec.com
dc-01.in.glesec.com
dc-02.in.glesec.com
docker.in.glesec.com
docs.in.glesec.com
gmp.glesec.com
gmpapi-dev.glesec.com
goc-usa-sw.in.glesec.com
intranet-dev.glesec.com
intranet-dev.in.glesec.com
intranet.glesec.com
intranet.in.glesec.com
mss-siem.in.glesec.com
mss-utm-pan.in.glesec.com
netbox.in.glesec.com
skywatch-dev.glesec.com
skywatch.glesec.com
vaultwarden.in.glesec.com
www.glesec.com

zabbix.in.glesec.com

Open Port Monitoring

= GLESEC

COMPLETELY PERCEPTI

Previous

5

A W W w w NN N WS NN NN
(o] [l

w w
w

22

Open Ports
ip hostname
18.232.34.50 www.glesec.com
18.232.34.50 www.glesec.com
10.4.0.61 skywatch-dev.glesec.com
10.4.0.61 skywatch-dev.glesec.com
10.4.0.50 intranet.glesec.com
172.28.1.120
172.28.1.120

™ ©2023. GLESEC. All Rights Reserved.

port status protocol service
80 open  tcp WwWwW
443 open tcp WWW

80 open  tcp Www
443  open tcp WwWwW
443  open tcp wWww

80 open  tcp wWww
123 open udp

PROPRIETARY & CONFIDENTIAL

No Service Detected
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ip

172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120

hostname

GLESEC. All Rights Reserved.

port
135
137
138
139
443
445
1900
3389
3389
5040
5050
5120
5353
5355
5985
7680
9593
9594
9595
9595
10050
33354
33354
33355
33370
33370
33371
38293
44343
47001
49664
49665
49666
49667
49669

PROPRIETARY & CONFIDENTIAL
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status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
udp
udp
tcp
tcp
tcp
udp
tcp
udp
tcp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
udp
udp
udp
tcp
udp
udp
tcp
tep
tcp
tcp
tcp
tcp
tcp

epmap
netbios

No Service Detected
smb

No Service Detected
cifs

No Service Detected
msrdp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
dce

dce

dce

dce

dce

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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ip

172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.1.120
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114

hostname

GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com

GLESEC. All Rights Reserved.

port
49671 open tcp
49672 open tcp
49732 open tcp
53527 open udp
54830 open tcp
58353 open udp
63026 open udp
80 open tcp
123  open udp
135 open tcp
137 open udp
443  open tcp
445  open  tcp

1536 open tcp
1537 open tcp
1538 open tcp
1539 open tcp
1541 open tcp
1544 open tcp
1585 open tcp
1900 open udp
3389 open tcp
3389 open udp
4155 open tcp
5040 open tcp
5050 open udp
5120 open tcp
5353 open udp
5985 open tcp
7680 open tcp
9593 open tcp
9594 open tcp
9595 open udp
9595 open tcp

10050 open tcp

PROPRIETARY & CONFIDENTIAL
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status protocol service

dce

dce

dce

No Service Detected
dce

No Service Detected
No Service Detected
www

No Service Detected
epmap

No Service Detected
No Service Detected
cifs

dce

dce

dce

dce

dce

dce

dce

No Service Detected
msrdp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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ip

172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
172.28.2.114
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170

hosthname
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
GOCUSAWSO02.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com

GLESEC. All Rights Reserved.

port
33354
33354
33355
33370
33370
33371
38293
42407
47001
49569
59447
61996
123
135
137
138
139
445
3389
3389
5120
5353
5985
6160
6183
6184
9593
9594
9595
9595
10050
11731
33354
33354
33355
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status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

udp
tcp
udp
tcp
udp
udp
udp
tcp
tcp
udp
udp
udp
udp
tep
udp
udp
tcp
tcp
udp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tep
tcp
tcp
udp
tcp
udp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
epmap

No Service Detected
No Service Detected
smb

cifs

No Service Detected
msrdp

No Service Detected
No Service Detected
www

dce

dce

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
No Service Detected

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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ip
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
192.168.102.170
66.22.79.162
10.4.0.60
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98

hosthname
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
MSS-IAM.in.glesec.com
skywatch.glesec.com

intranet-dev.glesec.com

GLESEC. All Rights Reserved.

port
33370
33370
33371
38293
44343
47001
49664
49665
49666
49666
49668
49669
49671
49751
55927
57465
59776
443
443
123
135
137
445
1900
3389
3389
4155
5040
5050
5353
5985
7680
9593
9594
9595
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status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
udp
udp
udp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tep
udp
tcp
udp
tcp
tcp
udp
tcp
udp
tcp
udp
tcp
udp
tcp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
dce

dce

No Service Detected
dce

dce

dce

dce

dce

No Service Detected
dce

No Service Detected
www

www

No Service Detected
epmap

No Service Detected
cifs

No Service Detected
msrdp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
No Service Detected
No Service Detected

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip

172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
172.28.2.98
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173

hostname

PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com

PRTG.in.glesec.com

GLESEC. All Rights Reserved.

port
9595
10050
33354
33354
33355
33370
33370
33371
38293
47001
49664
49665
49666
49667
49669
49671
49727
54515
56345
56466
58436
80
123
135
137
138
139
443
445
500
3389
3389
4155
4500
5120

PROPRIETARY & CONFIDENTIAL
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status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

udp
tcp
tcp
udp
udp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
udp
udp
udp
tcp
udp
tcp
udp
udp
tcp
tcp
tcp
udp
udp
tcp
tcp
udp
tcp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

dce

dce

dce

dce

dce

dce

dce

No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
epmap

No Service Detected
No Service Detected
smb

www

cifs

No Service Detected
No Service Detected
msrdp

www

No Service Detected

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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ip
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.100.173
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15

hosthname

PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
PRTG.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com

dc-02.in.glesec.com

GLESEC. All Rights Reserved.

port
5985
6160
6183
6184
9593
9594
9595
9595
10050
11731
23560
33354
33354
33355
33370
33370
33371
38293
44343
47001
49664
49665
49667
49669
49670
49745
49746
50059
53173
56300
53

53

88

88
123

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
udp
tcp
udp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
udp
tcp
udp
udp
tcp
udp

www
dce

dce

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
landesk_pds

www

www

dce

dce

dce

dce

dce

dce

dce

No Service Detected
dce

No Service Detected
dns

dns

No Service Detected
No Service Detected

ntp

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip

192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15
192.168.51.15

hosthname

dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com
dc-02.in.glesec.com

dc-02.in.glesec.com

GLESEC. All Rights Reserved.

port
135
137
389
389
445
464
464
500
593
636
647
3268
3269
3389
3389
4155
4500
5120
5985
6160
6183
6184
9389
10050
11731
47001
49664
49665
49667
49668
49669
49679
49680
49681
49736

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
udp
tcp
udp
tcp
udp
tcp
udp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp

epmap
No Service Detected
Idap

No Service Detected
cifs

No Service Detected
No Service Detected
No Service Detected
http

Idap

No Service Detected
ldap

ldap

No Service Detected
msrdp

No Service Detected
No Service Detected
No Service Detected
www

dce

dce

No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
dce

dce

dce

dce

dce

ncacn_http

dce

dce

dce

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip

192.168.51.15
192.168.51.15
192.168.51.15

hostname
dc-02.in.glesec.com
dc-02.in.glesec.com

dc-02.in.glesec.com

172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113
172.28.2.113

GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com

GLESEC. All Rights Reserved.

port
49764
49766
49783
80
123
135
137
138
139
443
445
2179
2500
3389
3389
5120
5985
6160
6162
6163
6190
6290
6600
10050
11731
47001
49664
49665
49666
49667
49668
49669
49716
50326
58543

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
tcp
tcp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
udp

dce

dce

dce

www

No Service Detected
epmap

netbios

No Service Detected
smb

No Service Detected
cifs

No Service Detected
No Service Detected
No Service Detected
msrdp

No Service Detected
www

dce

dce

dce

dce

No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
dce

dce

dce

dce

dce

dce

dce

dce

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip

172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108
172.28.2.108

hosthname

GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com

192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207

GLESEC. All Rights Reserved.

port
80
123
135
137
138
139
443
445
2179
2500
3389
3389
5120
5985
6160
6162
6163
6190
6290
6600
10050
11731
47001
49664
49665
49666
49667
49668
49669
49716
50326

GLESEC-AWS-CYMULATE.GLESEC.com 123
GLESEC-AWS-CYMULATE.GLESEC.com 135
GLESEC-AWS-CYMULATE.GLESEC.com 137
GLESEC-AWS-CYMULATE.GLESEC.com 138

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp
udp
tcp
udp
udp

www
No Service Detected
epmap

netbios

No Service Detected
smb

No Service Detected
cifs

No Service Detected
No Service Detected
No Service Detected
msrdp

No Service Detected
www

dce

dce

dce

dce

No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
dce

dce

dce

dce

dce

dce

dce

dce

No Service Detected
epmap

No Service Detected

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
192.168.50.207
10.4.0.200
10.4.0.200
172.28.2.124
172.28.2.124
172.28.2.124
172.28.2.89
172.28.2.89
172.28.2.89
172.28.2.92
172.28.2.92
172.28.2.92

ESEC. All Rights Reserved.

hosthname
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
GLESEC-AWS-CYMULATE.GLESEC.com
www.in.glesec.com

www.in.glesec.com

goc-usa-sw.in.glesec.com
goc-usa-sw.in.glesec.com

goc-usa-sw.in.glesec.com

PROPRIETARY &

port
139
445
500
1337
3389
3389
4155
4500
5120
5985
6160
6183
6184
10050
11731
47001
49664
49665
49666
49667
49668
49726
49761
49812
80
443
80
443
5060
80
443
5060
80
443
5060

N

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
udp
tep
tep
udp
tep
udp
tcp
tcp
tcp
tep
tep
tcp
tep
tcp
tcp
tcp
tcp
tep
tep
tep
tep
tcp
tcp
tcp
tcp
tep
tep
tep
tep
tcp
tcp
tcp
tcp

CONFIDENTIAL

smb

cifs

No Service Detected
No Service Detected
msrdp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

dce

dce

No Service Detected
No Service Detected
dce

No Service Detected
dce

dce

dce

dce

dce

dce

dce

dce

www

www

www

www

No Service Detected
wWww

www

No Service Detected
www

www

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.10.90
192.168.51.51
192.168.51.51
192.168.51.51
192.168.51.51
192.168.51.51
192.168.50.142
192.168.50.142

hosthname

mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com
mss-siem.in.glesec.com

mss-siem.in.glesec.com

GLESEC. All Rights Reserved.

port
22
68
123
513
513
514
514
515
515
614
714
715
716
814
914
1214
5510
5510
5516
5693
6162
8000
8088
8089
9997
9999
10008
10050
22
80
443
5432
8081
80
88

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
udp
udp
udp
tcp
udp
tcp
tcp
udp
udp
udp
udp
udp
udp
udp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp

ssh

No Service Detected
ntp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
www

www

www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
ssh

www

www

postgresql

www

www

No Service Detected

LATAM HQ
+507 836-5355

+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.142
192.168.50.214
192.168.50.214
192.168.50.214
172.28.2.65
172.28.2.65
172.28.2.65
172.28.2.65
10.100.129.14
10.100.1.185
10.4.0.51
10.4.0.51
10.10.10.2
10.4.0.2
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68

hostname

port
135
139
389
445
464
593
636
3268
3269
3389

BLADEXDuoProxy.client.glesec.com 22

BLADEXDuoProxy.client.glesec.com 68

BLADEXDuoProxy.client.glesec.com

gmp.glesec.com

gmp.glesec.com

GLESEC. All Rights Reserved.

10050
22
53
80
443
443
443
80
443
53
53
123
135
137
445
2301
2381
3389
3389
5120
5353
5985
6160

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
udp
tcp
tcp
tcp
udp
tcp
tcp
udp
tcp
tcp

epmap
smb

Idap

cifs

No Service Detected
http

ldap

Idap

Idap

msrdp

ssh

No Service Detected
No Service Detected
ssh

dns

www

www

www

www

www

wWww

dns

dns

No Service Detected
epmap

No Service Detected
cifs

No Service Detected
No Service Detected
No Service Detected
msrdp

No Service Detected
No Service Detected
www

dce

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip hostname

192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68
192.168.100.68

GLESEC. All Rights Reserved.

port

6183

6184

9090

9093

9191

9593

9594

9595

9595

10050
11731
33354
33354
33355
33370
33370
33371
38293
47001
49664
49665
49666
49668
49669
49670
49804
49943
53123
56320
56550
58826
61502
62420
62674
65076

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
udp
tcp
udp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
udp
udp
udp
udp
udp
tcp
udp
udp

dce

No Service Detected
www

www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

dce

dce

dce

dce

dce

No Service Detected
dce

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip

192.168.100.68

172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
172.28.2.109
192.168.52.28
192.168.52.28
192.168.52.28

hostname

GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com
GMSA-LAB.in.glesec.com

GLESEC. All Rights Reserved.

port
65238
80
123
135
137
138
139
443
445
2179
2500
3389
3389
5120
5985
6160
6162
6163
6190
6290
6600
10050
11731
47001
49664
49665
49666
49667
49668
49669
49716
50326
80
123
135

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

udp
tcp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
udp
tcp

No Service Detected
www

No Service Detected
epmap

netbios

No Service Detected
smb

No Service Detected
cifs

No Service Detected
No Service Detected
No Service Detected
msrdp

No Service Detected
www

dce

dce

dce

dce

No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
dce

dce

dce

dce

dce

dce

dce

dce

www

No Service Detected

epmap

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip hostname

192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28

GLESEC. All Rights Reserved.

port
137
138
139
443
445
3389
3389
5120
5985
6160
6183
6184
8530
8531
9593
9594
9595
9595
10050
11731
33354
33354
33355
33370
33370
33371
38293
47001
49664
49665
49667
49668
49669
49791
49793

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

udp
udp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp
tcp
udp
tcp
tcp
tcp
tcp
udp
udp
udp
tcp
udp
udp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp

No Service Detected
No Service Detected
smb

www

cifs

msrdp

No Service Detected
No Service Detected
www

dce

dce

No Service Detected
www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dce

dce

dce

dce

dce

dce

dce

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip
192.168.52.28
192.168.52.28
192.168.52.28
192.168.52.28
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114

hostname

dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com

dc-01.in.glesec.com

GLESEC. All Rights Reserved.

port
49856
50863
56648
58948
53

53

88

88
123
135
137
389
389
445
464
464
500
593
636
3268
3269
3389
3389
4155
4500
5120
5353
5355
5985
9389
47001
49664
49665
49666
49667

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
udp
tcp
udp
udp
tcp
tcp
udp
udp
tcp
udp
tcp
udp
tep
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
udp
tcp
udp
tcp
udp
udp
tcp
tep
tcp
tcp
tcp
tcp
tcp

dce

No Service Detected
dce

No Service Detected
dns

dns

No Service Detected
No Service Detected
ntp

epmap

No Service Detected
ldap

No Service Detected
cifs

No Service Detected
No Service Detected
No Service Detected
http

ldap

ldap

ldap

msrdp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
No Service Detected
dce

dce

dce

dce

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.50.114
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.100.194
192.168.102.211
192.168.102.211
192.168.102.211
192.168.102.211
192.168.52.48
192.168.52.48
192.168.52.48
192.168.52.48
192.168.52.48
192.168.52.48
192.168.52.48
192.168.52.48
192.168.52.48
192.168.51.108
192.168.51.108
192.168.51.108
192.168.52.226

hostname
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
dc-01.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
zabbix.in.glesec.com
docker.in.glesec.com
docker.in.glesec.com
docker.in.glesec.com
docker.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com
netbox.in.glesec.com

netbox.in.glesec.com

vaultwarden.in.glesec.com

GLESEC. All Rights Reserved.

port
49669
49674
49675
49676
49687
49690
49720
49746
22

68

80
137
138
139
443
445
10050
10051
22
3389
8000
9443
22

68

80
443
9593
9594
9595
9595
10050
22

80
2222
22

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
udp
udp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp

dce

ncacn_http

dce

dce

dce

dce

dce

dce

ssh

No Service Detected
www

netbios

No Service Detected
smb

www

cifs

No Service Detected
No Service Detected
ssh

msrdp

www

www

ssh

No Service Detected
www

www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
ssh

www

ssh

ssh

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip hostname
192.168.52.226 vaultwarden.in.glesec.com
192.168.51.111 docs.in.glesec.com
192.168.10.150 mss-utm-pan.in.glesec.com
192.168.10.150 mss-utm-pan.in.glesec.com

192.168.51.41
10.100.129.143

192.168.50.53 OJDuoProxy.client.glesec.com
192.168.50.53 OJDuoProxy.client.glesec.com
192.168.50.53 OJDuoProxy.client.glesec.com

10.100.1.234
172.28.1.85
172.28.1.85
172.28.1.85
172.28.1.65
172.28.1.65
172.28.1.65
172.28.1.65
172.28.1.65
172.28.2.95
172.28.2.95
172.28.1.89
172.28.1.89
172.28.2.91
172.28.2.91
172.28.2.91
172.28.2.91
172.28.2.91
10.100.0.2
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119

GLESEC. All Rights Reserved.

port
443
80
22
443
22
443
22

10050
443
80
443
5060
22
53
80
443
5666
80
5060
135
2968
80
443
631
8080
9100
53
53
123
135
137
445
2179
3389

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
udp
tcp
udp
tcp
tcp
tcp

www
www

ssh

www

ssh

www

ssh

No Service Detected
No Service Detected
www

www

www

No Service Detected
ssh

dns

www

www

No Service Detected
www

No Service Detected
epmap

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
dns

No Service Detected
No Service Detected
epmap

No Service Detected
cifs

No Service Detected

msrdp

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip

172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119
172.28.1.119

hostname

GLESEC. All Rights Reserved.

port
3389
3702
5040
5050
5120
5353
5357
5985
7680
9593
9594
9595
9595
10050
33354
33354
33355
33370
33370
33371
38293
44343
47001
49265
49664
49665
49666
49667
49668
49669
49678
50697
55036
55666
57477

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

open

udp
udp
tcp
udp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tep
udp
tcp
udp
tcp
udp
udp
udp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tep
tcp
udp
udp
tcp
udp

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
No Service Detected
www

No Service Detected
No Service Detected
dce

dce

dce

dce

dce

dce

dce

No Service Detected
No Service Detected
dce

No Service Detected

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



|

TLP:AMBER

MSS-VME REPORT
GLESEC 04/15/2024

ip hostname
172.28.1.119

172.28.1.119

172.28.1.119

172.28.1.91

Penetration Tab

Vulnerable Pages

port
57478
58764
61981
22

= GLESEC

COMPLETELY PERCEPTI

status protocol service

open udp
open udp
open udp
open  tcp

No Service Detected
No Service Detected
No Service Detected

ssh

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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