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Device Profile

IP Address of System: 17.120.142.126 (Domain) Name of
System: dicki.org

Open Ports Authorized: 993, 3389 Open Ports: 5432, 110

Mac Address: E9:B3:A8:03:9C:31 Operating System: Windows 2000

Impact: Critical Date Scanned: 2025-03-02 00:00:00

Location: External Division: ER

Type of System: IOT/OT Vendor: Dach-Wisoky

Model: aut Version: v7.7.9

Description of use or application of the system:

Eaque id dolores ut et ratione. Sint beatae quam quis qui et aut mollitia veniam. Blanditiis rerum natus eligendi laborum
et ipsum.

System Vulnerabilities

Case Date Opened Vulnerability Case Priority Status

2025-03-02 16:06:01 17.120.142.126 #22750 Medium Closed

2025-03-02 08:18:53 17.120.142.126 #22751 Low Closed

2025-02-26 20:35:33 17.120.142.126 #22752 High Closed

2025-02-26 16:13:52 17.120.142.126 #22753 Critical Closed

2025-03-02 00:42:52 17.120.142.126 #22754 Medium Closed

Risk

Severity
Critical

Weight
5.95
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Vulnerabilities

CVE Severity Criticality Name

low medium Nemo cum officia et exercitationem sint officiis.

medium critical Tempora nisi qui et est ipsa.

low high Est quisquam officiis perspiciatis.

critical high Sint reprehenderit rerum quia a.

high medium Sed ipsa et commodi est culpa ex porro qui.

CVE-1971-33306 critical low Quis cupiditate repellat sequi voluptatem.

critical low Labore dolore ipsam sunt quod architecto.

CVE-2012-17916 critical critical Eos architecto aut rem ex quia et.

medium high Quia odio omnis odio placeat et.

low low Et ea modi error cupiditate ut pariatur dicta.

high high Nisi enim odit numquam ipsam est.

CVE-1973-60128 low low Aut ut harum cupiditate doloribus sit magni.

CVE-2008-34906 medium high Quis assumenda id aspernatur.

high low Porro ut cupiditate explicabo rem et aut.

CVE-2015-86966 low medium Voluptatem impedit officia occaecati culpa.

low medium Dicta fuga doloribus voluptatem id.

Threats

Service Type Severity

MSS-EDR overflow high

MSS-DLP info-leak low

MSS-WAF code-execution critical

MSS-UTM protocol-anomaly medium

MSS-WAF info-leak high

MSS-DDOS info-leak medium

MSS-UTM info-leak medium

MSS-WAF code-execution medium

MSS-EDR code-execution low
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 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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