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TLP AM B E R About this report
M SS'IOT RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-IOT as
displayed in the service dashboard.

Overview

Vulnerability Level

42%
Baseline Devices
186
Vulnerable Devices
64

Executive Summary Vulnerability Severity Distribution

Site critical high medium low Total
goaa 58 223 132 1 414
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Most Vulnerable Device *

172.31.128.100 - 2
17231132250 - 1
172.31.145.160 - 2
172.31.145.191 - 2
172.31.146.28 - 2
172.31.146.36 - 2
1723115115 - 2
172.31.151.183 - 2
17231155118 - 2
172.31.155.81 - 2
172.31.155.82- 2
172312131 -
172312132 -
172.31.2133 -
172.31.2134 -
172.31.2135 -
172.31.2136 -
172.31.2138 -
17231254 - 2
172.31.255- 2
17231256 - 2
172.31.77.136 - 2
172.31.77.145 - 2
172.31.77.35- 2
172317761 - 2
17231.9216-1
172.31.92.17-1

ECONCONENECOCODONEENCOONOENNENECOCONENODO
W W W W W

Vulnerability Distribution

O critical - 59
m high- 188
0 informational - 125
0 low-2
m medium - 125
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Top 10 Most Common Vulnerabilities

CVE Vulnerability

CVE-2007-1491

CVE-2008-2812 NULL Pointer Dereference
CVE-2024-27146 Execution with Unnecessary Privileges
CVE-2024-27147 Execution with Unnecessary Privileges
CVE-2024-27148 Incorrect Default Permissions
CVE-2024-27149 Incorrect Default Permissions
CVE-2024-27150 Incorrect Default Permissions
CVE-2024-27151 Incorrect Default Permissions
CVE-2024-27152 Incorrect Default Permissions
CVE-2024-27153 Incorrect Default Permissions

History

Vulnerable Device History
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Vulnerable Severity History
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Vulnerabilities Compared To Previous Month

dest Previous Current
172.24.12.180 38 33
172.24.12.36 38 33
172.24.12.193 38 33
172.24.12.182 38 33
172.24.12.106 38 33
172.24.12.119 38 33
172.24.12.141 38 33
172.24.12.134 38 33
172.24.12.71 38 33
172.31.132.250 1 1
172.31.107.239 1 1
172.31.92.17 1 1
172.31.92.16 1 1
172.24.12.81 15 15
172.24.12.138 3 3
172.24.12.53 1 1
10.254.10.20 1 1
172.31.2.56 2 2
172.31.2.54 2 2
172.31.2.55 2 2
172.31.2.136 1 3
172.31.2.138 1 3
172.31.2.133 1 3
172.31.2.132 1 3
172.31.2.134 1 3
172.31.2.135 1 3
172.31.2.131 1 3
172.31.1.64 6 3
172.24.197.188 2 2
172.24.166.34 2 2
172.24.186.24 2 2
172.24.199.83 2 2
172.24.169.146 2 2
172.24.183.145 2 2

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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dest Previous Current
172.24.188.117
172.24.169.154
172.24.183.200
172.24.169.226
172.24.183.199
172.24.186.31
172.24.195.29
172.24.197.175
172.31.151.193
172.31.145.191
172.31.128.100
172.31.151.15
172.31.155.118
172.31.155.82
172.31.155.81
172.31.146.38
172.31.146.28
172.31.145.160
172.31.77.143
172.31.77.136
172.31.77.61
172.31.77.35
10.143.64.210
10.143.64.26
10.143.64.47
10.143.64.59
10.143.64.65
172.24.196.219

N N N N N N N N N N N NN N N NN NN DN N DN NN DN DN DN NN DN DN NN
N N N NN N NN N N N N DN NN NN DN DN DN NN DN DN DN DN DN NN

Vulnerability Database

Vulnerability Database

Since
Vulnerability Publication Last Last Seen On
Seen

Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab"'ty Q:S;L?rle

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Not . Out-of-bounds X . . 1 2,025/04/17
Defined Critical  172.31.2.131  null 172.31.2.131  Not Set Internal Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 day(s) 23:46:33+0000
Inclusion of
Functionality
Not - from X . . 1 2,025/04/17
Defined Critical ~ 172.31.2.131 null 172.31.2.131 Not Set  Internal Untrusted CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 day(s) 23:46:33+0000
Control
Sphere
Not Insufficiently 1 202504017
Defined Critical ~ 172.31.2.131  null 172.31.2.131  Not Set Internal Protecte_d CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 day(s) 23:46:33+0000
Credentials
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
Defined High 172.24.12.193  null 172.24.12.193 Not Set Internal [R)?rsetcrétreyd CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504117
y High 172.24.12.193 null 172.24.12.193 Not Set Internal  Restricted CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 s
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,025/04117
X High 172.24.12.193 null 172.24.12.193 Not Set Internal  Restricted CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 AR,
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Not External 1 2,02504117
X Medium  172.24.12.193 null 172.24.12.193 Not Set Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 .
Defined day(s) 23:46:33+0000
Name or Path
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
Defined Critical ~ 172.24.12.193 null 172.24.12.193 Not Set Internal [R)?rset;c;treyd CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname o a 1 2,02504117
Defined Critical 172.24.12.193 null 172.24.12.193 Not Set Internal [R)iersetcréf)treyd CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,0250417
N Critical ~ 172.24.12.193 null 172.24.12.193 Not Set Internal usedinanOS CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 '
Defined Command day(s) 23:46:33+0000
('0S
Command
Injection')
Not . Incorrect ‘ . 1 2,025/08117
) High 172.24.12.193 null 172.24.12.193 Not Set Internal  Default CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 P
Defined i day(s) 23:46:33+0000
Permissions
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.193 null 172.24.12.193 NotSet Internal  coded CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 day(s) 23:46:33+0000
Credentials
Missing
Not . Authentication X . . 1 2,025/04/17
Defined High 172.24.12.193  null 172.24.12.193 Not Set Internal for Critical CVE-2024-27169 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27169 day(s) 23:46:33+0000
Function
Not Use of Hard- 1 2,025/08117
y High 172.24.12.193 null 172.24.12.193 Not Set Internal  coded CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 SR
Defined " day(s) 23:46:33+0000
Credentials
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.193  null 172.24.12.193 Not Set Internal Eefaqlt‘ CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 day(s) 23:46:33+0000
ermissions
Not Plaintext 1 2,025/08117
X High 172.24.12.193 null 172.24.12.193 Not Set Internal Storage ofa  CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 Ay
Defined Password day(s) 23:46:33+0000
Not . Least Privilege X . . 1 2,025/04/17
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 day(s) 23:46:33+0000
Not Use of Hard- 1 2,02504/17
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal ;ggsevdvord CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 day(s) 23:46:33+0000
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Priority Severity IP 0s
Not .

Defined Medium  172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined High 172.24.12.193  null
Not .

Defined High 172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined Medium  172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined High 172.24.12.193 null
Not .

Defined Medium  172.31.2.56 null
Not -

Defined Critical ~ 172.31.2.56 null
Not -

Defined Critical ~ 172.31.2.133  null
Not -

Defined Critical ~ 172.31.2.133  null
Not -

Defined Critical ~ 172.31.2.133  null

. GLESEC. All Rights Reserved.

Hostname

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.24.12.193

172.31.2.56

172.31.2.56

172.31.2.133

172.31.2.133

172.31.2.133

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Cleartext
Transmission
of Sensitive
Information

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')
Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials

Use of Hard-
coded
Credentials

Use of Default
Credentials

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Exposure of
Resource to
Wrong Sphere

Out-of-bounds
Write

Inclusion of
Functionality
from
Untrusted
Control
Sphere

Insufficiently
Protected
Credentials

Vulnerability

CVE-2024-27163

CVE-2024-27162

CVE-2024-27161

CVE-2024-27155

CVE-2024-27160

CVE-2024-27159

CVE-2024-27158

CVE-2024-27157

CVE-2024-27156

CVE-2024-27154

CVE-2024-27153

CVE-2024-27152

CVE-2024-27151

CVE-2024-27150

CVE-2024-27146

CVE-2024-27149

CVE-2024-27148

CVE-2024-27147

CVE-2021-38545

CVE-2018-18068

CVE-2016-9343

CVE-2022-1161

CVE-2021-22681

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL
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Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2024-27163

https://nvd.nist.gov/vuln/detail/CVE-2024-27162 -

https://nvd.nist.gov/vuln/detail/CVE-2024-27161

https://nvd.nist.gov/vuln/detail/CVE-2024-27155

https://nvd.nist.gov/vuln/detail/CVE-2024-27160

https://nvd.nist.gov/vuln/detail/CVE-2024-27159

https://nvd.nist.gov/vuln/detail/CVE-2024-27158

https://nvd.nist.gov/vuln/detail/CVE-2024-27157

https://nvd.nist.gov/vuln/detail/CVE-2024-27156

https://nvd.nist.gov/vuln/detail/CVE-2024-27154

https://nvd.nist.gov/vuln/detail/CVE-2024-27153

https://nvd.nist.gov/vuln/detail/CVE-2024-27152

https://nvd.nist.gov/vuln/detail/CVE-2024-27151

https://nvd.nist.gov/vuln/detail/CVE-2024-27150

https://nvd.nist.gov/vuln/detail/CVE-2024-27146

https://nvd.nist.gov/vuln/detail/CVE-2024-27149

https://nvd.nist.gov/vuln/detail/CVE-2024-27148 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27147

https://nvd.nist.gov/vuln/detail/CVE-2021-38545
https://nvd.nist.gov/vuln/detail/CVE-2018-18068

https://nvd.nist.gov/vuln/detail/CVE-2016-9343

https://nvd.nist.gov/vuln/detail/CVE-2022-1161

https://nvd.nist.gov/vuln/detail/CVE-2021-22681

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)

day(s)

day(s)
1
day(s)
1
day(s)

1
day(s)

1
day(s)

1
day(s)
1
day(s)

1
day(s)
1
day(s)
1
day(s)
1
day(s)
1
day(s)
day(s)
1
day(s)
day(s)
1
day(s)

1
day(s)
1

day(s)

1
day(s)

1
day(s)

1
day(s)

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000
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- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Authentication 1 2,025/04/17
Critical ~ 172.31.92.17 300 Other 172.31.92.17 Not Set  Not Set  Bypass by CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 d 23'46'33 0000
Spoofing ay(s) 23:46:33+
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
) High 172.24.12.106 null 172.24.12.106 Not Set Internal  Restricted CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 A
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504017
) High 172.24.12.106 null 172.24.12.106 Not Set Internal  Restricted CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 N
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504017
X High 172.24.12.106 null 172.24.12.106 Not Set Internal  Restricted CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 S,
Defined Directory day(s) 23:46:33+0000
('Path
Traversal')
Not External 1 2,025/04/17
y Medium  172.24.12.106 null 172.24.12.106 Not Set Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 AR,
Defined day(s) 23:46:33+0000
Name or Path
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
Defined Critical 172.24.12.106 null 172.24.12.106 Not Set Internal [R)iersetcréf)treyd CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
y Critical ~ 172.24.12.106 null 172.24.12.106 Not Set Internal  Restricted CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 .
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,0250417
Defined Critical 172.24.12.106 null 172.24.12.106 Not Set Internal EZ?-gnlwnara\g 0S CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 day(s) 23:46:33+0000
(‘oS
Command
Injection')
Not . Incorrect _ ‘ . 1 2,02504/17
" High 172.24.12.106 null 172.24.12.106 Not Set Internal  Default CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 P
Defined Permissi day(s) 23:46:33+0000
ermissions
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal  coded ) CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 day(s) 23:46:33+0000
Credentials
Missing
Not . Authentication X . . 1 2,025/04/17
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal for Critical CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 day(s) 23:46:33+0000
Function
Not Use of Hard- 1 2,0250417
X High 172.24.12.106 null 172.24.12.106 Not Set Internal  coded CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 v
Defined ) day(s) 23:46:33+0000
Credentials
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal Eefaqlt‘ CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 day(s) 23:46:33+0000
ermissions
Not Plaintext 1 2,0250417
X High 172.24.12.106 null 172.24.12.106 Not Set Internal Storage ofa  CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 Ay
Defined Password day(s) 23:46:33+0000
Not . Least Privilege X . . g - 1 2,025/04/17
Defined High 172.24.12.106  null 172.24.12.106  Not Set Internal Violation CVE-2024-27165 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27165 day(s) 23:46:33+0000
Not Use of Hard- 1 2,02504017
y High 172.24.12.106 null 172.24.12.106 Not Set Internal  coded CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 AR,
Defined password day(s) 23:46:33+0000
Cleartext
Not . Transmission . . . 1 2,025/04/17
Defined Medium  172.24.12.106 null 172.24.12.106 Not Set Internal of Sensitive CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 day(s) 23:46:33+0000
Information
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500



AMBER

MSS-IOT REPORT

Priority Severity IP 0s Hostname
Not Medium  172.24.12.106 null 172.24.12.106
Defined I e
Not Medium  172.24.12.106 null 172.24.12.106
Defined I e
Not High 172.24.12.106 null 172.24.12.106
Defined 9 e e
Not .

) Medium  172.24.12.106 null 172.24.12.106
Defined
Not Medium  172.24.12.106 null 172.24.12.106
Defined o o
Not High 172.24.12.106 null 172.24.12.106
Defined 9 e e
Not .

y Medium  172.24.12.106 null 172.24.12.106
Defined
Not Medium  172.24.12.106 null 172.24.12.106
Defined I e
Not Medium  172.24.12.106 null 172.24.12.106
Defined e e
Not High 172.24.12.106 null 172.24.12.106
Defined 9 o e
Not High 172.24.12.106  null 172.24.12.106
Defined 9 e e
Not High 172.24.12.106 null 172.24.12.106
Defined o e
Not High 172.24.12.106 null 172.24.12.106
Defined 9 o e
Not .

y Medium  172.24.12.106 null 172.24.12.106
Defined
Not High 172.24.12.106 null 172.24.12.106
Defined o e
Not High 172.24.12.106 null 172.24.12.106
Defined 9 e e
Not High 172.24.12.106 null 172.24.12.106
Defined 9 I e
Not Medium  172.31.2.55 null 172.31.2.55
Defined e T
Not .

! Critical ~ 172.31.2.55 null 172.31.2.55
Defined
Not -

! Critical ~ 172.31.2.138  null 172.31.2.138
Defined
Not -

! Critical ~ 172.31.2.138  null 172.31.2.138
Defined
Not Critical 172.31.2.138 null 172.31.2.138
Defined T T
Not .

: Critical ~ 172.31.132.250 null 172.31.132.250
Defined
Not .

! Critical ~ 172.31.2.134  null 172.31.2.134
Defined

. GLESEC. All Rights Reserved.

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Available
Exploit

Vulnerability

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

PROPRIETARY & CONFIDENTIAL

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')
Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials

Use of Hard-
coded
Credentials

Use of Default
Credentials

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Exposure of
Resource to
Wrong Sphere

Out-of-bounds
Write

Inclusion of
Functionality
from
Untrusted
Control
Sphere

Insufficiently
Protected
Credentials

Authentication
Bypass by
Spoofing

Out-of-bounds
Write

CVE-2024-27162 false

CVE-2024-27161 false

CVE-2024-27155 false

CVE-2024-27160 false

CVE-2024-27159 false

CVE-2024-27158 false

CVE-2024-27157 false

CVE-2024-27156 false

CVE-2024-27154 false

CVE-2024-27153 false

CVE-2024-27152 false

CVE-2024-27151 false

CVE-2024-27150 false

CVE-2024-27146 false

CVE-2024-27149 false

CVE-2024-27148 false

CVE-2024-27147 false

CVE-2021-38545 false

CVE-2018-18068 false

CVE-2016-9343 false

CVE-2022-1161 false

CVE-2021-22681 false

CVE-2009-1048 false

CVE-2016-9343 false

COMPLETELY

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2024-27162

https://nvd.nist.gov/vuln/detail/CVE-2024-27161 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27160

https://nvd.nist.gov/vuln/detail/CVE-2024-27159

https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27157

https://nvd.nist.gov/vuln/detail/CVE-2024-27156

https://nvd.nist.gov/vuln/detail/CVE-2024-27154

https://nvd.nist.gov/vuln/detail/CVE-2024-27153

https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27151

https://nvd.nist.gov/vuln/detail/CVE-2024-27150

https://nvd.nist.gov/vuln/detail/CVE-2024-27146

https://nvd.nist.gov/vuln/detail/CVE-2024-27149

https://nvd.nist.gov/vuln/detail/CVE-2024-27148

https://nvd.nist.gov/vuln/detail/CVE-2024-27147

https://nvd.nist.gov/vuln/detail/CVE-2021-38545

https://nvd.nist.gov/vuln/detail/CVE-2018-18068 1

https://nvd.nist.gov/vuln/detail/CVE-2016-9343

https://nvd.nist.gov/vuln/detail/CVE-2022-1161

https://nvd.nist.gov/vuln/detail/CVE-2021-22681

https://nvd.nist.gov/vuln/detail/CVE-2009-1048

https://nvd.nist.gov/vuln/detail/CVE-2016-9343

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)
day(s)
day(s)
1
day(s)

1
day(s)

day(s)

1
day(s)
1
day(s)

1
day(s)

1
day(s)
day(s)
1
day(s)

1
day(s)
1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

GLESEC

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

US HQ

+1 (321) 430-0500



-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Inclusion of
Functionality
Not - from X . . 1 2,025/04/17
Defined Critical ~ 172.31.2.134  null 172.31.2.134  Not Set Internal Untrusted CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 day(s) 23:46:33+0000
Control
Sphere
Not Insufficiently 1 2,02504117
N Critical ~ 172.31.2.134  null 172.31.2.134  Not Set Internal  Protected CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 .
Defined - day(s) 23:46:33+0000
Credentials
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
Defined High 172.24.12.119  null 172.24.12.119 Not Set Internal giersetcr;tr?/d CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
Defined High 172.24.12.119  null 172.24.12.119 Not Set Internal I:R)?rsetcrg)treyd CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504117
Defined High 172.24.12.119 null 172.24.12.119 Not Set  Internal I:R)iersetcrétreyd CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 day(s) 23:46:33+0000
(‘Path
Traversal')
Not External 1 2,025/08117
" Medium  172.24.12.119 null 172.24.12.119 Not Set Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 .
Defined day(s) 23:46:33+0000
Name or Path
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
Defined Critical ~ 172.24.12.119 null 172.24.12.119 Not Set Internal g?rsetg;t;d CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
Defined Critical ~ 172.24.12.119 null 172.24.12.119 Not Set Internal giersetcr;treyd CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,025/04117
" Critical ~ 172.24.12.119 null 172.24.12.119 Not Set Internal usedinanOS CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 4
Defined Command day(s) 23:46:33+0000
('0s
Command
Injection')
Not . Incorrect ' ' 1 2,02504/17
X High 172.24.12.119 null 172.24.12.119 Not Set Internal  Default CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 s
Defined Permissi day(s) 23:46:33+0000
ermissions
NOE  high 1722412119 nul 1720412119 Notset Intemal coded CVE20427170 false  hitpsifinv.nist govivnidetailCVE 202427170 L 2025104717
Defined "9 et le ehle . ps:inva.nist.g day(s) 23:46:33+0000
Credentials
Missing
Not . Authentication . . ! 1 2,025/04/17
Defined High 172.24.12.119  null 172.24.12.119  NotSet Internal /"o o) CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 day(s) 23:46:33+0000
Function
Not Use of Hard- 1 2,02504/17
y High 172.24.12.119 null 172.24.12.119 Not Set Internal  coded CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 AR
Defined ! day(s) 23:46:33+0000
Credentials
Not Incorrect 1 2,025/08117
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal Eefaqlt‘ CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 day(s) 23:46:33+0000
ermissions
Not Plaintext 1 2,025/04/17
X High 172.24.12.119 null 172.24.12.119 Not Set Internal  Storage of a CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 AR,
Defined Password day(s) 23:46:33+0000
Not . Least Privilege X . . . - 1 2,025/04/17
Defined High 172.24.12.119 null 172.24.12.119 Not Set  Internal Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 day(s) 23:46:33+0000
Not Use of Hard- 1 2,02504/17
Defined High 172.24.12.119  null 172.24.12.119 Not Set Internal Iﬁggsexord CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 day(s) 23:46:33+0000
Cleartext
Not . Transmission . . . 1 2,025/04/17
Defined Medium  172.24.12.119 null 172.24.12.119 Not Set Internal of Sensitive CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 day(s) 23:46:33+0000
Information
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500



AMBER

MSS-IOT REPORT

GOAA 04/18/2025
Priority Severity IP 0s
gggned Medium 172.24.12.119 null

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Not
Defined

Medium

High

Medium

Medium

High

Medium

Medium

Medium

High

High

High

High

Medium

High

High

High

High

Medium

High

High

High

High

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.119 null

172.24.12.81  null

172.24.12.81  null

172.24.12.81  null

172.24.12.81  null

172.24.12.81  null

172.24.12.81  null

. GLESEC. All Rights Reserved.

Hostname

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.119

172.24.12.81

172.24.12.81

172.24.12.81

172.24.12.81

172.24.12.81

172.24.12.81

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')
Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials

Use of Hard-
coded
Credentials

Use of Default
Credentials

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Incorrect
Default
Permissions

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Vulnerability

CVE-2024-27162

CVE-2024-27161

CVE-2024-27155

CVE-2024-27160

CVE-2024-27159

CVE-2024-27158

CVE-2024-27157

CVE-2024-27156

CVE-2024-27154

CVE-2024-27153

CVE-2024-27152

CVE-2024-27151

CVE-2024-27150

CVE-2024-27146

CVE-2024-27149

CVE-2024-27148

CVE-2024-27147

CVE-2024-27155

CVE-2024-27154

CVE-2024-27153

CVE-2024-27152

CVE-2024-27151

CVE-2024-27150

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2024-27162

https://nvd.nist.gov/vuln/detail/CVE-2024-27161 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27160

https://nvd.nist.gov/vuln/detail/CVE-2024-27159

https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27157

https://nvd.nist.gov/vuln/detail/CVE-2024-27156

https://nvd.nist.gov/vuln/detail/CVE-2024-27154

https://nvd.nist.gov/vuln/detail/CVE-2024-27153

https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27151

https://nvd.nist.gov/vuln/detail/CVE-2024-27150

https://nvd.nist.gov/vuln/detail/CVE-2024-27146

https://nvd.nist.gov/vuln/detail/CVE-2024-27149

https://nvd.nist.gov/vuln/detail/CVE-2024-27148

https://nvd.nist.gov/vuln/detail/CVE-2024-27147

https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27154

https://nvd.nist.gov/vuln/detail/CVE-2024-27153 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27151

https://nvd.nist.gov/vuln/detail/CVE-2024-27150

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)
day(s)
day(s)
1
day(s)

1
day(s)

day(s)

1
day(s)
1
day(s)

1
day(s)
1
day(s)
day(s)
1
day(s)
1
day(s)
1
day(s)
1
day(s)
1
day(s)
1
day(s)
day(s)
1
day(s)
day(s)
day(s)
1
day(s)

1
day(s)

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

US HQ

+1 (321) 430-0500



-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI
GOAA 04/18/2025

Since
Vulnerability Publication Last Last Seen On
Seen

Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty IE\)\(I;;La"l:)Ie

Execution
NOt  pegium 172.24.12.81  null 172.2412.81  NotSet Intemal "

Defined Unnecessary
Privileges

2,025/04/17

. f . 1
CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 day(s) 23:46:33+0000

Incorrect
High 172.24.12.81  null 172.24.12.81  NotSet Internal  Default CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149
Permissions

Not
Defined

1 2,025/04/17
day(s) 23:46:33+0000

Incorrect

High 172.24.12.81 null 172.24.12.81 Not Set Internal  Default CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1 2'925{04/17
Permissions day(s) 23:46:33+0000

Not
Defined

Improper
Limitation of a
Pathname to a
Critical ~ 172.24.12.81  null 172.24.12.81  NotSet Internal Restricted CVE-2024-27145 false https://nvd.nist.gov/vuln/detail/CVE-2024-27145
Directory
(‘Path
Traversal')

Not
Defined

1 2,025/04/17
day(s) 23:46:33+0000

Improper
Limitation of a
Pathname to a
Critical ~ 172.24.12.81  null 172.24.12.81  NotSet Internal  Restricted CVE-2024-27144 false https://nvd.nist.gov/vuln/detail/CVE-2024-27144
Directory
(‘Path
Traversal')

Not
Defined

1 2,025/04/17
day(s) 23:46:33+0000

Execution
Not High 172.24.12.81  null 172.24.12.81  NotSet Internal with CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147
Defined Unnecessary

Privileges

1 2,025/04/17
day(s) 23:46:33+0000

Execution

NOt ritical  172.24.12.81  null 172.2412.81  NotSet Intenal "
Defined Unnecessary

Privileges

2,025/04/17

) ! ' 1
CVE-2024-27143 false https://nvd.nist.gov/vuln/detail/CVE-2024-27143 day(s) 23:46:33+0000

Improper
Restriction of
Recursive
Entity
References in
DTDs (‘XML
Entity
Expansion’)

Not

Defined CVE-2024-27141 false https://nvd.nist.gov/vuln/detail/CVE-2024-27141 L 2,025/04/17

Medium  172.24.12.81  null 172.24.12.81  Not Set Internal day(s) 23:46:33+0000

Improper
Restriction of
Recursive
Entity
References in
DTDs (‘XML
Entity
Expansion')

Not

ot e CVE-2024-27142 false https://nvd.nist.gov/vuln/detail/CVE-2024-27142 L~ 2,025/04/17

Medium  172.24.12.81  null 172.24.12.81  Not Set Internal day(s) 23:46:33+0000

Improper

Limitation of a

Pathname to a 1 2,025/04/17
High 172.24.12.134  null 172.24.12.134 Not Set Internal  Restricted CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 23:46:33+0000

Directory ay(s) 23:46:

(‘Path

Traversal')

Not
Defined

Improper
Limitation of a
Pathname to a
High 172.24.12.134 null 172.24.12.134 Not Set Internal  Restricted CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177
Directory
(‘Path
Traversal')

Not
Defined

1 2,025/04/17
day(s) 23:46:33+0000

Improper
Limitation of a
Pathname to a
High 172.24.12.134 null 172.24.12.134 Not Set Internal  Restricted CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176
Directory
(‘Path
Traversal')

Not
Defined

1 2,025/04/17
day(s) 23:46:33+0000

External

Medium 172.24.12.134 null 172.24.12.134 Not Set Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1 2'925{04/17
Name or Path day(s) 23:46:33+0000

Not
Defined

Improper

Limitation of a

Pathname to a 1 2,025/04/17
Critical ~ 172.24.12.134 null 172.24.12.134 Not Set Internal  Restricted CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 23:46:33+0000

Directory ayls) 23:46:

(‘Path

Traversal')

Not
Defined

Improper
Limitation of a
Pathname to a
Critical ~ 172.24.12.134 null 172.24.12.134 Not Set Internal  Restricted CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173
Directory
(‘Path
Traversal')

Not
Defined

1 2,025/04/17
day(s) 23:46:33+0000

. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500



AMBER

MSS-IOT REPORT

Priority Severity IP 0s
Not -

Defined Critical ~ 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined Medium  172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null
Not .

Defined High 172.24.12.134 null

. GLESEC. All Rights Reserved.

Hostname

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

172.24.12.134

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Improper
Neutralization
of Special
Elements
used in an 0S
Command
('0s
Command
Injection’)

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials
Missing
Authentication
for Critical
Function

Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Plaintext
Storage of a
Password

Least Privilege
Violation

Use of Hard-
coded
Password

Cleartext
Transmission
of Sensitive
Information

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')
Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials

Use of Hard-
coded
Credentials

Use of Default
Credentials

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Vulnerability

CVE-2024-27172

CVE-2024-27171

CVE-2024-27170

CVE-2024-27169

CVE-2024-27168

CVE-2024-27167

CVE-2024-27166

CVE-2024-27165

CVE-2024-27164

CVE-2024-27163

CVE-2024-27162

CVE-2024-27161

CVE-2024-27155

CVE-2024-27160

CVE-2024-27159

CVE-2024-27158

CVE-2024-27157

CVE-2024-27156

CVE-2024-27154

CVE-2024-27153

CVE-2024-27152

CVE-2024-27151

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27170 -

https://nvd.nist.gov/vuln/detail/CVE-2024-27169

https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27167

https://nvd.nist.gov/vuln/detail/CVE-2024-27166

https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27164

https://nvd.nist.gov/vuln/detail/CVE-2024-27163

https://nvd.nist.gov/vuln/detail/CVE-2024-27162

https://nvd.nist.gov/vuln/detail/CVE-2024-27161

https://nvd.nist.gov/vuln/detail/CVE-2024-27155

https://nvd.nist.gov/vuln/detail/CVE-2024-27160 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27159 -

https://nvd.nist.gov/vuln/detail/CVE-2024-27158

https://nvd.nist.gov/vuln/detail/CVE-2024-27157

https://nvd.nist.gov/vuln/detail/CVE-2024-27156

https://nvd.nist.gov/vuln/detail/CVE-2024-27154

https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27152

https://nvd.nist.gov/vuln/detail/CVE-2024-27151

LATAM HQ
+507 836-5355

Since
Last
Seen

day(s)

day(s)

day(s)
1
day(s)

day(s)
1
day(s)
1
day(s)

day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

day(s)

day(s)

1
day(s)

1
day(s)
1
day(s)

1
day(s)

day(s)

1
day(s)

1
day(s)

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

US HQ

+1 (321) 430-0500



-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI
GOAA 04/18/2025

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal Eefaqlt‘ CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 day(s) 23:46:33+0000
ermissions
Execution
Not ) with ) ' : 1 2,025/04/17
Defineq Medium  17224.12.134 null 172.24.12.134 Not Set Internal Unnecessary CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 day(s) 23:46:33+0000
Privileges
Not . Incorrect ‘ . 1 202508017
) High 172.24.12.134 null 172.24.12.134 NotSet Internal Default CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 e
Defined i day(s) 23:46:33+0000
Permissions
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.134  null 172.24.12.134 Not Set Internal Eefaqlt‘ CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 day(s) 23:46:33+0000
ermissions
Execution
Not . with . . ' 1 2,025/04/17
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal Unnecessary CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 day(s) 23:46:33+0000
Privileges
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
) High 172.24.12.180 null 172.24.12.180 Not Set Internal  Restricted CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 A
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,025/04117
) High 172.24.12.180 null 172.24.12.180 Not Set Internal  Restricted CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 N
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,025/04117
" High 172.24.12.180 null 172.24.12.180 Not Set Internal  Restricted CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 v
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Not External 1 2,02504117
§ Medium 172.24.12.180 null 172.24.12.180 NotSet Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 Loz
Defined day(s) 23:46:33+0000
Name or Path
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
Defined Critical ~ 172.24.12.180 null 172.24.12.180 Not Set Internal [R)?rsetcrétreyd CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
y Critical ~ 172.24.12.180 null 172.24.12.180 Not Set Internal  Restricted CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 .
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,02504017
Defined Critical ~ 172.24.12.180 null 172.24.12.180 Not Set Internal EZ?-gnlwnara\g 0S CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 day(s) 23:46:33+0000
(‘oS
Command
Injection’)
Not , Incorrect P . 1 2,025/08117
X High 172.24.12.180 null 172.24.12.180 Not Set Internal  Default CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 P
Defined Permissi day(s) 23:46:33+0000
ermissions
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal coded . CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 day(s) 23:46:33+0000
Credentials
Missing
Not . Authentication X . . 1 2,025/04/17
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal for Critical CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 day(s) 23:46:33+0000
Function
Not Use of Hard- 1 2,025/08117
X High 172.24.12.180 null 172.24.12.180 Not Set Internal  coded CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 Ay
Defined ) day(s) 23:46:33+0000
Credentials
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal Eefaqlt‘ CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 day(s) 23:46:33+0000
ermissions
Not Plaintext 1 2,025/08117
" High 172.24.12.180 null 172.24.12.180 Not Set Internal Storageofa  CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 s
Defined Password day(s) 23:46:33+0000
Not . Least Privilege . . . . - 1 2,025/04/17
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 day(s) 23:46:33+0000
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500



AMBER

MSS-IOT REPORT

Priority Severity IP 0s Hostname
Not High 172.24.12.180 null 172.24.12.180
Defined "9 o e
Not Medium 172.24.12.180 null 172.24.12.180
Defined o o
Not .

! Medium  172.24.12.180 null 172.24.12.180
Defined
Not .

! Medium  172.24.12.180 null 172.24.12.180
Defined
Not High 172.24.12.180 null 172.24.12.180
Defined 9 e i
Not Medium  172.24.12.180 null 172.24.12.180
Defined o R
Not .

y Medium  172.24.12.180 null 172.24.12.180
Defined
Not High 172.24.12.180 null 172.24.12.180
Defined 9 I e
Not Medium  172.24.12.180 null 172.24.12.180
Defined o o
Not .

! Medium  172.24.12.180 null 172.24.12.180
Defined
Not .

! Medium  172.24.12.180 null 172.24.12.180
Defined
Not High 172.24.12.180 null 172.24.12.180
Defined 9 e e
Not High 172.24.12.180 null 172.24.12.180
Defined 9 o e
Not High 172.24.12.180 null 172.24.12.180
Defined 9 o e
Not High 172.24.12.180 null 172.24.12.180
Defined 9 o e
Not Medium  172.24.12.180 null 172.24.12.180
Defined o o
Not High 172.24.12.180 null 172.24.12.180
Defined 9 o e
Not High 172.24.12.180 null 172.24.12.180
Defined e e
Not High 172.24.12.180 null 172.24.12.180
Defined 9 e e
Not High 10.143.64.26 N/A 10.143.64.26
Defined 9 I I
Not .

) Medium 10.143.64.26  N/A 10.143.64.26
Defined
Not High 172.24.186.31 N/A 172.24.186.31
Defined 9 I e
Not .
Defineq Medium 172.24.186.31  N/A 172.24.186.31
Not .
Defined High 172.24.196.219 N/A 172.24.196.219
Not .
Defined Medium  172.24.196.219 N/A 172.24.196.219

. GLESEC. All Rights Reserved.

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Use of Hard-
coded
Password

Cleartext
Transmission
of Sensitive
Information

Improper
Neutralization
of Input
During Web
Page
Generation
(‘Cross-site
Scripting')
Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials

Use of Hard-
coded
Credentials

Use of Default
Credentials

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

Vulnerability

CVE-2024-27164

CVE-2024-27163

CVE-2024-27162

CVE-2024-27161

CVE-2024-27155

CVE-2024-27160

CVE-2024-27159

CVE-2024-27158

CVE-2024-27157

CVE-2024-27156

CVE-2024-27154

CVE-2024-27153

CVE-2024-27152

CVE-2024-27151

CVE-2024-27150

CVE-2024-27146

CVE-2024-27149

CVE-2024-27148

CVE-2024-27147

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL

COMPLETELY
Since
Vulnerability Publication Last
Seen
) ) ) 1
https://nvd.nist.gov/vuln/detail/CVE-2024-27164 day(s)

https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27162

https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27155

https://nvd.nist.gov/vuln/detail/CVE-2024-27160

https://nvd.nist.gov/vuln/detail/CVE-2024-27159

https://nvd.nist.gov/vuln/detail/CVE-2024-27158

https://nvd.nist.gov/vuln/detail/CVE-2024-27157

https://nvd.nist.gov/vuln/detail/CVE-2024-27156

https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27152

https://nvd.nist.gov/vuln/detail/CVE-2024-27151

https://nvd.nist.gov/vuln/detail/CVE-2024-27150

https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27149

https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27147

https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

LATAM HQ
+507 836-5355

day(s)

day(s)

day(s)
1
day(s)
1
day(s)

1
day(s)

1
day(s)

1
day(s)
1

day(s)

day(s)

day(s)
1
day(s)
1
day(s)

1
day(s)

day(s)

1
day(s)

day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

GLESEC

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

US HQ

+1 (321) 430-0500



AMBER

MSS-IOT REPORT

Priority Severity IP 0s Hostname
Not  pigh  172.24.169.226 N/A 172.24.169.226
Defined 9 I e
Not .
Defined Medium  172.24.169.226 N/A 172.24.169.226
Not High 10.143.64.65 N/A 10.143.64.65
Defined 9 e D
Not .

y Medium  10.143.64.65 N/A 10.143.64.65
Defined
Not High 172.31.155.82 N/A 172.31.155.82
Defined 9 I T
Not .
Defined Medium  172.31.155.82 N/A 172.31.155.82
Not High 172.31.77.136  N/A 172.31.77.136
Defined 9 e D
Not .
Defined Medium 172.31.77.136 N/A 172.31.77.136
Not High 172.31.77.35 N/A 172.31.77.35
Defined 9 Rl SR
Not .

y Medium  172.31.77.35 N/A 172.31.77.35
Defined
Not High 172.31.151.15 N/A 172.31.151.15
Defined I T
Not Medium 172.31.151.15 N/A 172.31.151.15
Defined e T
Not .
Defined High 172.24.197.188 N/A 172.24.197.188
Not .
Defined Medium  172.24.197.188 N/A 172.24.197.188
Not pigh  172.24.183.200 N/A 172.24.183.200
Defined 9 Bt 83
NOt. Medium  172.24.183.200 N/A 172.24.183.200
Defined
Not High 172.31.145.160 N/A 172.31.145.160
Defined 9 e e
Not. Medium  172.31.145.160 N/A 172.31.145.160
Defined
Not High 172.24.186.24 N/A 172.24.186.24
Defined 9 I I
Not .
Defined Medium  172.24.186.24 N/A 172.24.186.24
Nt pigh 1723114638 N/A 172.31.146.38
Defined 9 250 25280
Not .

y Medium  172.31.146.38 N/A 172.31.146.38
Defined
Not High 172.24.195.29 N/A 172.24.195.29
Defined 9 e e
Not .

y Medium  172.24.195.29 N/A 172.24.195.29
Defined
Not High 172.24.188.117 N/A 172.24.188.117
Defined 9 I e
Not .
Defined Medium  172.24.188.117 N/A 172.24.188.117
Not High 172.24.12.36  null 172.24.12.36
Defined 9 R e
Not High 172.24.12.36  null 172.24.12.36
Defined 9 e u e
Not High 172.24.12.36  null 172.24.12.36
Defined 9 e e
Not Medium  172.24.12.36 null 172.24.12.36
Defined o e

. GLESEC. All Rights Reserved.

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

Improper
Limitation of a
Pathname to a
Restricted
Directory
(‘Path
Traversal')

External
Control of File
Name or Path

Vulnerability

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2024-27178

CVE-2024-27177

CVE-2024-27176

CVE-2024-27175

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL

COMPLETELY

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

https://nvd.nist.gov/vuln/detail/CVE-2024-27178

https://nvd.nist.gov/vuln/detail/CVE-2024-27177

https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27175 -

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)

1
day(s)
1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)
1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

day(s)

day(s)

GLESEC

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000
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-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Improper
Limitation of a
Not Pathname to a 1 2,02504117
X Critical ~ 172.24.12.36  null 172.24.12.36  Not Set Internal  Restricted CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 '
Defined Directory day(s) 23:46:33+0000
('Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504117
Defined Critical ~ 172.24.12.36  null 172.24.12.36  Not Set Internal g?rsetcr;cotreyd CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,02504017
y Critical  172.24.12.36  null 172.24.12.36  Not Set Internal usedinanOS CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 .
Defined Command day(s) 23:46:33+0000
('0s
Command
Injection')
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal Eefaqlt‘ CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 day(s) 23:46:33+0000
ermissions
Not Use of Hard- 1 2,02504017
" High 172.24.12.36  null 172.24.12.36  Not Set Internal  coded CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 s
Defined ) day(s) 23:46:33+0000
Credentials
Missing
Not . Authentication X . . 1 2,025/04/17
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal for Critical CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 day(s) 23:46:33+0000
Function
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal  coded . CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 day(s) 23:46:33+0000
Credentials
Not , Incorrect I . 1 2,025/04117
" High 172.24.12.36  null 172.24.12.36  Not Set Internal  Default CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 P
Defined Permissi day(s) 23:46:33+0000
ermissions
Not Plaintext 1 2,02504117
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal g;z;a\;v;:rgfa CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 day(s) 23:46:33+0000
Not . Least Privilege X . . 1 2,025/04/17
Defined High 172.24.12.36  null 172241236 NotSet Internal . 2. CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 day(s) 23:46:33+0000
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal ;ggse\?vord CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 day(s) 23:46:33+0000
Cleartext
Not . Transmission X . . 1 2,025/04/17
Defined Medium 172.24.12.36  null 172.24.12.36  Not Set Internal of Sensitive CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 day(s) 23:46:33+0000
Information
Improper
Neutralization
of Input
Not . During Web X . . 1 2,025/04/17
Defineq Medium  172.24.12.36  null 172.24.12.36  Not Set Internal Page CVE-2024-27162 false https:/nvd.nist.gov/vuln/detail /CVE-2024-27162 day(s) 23:46:33+0000
Generation
(‘Cross-site
Scripting')
Not Use of Hard- 1 2,025/04/17
Defined Medium 172.24.12.36  null 172.24.12.36  NotSet Internal ~coded CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 day(s) 23:46:33+0000
Credentials
Not . Incorrect I . 1 2,025/04117
) High 172.24.12.36 null 172.24.12.36 Not Set Internal  Default CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 e
Defined - day(s) 23:46:33+0000
Permissions
Not Use of Hard- 1 20250417
Defined Medium 172.24.12.36  null 172241236 NotSet Internal coded CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 day(s) 23:46:33+0000
Credentials
Not Use of Hard- 1 2,02504017
X Medium  172.24.12.36  null 172.24.12.36  Not Set Internal  coded CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 Ay
Defined ) day(s) 23:46:33+0000
Credentials
Not . Use of Default X . . 1 2,025/04/17
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal Credentials CVE-2024-27158 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27158 day(s) 23:46:33+0000
Insertion of
Not . Sensitive X . . 1 2,025/04/17
Defined Medium 172.24.12.36  null 172.24.12.36  Not Set Internal \nformation CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 day(s) 23:46:33+0000
into Log File
Insertion of
Not . Sensitive X . . 1 2,025/04/17
Defineq Medium 172.24.12.36  null 172241236 NotSet Internal | = CVE-2024-27156 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27156 day(s) 23:46:33+0000
into Log File
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Insertion of
Not . Sensitive . . . 1 2,025/04/17
Defined Medium 172.24.12.36  null 172.24.12.36  Not Set Internal Information CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 day(s) 23:46:33+0000
into Log File
Nt hioh 172241236 null 172261236 NotSet Intemal Dol CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 L 2:025/04/17
Defined 9 24 de u 24de. P ~e02d ps:/inve.nist.gov/vu WEVE-2028- day(s) 23:46:33+0000
ermissions
Not . Incorrect ‘ . 1 202504017
) High 172.24.12.36  null 172.24.12.36  Not Set Internal  Default CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 e
Defined et day(s) 23:46:33+0000
Permissions
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal Eefaqlt‘ CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 day(s) 23:46:33+0000
ermissions
Not . Incorrect o . 1 20250417
" High 172.24.12.36  null 172.24.12.36  Not Set Internal  Default CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 P
Defined Permissi day(s) 23:46:33+0000
ermissions
Execution
Not . with X . . 1 2,025/04/17
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal Unnecessary CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 day(s) 23:46:33+0000
Privileges
Not Incorrect 1 2,0250417
Defined High 172.24.12.36  null 172.24.12.36  Not Set Internal lP)efaqlt‘ CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 day(s) 23:46:33+0000
ermissions
Not . Incorrect o . 1 202504017
X High 172.24.12.36  null 172.24.12.36  Not Set Internal  Default CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 P
Defined Permissi day(s) 23:46:33+0000
ermissions
Execution
Not . with X . . 1 2,025/04/17
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal Unnecessary CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 day(s) 23:46:33+0000
Privileges
Improper
Limitation of a
Pathname to a
Not . Embedded . . . . 1 2,025/04/17
Defined High 172.24.12.141 05 172.24.12.141 Not Set Internal g?rsetcr;cotreyd CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Pathname to a
Not . Embedded - X . . 1 2,025/04/17
Defined High 172.24.12.141 0s 172.24.12.141 Not Set Internal gierset;;treyd CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Pathname to a
Not . Embedded . X . . 1 2,025/04/17
Defined High 172.24.12.141 0s 172.24.12.141 Not Set Internal [R)?rset;c;treyd CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 day(s) 23:46:33+0000
(‘Path
Traversal')
Not Embedded External 1 2,02504017
) Medium  172.24.12.141 172.24.12.141 NotSet Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 AR
Defined 0s day(s) 23:46:33+0000
Name or Path
Improper
Limitation of a
Pathname to a
Nt (ritical  172.24.12.141 EMPedded 1555412141 NotSet Internal Restricted  CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1 2:025/04/17
Defined 0s Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Pathname to a
Not - Embedded y X . . 1 2,025/04/17
Defined Critical ~ 172.24.12.141 05 172.24.12.141 Not Set Internal g?rsetcr;cotreyd CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Embedded Elements 1 2,02504017
) Critical ~ 172.24.12.141 172.24.12.141 Not Set Internal usedinanOS CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 .
Defined 0s Command day(s) 23:46:33+0000
('0s
Command
Injection')
Incorrect
Not . Embedded X . . 1 2,025/04/17
Defined High 172.24.12.141 0s 172.24.12.141 Not Set Internal Eefaqlt‘ CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 day(s) 23:46:33+0000
'ermissions
Use of Hard-
Not  high  172.24.12.141 EMPedded 1555412141 NotSet Internal  coded CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1 2:025/04/17
Defined 0s . day(s) 23:46:33+0000
Credentials
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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GOAA 04/18/2025

Priority Severity IP os
gg}‘ined High 172.24.12.141 gfgbedded
gg:"ined High 172.24.12.141 Sf;bedded
Eggned High 172.24.12.141 gg‘bedded
gg;ined High 172.24.12.141 Sf:bedded
gzgned High 172.24.12.141 (E)f;bedded
gZ;ned High 172.24.12.141 gfgbedded
Sggned Medium 172.24.12.141 Sf:bedded
gz;ned Medium 172.24.12.141 gf;‘bedded
gz;ned Medium 172.24.12.141 gf;‘bedded
giéned High 172.24.12.141 gfé‘bedded
gz;ned Medium  172.24.12.141 gf;‘bedded
gz;ned Medium 172.24.12.141 g’;‘bedded
giéned High 172.24.12.141 Sf:bedded
gz;ned Medium 172.24.12.141 gf;‘bedded
gz;{‘ined Medium  172.24.12.141 gfgbedded
gggned Medium 172.24.12.141 Sf;bedded
gg:"ined High 172.24.12.141 (E)f;bedded
g:;ned High 172.24.12.141 gf:bedded
gz;ined High 172.24.12.141 Sf:bedded
QZEW High 172.24.12.141 gfgbedded
gz;ned Medium 172.24.12.141 gf;‘bedded
gg;ined High 172.24.12.141 Sf:bedded
gg;ined High 172.24.12.141 gfgbedded
gzgned High 172.24.12.141 gf;bedded

. GLESEC. All Rights Reserved.

Hostname

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

172.24.12.141

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set
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-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Not - Out-of-bounds X . . 1 2,025/04/17
Defined Critical ~ 172.31.2.132  null 172.31.2.132  Not Set Internal Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 day(s) 23:46:33+0000
Inclusion of
Functionality
Not - from X . . 1 2,025/04/17
Defined Critical ~ 172.31.2.132 null 172.31.2.132 Not Set  Internal Untrusted CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 day(s) 23:46:33+0000
Control
Sphere
Not Insufficiently 1 2,02504/17
Defined Critical ~ 172.31.2.132 null 172.31.2.132 Not Set  Internal Protecte_d CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 day(s) 23:46:33+0000
Credentials
Not - Out-of-bounds . . . 1 2,025/04/17
Defined Critical ~ 172.31.2.135  null 172.31.2.135  Not Set Internal Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 day(s) 23:46:33+0000
Inclusion of
Functionality
Not - from . . h 1 2,025/04/17
Defined Critical ~ 172.31.2.135  null 172.31.2.135  Not Set Internal Untrusted CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 day(s) 23:46:33+0000
Control
Sphere
Not Insufficiently 1 2,025/04/17
X Critical  172.31.2.135  null 172.31.2.135  Not Set Internal  Protected CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 .
Defined ’ day(s) 23:46:33+0000
Credentials
Not - Out-of-bounds . . . 1 2,025/04/17
Defined Critical  172.31.2.136  null 172.31.2.136  Not Set Internal Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 day(s) 23:46:33+0000
Inclusion of
Functionality
Not - from X . . 1 2,025/04/17
Defined Critical ~ 172.31.2.136  null 172.31.2.136  Not Set Internal Untrusted CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 day(s) 23:46:33+0000
Control
Sphere
Not Insufficiently 1 2,02504/17
X Critical ~ 172.31.2.136  null 172.31.2.136  Not Set Internal  Protected CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 '
Defined ! day(s) 23:46:33+0000
Credentials
Improper
Not Embedded X . . 1 2,025/04/17
Defined Low 172.24.12.138 0s 172.24.12.138 Not Set Internal I\?aplilijtation CVE-2020-27336 false https://nvd.nist.gov/vuln/detail/CVE-2020-27336 day(s) 23:46:33+0000
Improper
Not ’ Embedded . . : 1 2,025/04/17
Defined Medium 172.24.12.138 0s 172.24.12.138 Not Set Internal I\?aphudtation CVE-2020-27338 false https://nvd.nist.gov/vuln/detail/CVE-2020-27338 day(s) 23:46:33+0000
Improper
Not . Embedded X . . 1 2,025/04/17
Defined High 172.24.12.138 0s 172.24.12.138 Not Set Internal I\;ap”l.(ljtation CVE-2020-27337 false https://nvd.nist.gov/vuln/detail/CVE-2020-27337 day(s) 23:46:33+0000
Not ) ) ' R 1 2,025/04/17
Defined Medium 172.31.2.54 null 172.31.2.54 Not Set Internal CVE-2021-38545 false https://nvd.nist.gov/vuln/detail/CVE-2021-38545 day(s) 23:46:33+0000
Not Critical 17231254 nul 17231250 NotSet Intemal Resurcets CVE201818068 fase  hitps:finvdnistgouvulnidetailCVE-2018-100g8 1 202500417
Defined Sl 3.2 ps:/invd.nist.g day(s) 23:46:33+0000
Wrong Sphere
Not Authentication 1 2,02504017
X Critical ~ 172.31.107.239 null 172.31.107.239 Not Set Internal  Bypass by CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 Ay
Defined Spoofing day(s) 23:46:33+0000
Authentication 1 2,025/04/17
Critical  172.31.92.16 300 Other 172.31.92.16  NotSet NotSet Bypass by CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 d 23'46'33 0000
Spoofing ay(s) 23:46:33+
Improper
Limitation of a
Not Pathname to a 1 2,02504017
X High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Restricted CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 AR,
Defined Directory day(s) 23:46:33+0000
('Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504017
" High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Restricted CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 Ay
Defined Directory day(s) 23:46:33+0000
('Path
Traversal')
Improper
Limitation of a
Not Pathname o a 1 2,0250417
X High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Restricted CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 v
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Not External 1 2,0250417
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 day(s) 23:46:33+0000

Name or Path

. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500



-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Improper
Limitation of a
Not Pathname to a 1 2,02504117
X Critical  172.24.12.182 N/A 172.24.12.182 Not Set Internal  Restricted CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 '
Defined Directory day(s) 23:46:33+0000
('Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504117
Defined Critical 172.24.12.182 N/A 172.24.12.182 Not Set Internal g?rsetcr;cotreyd CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,025/04117
y Critical ~ 172.24.12.182 N/A 172.24.12.182 Not Set Internal usedinanOS CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 .
Defined Command day(s) 23:46:33+0000
('0s
Command
Injection')
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal Eefaqlt‘ CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 day(s) 23:46:33+0000
ermissions
Not Use of Hard- 1 2,025/08117
" High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  coded CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 AR,
Defined ) day(s) 23:46:33+0000
Credentials
Missing
Not . Authentication X . . 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal for Critical CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 day(s) 23:46:33+0000
Function
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal coded . CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 day(s) 23:46:33+0000
Credentials
Not Incorrect 1 2,025/08117
y High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Default CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 AR
Defined Permissi day(s) 23:46:33+0000
ermissions
Not Plaintext 1 2,02504/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal g;z;a\;v;:rgfa CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 day(s) 23:46:33+0000
Not . Least Privilege X . . 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 NotSet Internal . 2. CVE-2024-27165 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27165 day(s) 23:46:33+0000
Not Use of Hard- 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal ;ggse\?vord CVE-2024-27164 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27164 day(s) 23:46:33+0000
Cleartext
Not . Transmission X . . 1 2,025/04/17
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal of Sensitive CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 day(s) 23:46:33+0000
Information
Improper
Neutralization
of Input
Not . During Web X . . 1 2,025/04/17
Defineq Medium  172.24.12.182  N/A 172.24.12.182 Not Set Internal Page CVE-2024-27162 false https:/nvd.nist.gov/vuln/detail /CVE-2024-27162 day(s) 23:46:33+0000
Generation
(‘Cross-site
Scripting')
Not Use of Hard- 1 2,025/04/17
Defineq Medium  172.24.12.182  N/A 172.24.12.182 Not Set Internal ~ coded CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 day(s) 23:46:33+0000
Credentials
Not Incorrect 1 2,025/08117
y High 172.24.12.182 N/A 172.24.12.182 NotSet Internal Default CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 AR,
Defined - day(s) 23:46:33+0000
Permissions
Not Use of Hard- 1 20250417
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal é?:(eigntials CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 day(s) 23:46:33+0000
Not Use of Hard- 1 2,02504017
X Medium  172.24.12.182 N/A 172.24.12.182 Not Set Internal  coded CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 Ay
Defined ) day(s) 23:46:33+0000
Credentials
Not . Use of Default X . . 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 day(s) 23:46:33+0000
Insertion of
Not . Sensitive X . . 1 2,025/04/17
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal \nformation CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 day(s) 23:46:33+0000
into Log File
Insertion of
Not . Sensitive X . . 1 2,025/04/17
Defineq Medium  172.24.12.182  N/A 172.24.12.182 NotSet Internal | e = CVE-2024-27156 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27156 day(s) 23:46:33+0000
into Log File
. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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-~ GLESEC

MSS-IOT REPORT COMPLETELY PERCEPTI

- . Since
Priority Severity IP 0s Hostname Division Location Vulnerability Y;I"erab'hty :)‘(’;;Lai:“e Vulnerability Publication Last Last Seen On
Seen
Insertion of
Not . Sensitive . . . 1 2,025/04/17
Defined Medium  172.24.12.182 N/A 172.24.12.182 Not Set Internal Information CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 day(s) 23:46:33+0000
into Log File
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal EefaL.JIt‘ CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 day(s) 23:46:33+0000
ermissions
Not Incorrect 1 2,025/04117
N High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Default CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 AR,
Defined et day(s) 23:46:33+0000
Permissions
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal Eefaqlt‘ CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 day(s) 23:46:33+0000
ermissions
Not . Incorrect o . 1 2,02504017
" High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Default CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 s
Defined oot day(s) 23:46:33+0000
ermissions
Execution
Not . with . . . 1 2,025/04/17
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal Unnecessary CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 day(s) 23:46:33+0000
Privileges
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal lP)efaqlt‘ CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 day(s) 23:46:33+0000
ermissions
Not , Incorrect I . 1 2,025/04117
X High 172.24.12.182 N/A 172.24.12.182 Not Set Internal  Default CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 P
Defined Permissi day(s) 23:46:33+0000
ermissions
Execution
Not . with . . . 1 2,025/04/17
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal Unnecessary CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 day(s) 23:46:33+0000
Privileges
Improper
Limitation of a
Not Pathname to a 1 2,02504017
Defined 1igh 172241271 null 172.24.12.71  Not Set Internal g?rsetcr;cotreyd CVE-2024-27178 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27178 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,025/04/17
Defined High 172.24.12.71  null 172.24.12.71  NotSet Internal gierset;;treyd CVE-2024-27177 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27177 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504/17
Defined High 172241271 null 172.24.12.71  Not Set Internal [R)?rset;c;treyd CVE-2024-27176 false https:/nvd.nist.gov/vuln/detail/CVE-2024-27176 day(s) 23:46:33+0000
(‘Path
Traversal')
Not External 1 2,02508117
y Medium  172.24.12.71  null 172.24.12.71  Not Set Internal  Control of File CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 Ape
Defined day(s) 23:46:33+0000
Name or Path
Improper
Limitation of a
Not Pathname to a 1 2,02504117
X Critical ~ 172.24.12.71  null 172.24.12.71  Not Set Internal  Restricted CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 e
Defined Directory day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Limitation of a
Not Pathname to a 1 2,02504117
Defined Critical ~ 172.24.12.71  null 172.24.12.71  Not Set Internal g?rsetcr;cotreyd CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 day(s) 23:46:33+0000
(‘Path
Traversal')
Improper
Neutralization
of Special
Not Elements 1 2,025/04117
) Critical  172.24.12.71  null 172.24.12.71  Not Set Internal usedinanOS CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 .
Defined Command day(s) 23:46:33+0000
('0s
Command
Injection')
Not Incorrect 1 2,025/04/17
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal Eefaqlt‘ CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 day(s) 23:46:33+0000
'ermissions
Not Use of Hard- 1 2,025/08117
" High 172.24.12.71  null 172.24.12.71  Not Set Internal  coded CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 s
Defined ) day(s) 23:46:33+0000
Credentials
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Priority Severity IP 0s
ﬁZ;ned High 172.24.12.71  null
Sggned High 172241271 null
gZ;ned High 172.24.12.71  null
Sgﬁned High 172241271 null
gZ;ned High 172.24.12.71  null
ﬁZ;ned High 172.2412.71  null
gg}ined Medium 172241271  null
gZ;ned Medium 172241271  null
gz;ned Medium 172241271  null
gz;ned High 172.24.12.71  null
gz;ned Medium 172241271  null
gggned Medium 172.24.12.71  null
gg}med High 172.24.12.71  null
gz;ned Medium 172241271  null
gZ;ned Medium 172241271  null
gggned Medium 172241271  null
gi;ned High 172.24.12.71  null
gZ;ned High 172.24.12.71  null
Szﬁned High 172241271 null
gZ;ned High 172.24.12.71  null
gz;ned Medium 172241271  null
Sgﬁned High 172241271 null
gZ;ned High 172.24.12.71  null
gz;ned High 172.24.12.71  null

. GLESEC. All Rights Reserved.

Hostname

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

172.24.12.71

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Missing
Authentication
for Critical
Function

Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Plaintext
Storage of a
Password

Least Privilege
Violation

Use of Hard-
coded
Password

Cleartext
Transmission
of Sensitive
Information

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')
Use of Hard-
coded
Credentials

Incorrect
Default
Permissions

Use of Hard-
coded
Credentials

Use of Hard-
coded
Credentials

Use of Default
Credentials

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Insertion of
Sensitive

Information
into Log File

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Incorrect
Default
Permissions

Incorrect
Default
Permissions

Execution
with
Unnecessary
Privileges

Vulnerability

CVE-2024-27169

CVE-2024-27168

CVE-2024-27167

CVE-2024-27166

CVE-2024-27165

CVE-2024-27164

CVE-2024-27163

CVE-2024-27162

CVE-2024-27161

CVE-2024-27155

CVE-2024-27160

CVE-2024-27159

CVE-2024-27158

CVE-2024-27157

CVE-2024-27156

CVE-2024-27154

CVE-2024-27153

CVE-2024-27152

CVE-2024-27151

CVE-2024-27150

CVE-2024-27146

CVE-2024-27149

CVE-2024-27148

CVE-2024-27147

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2024-27169

https://nvd.nist.gov/vuln/detail/CVE-2024-27168

https://nvd.nist.gov/vuln/detail/CVE-2024-27167

https://nvd.nist.gov/vuln/detail/CVE-2024-27166

https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27164

https://nvd.nist.gov/vuln/detail/CVE-2024-27163

https://nvd.nist.gov/vuln/detail/CVE-2024-27162

https://nvd.nist.gov/vuln/detail/CVE-2024-27161

https://nvd.nist.gov/vuln/detail/CVE-2024-27155 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27160 L

https://nvd.nist.gov/vuln/detail/CVE-2024-27159

https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27157

https://nvd.nist.gov/vuln/detail/CVE-2024-27156

https://nvd.nist.gov/vuln/detail/CVE-2024-27154

https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
https://nvd.nist.gov/vuln/detail/CVE-2024-27152 -

https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1

https://nvd.nist.gov/vuln/detail/CVE-2024-27150

https://nvd.nist.gov/vuln/detail/CVE-2024-27146

https://nvd.nist.gov/vuln/detail/CVE-2024-27149

https://nvd.nist.gov/vuln/detail/CVE-2024-27148

https://nvd.nist.gov/vuln/detail/CVE-2024-27147 L

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)

1
day(s)

1
day(s)

1
day(s)

day(s)
1
day(s)

1
day(s)

1
day(s)

1

day(s)
day(s)
day(s)

1
day(s)

day(s)

1
day(s)
1
day(s)

1
day(s)

day(s)
day(s)
day(s)
1
day(s)
1
day(s)
1
day(s)

1
day(s)

day(s)

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

US HQ

+1 (321) 430-0500



AMBER

MSS-IOT REPORT

Priority Severity IP 0s Hostname
Not High 172.31.77.143 N/A 172.31.77.143
Defined 9 e D
Not Medium 172.31.77.143 N/A 172.31.77.143
Defined R D
Not High 172.31.155.81 N/A 172.31.155.81
Defined 9 e R
Not .

y Medium  172.31.155.81 N/A 172.31.155.81
Defined
Not High 172.31.146.28 N/A 172.31.146.28
Defined 9 e e
Not .
Defined Medium  172.31.146.28 N/A 172.31.146.28
Not High 172.31.151.193 N/A 172.31.151.193
Defined 9 e T
Not .
Defined Medium  172.31.151.193 N/A 172.31.151.193
Not High 172.24.183.199 N/A 172.24.183.199
Defined 9 e aes e
NOt. Medium  172.24.183.199 N/A 172.24.183.199
Defined
Not High 10.143.64.47 N/A 10.143.64.47
Defined R R
Not Medium  10.143.64.47  N/A 10.143.64.47
Defined R R
Not .
Defined High 172.24.197.175 N/A 172.24.197.175
Not .
Defined Medium  172.24.197.175 N/A 172.24.197.175
Not High 172.24.166.34 N/A 172.24.166.34
Defined 9 o200 £ 200
Not .

N Medium  172.24.166.34 N/A 172.24.166.34
Defined
Not High 172.31.128.100 N/A 172.31.128.100
Defined 9 e e
Not. Medium  172.31.128.100 N/A 172.31.128.100
Defined
Not High 172.31.145.191 N/A 172.31.145.191
Defined 9 I T
Not .
Defined Medium  172.31.145.191 N/A 172.31.145.191
NOt  iygh  172.24199.83 N/ 172.24.199.83
Defined 9 eHAIZ Bt
Not .

y Medium  172.24.199.83 N/A 172.24.199.83
Defined
Not High 172.24.169.146 N/A 172.24.169.146
Defined 9 e e
Not. Medium  172.24.169.146 N/A 172.24.169.146
Defined
Not .
Defined High 172.24.169.154 N/A 172.24.169.154
Not .
Defined Medium  172.24.169.154 N/A 172.24.169.154
Not .
Defined High 172.24.183.145 N/A 172.24.183.145
Not .
Defined Medium  172.24.183.145 N/A 172.24.183.145
Not High 172.31.77.61 N/A 172.31.77.61
Defined 9 o e
Not .

) Medium  172.31.77.61 N/A 172.31.77.61
Defined
Not High 172.31.155.118 N/A 172.31.155.118
Defined 9 I T
Not .
Defined Medium  172.31.155.118 N/A 172.31.155.118
Not High 10.143.64.210 N/A 10.143.64.210
Defined 9 e R
Not Medium  10.143.64.210 N/A 10.143.64.210
Defined e T
Not High 10.143.64.59 N/A 10.143.64.59
Defined 9 e R
Not .

y Medium  10.143.64.59 N/A 10.143.64.59
Defined

. GLESEC. All Rights Reserved.

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

NULL Pointer
Dereference

Vulnerability

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

CVE-2008-2812

CVE-2007-1491

Available
Exploit

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

PROPRIETARY & CONFIDENTIAL

COMPLETELY

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812
https://nvd.nist.gov/vuln/detail/CVE-2007-1491
https://nvd.nist.gov/vuln/detail/CVE-2008-2812

https://nvd.nist.gov/vuln/detail/CVE-2007-1491

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)

1
day(s)
1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)
1
day(s)
1
day(s)
1
day(s)
1
day(s)
1
day(s)

1
day(s)

1
day(s)
1

day(s)

1
day(s)

1
day(s)

GLESEC

PERCEPTI

Last Seen On

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

2,025/04/17
23:46:33+0000

US HQ

+1 (321) 430-0500



LP:AMBER

MSS-I0T REPORT
GOAA 04/18/2025

Priority Severity IP 0s

Critical
Medium

Critical

Critical

High
Medium

Medium

Medium

Medium

Medium
High
Medium

High

Critical

Critical

Medium

Critical

Critical

High

Medium

Hostname

. GLESEC. All Rights Reserved.

Division

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Location Vulnerability D

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

Interpretation
Conflict

Improper
Validation of
Integrity
Check Value

Improper
Neutralization
of Special
Elements
used ina
Command
(‘Command
Injection’)

Out-of-bounds
Write

Origin
Validation
Error

Interpretation
Conflict

Improper
Check for
Unusual or
Exceptional
Conditions

Improper
Certificate
Validation

Improper
Privilege
Management

Improper
Privilege
Management

Improper
Ownership
Management

Improper
Privilege
Management

NULL Pointer
Dereference

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

Interpretation
Conflict

Improper
Validation of
Integrity
Check Value

Improper
Neutralization
of Special
Elements
used ina
Command
(‘Command
Injection’)
Out-of-bounds
Write

Origin
Validation
Error

Vulnerability

CVE-2020-24113

CVE-2024-3386

CVE-2024-3596

CVE-2024-3400

CVE-2024-9468

CVE-2024-0009

CVE-2022-0011

CVE-2020-1999

CVE-2024-5918

CVE-2023-6793

CVE-2024-3388

CVE-2024-3383

CVE-2024-9471

CVE-2024-2550

CVE-2020-24113

CVE-2020-24113

CVE-2024-3386

CVE-2024-3596

CVE-2024-3400

CVE-2024-9468

CVE-2024-0009

Available
Exploit

false

false

false

true

false

false

false

false

false

false

false

false

false

false

false

false

false

false

true

false

false

PROPRIETARY & CONFIDENTIAL

GLESEC

COMPLETELY PERCEPTI

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2020-24113

https://nvd.nist.gov/vuln/detail/CVE-2024-3386

https://nvd.nist.gov/vuln/detail/CVE-2024-3596

https://nvd.nist.gov/vuln/detail/CVE-2024-3400

https://nvd.nist.gov/vuln/detail/CVE-2024-9468
https://nvd.nist.gov/vuln/detail/CVE-2024-0009

https://nvd.nist.gov/vuln/detail/CVE-2022-0011

https://nvd.nist.gov/vuln/detail/CVE-2020-1999

https://nvd.nist.gov/vuln/detail/CVE-2024-5918

https://nvd.nist.gov/vuln/detail/CVE-2023-6793

https://nvd.nist.gov/vuln/detail/CVE-2024-3388

https://nvd.nist.gov/vuln/detail/CVE-2024-3383

https://nvd.nist.gov/vuln/detail/CVE-2024-9471

https://nvd.nist.gov/vuln/detail/CVE-2024-2550

https://nvd.nist.gov/vuln/detail/CVE-2020-24113

https://nvd.nist.gov/vuln/detail/CVE-2020-24113

https://nvd.nist.gov/vuln/detail/CVE-2024-3386

https://nvd.nist.gov/vuln/detail/CVE-2024-3596

https://nvd.nist.gov/vuln/detail/CVE-2024-3400

https://nvd.nist.gov/vuln/detail/CVE-2024-9468

https://nvd.nist.gov/vuln/detail/CVE-2024-0009

LATAM HQ
+507 836-5355

Since
Last
Seen

1
day(s)

day(s)

day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

1
day(s)

Last Seen On

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000

2,025/04/17
0:03:50+0000
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Priority Severity IP 0s

Medium

Medium

Medium

Medium
High
Medium

High

Hostname

Division Location Vulnerability D

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Not Set

Interpretation
Conflict

Improper
Check for
Unusual or
Exceptional
Conditions

Improper
Certificate
Validation

Improper
Privilege
Management

Improper
Privilege
Management

Improper
Ownership
Management

Improper
Privilege
Management

NULL Pointer
Dereference

Vulnerability

CVE-2022-0011

CVE-2020-1999

CVE-2024-5918

CVE-2023-6793

CVE-2024-3388

CVE-2024-3383

CVE-2024-9471

CVE-2024-2550

Available
Exploit

false

false

false

false

false

false

false

false

= GLESEC

COMPLETELY PERCEPTI

Vulnerability Publication

https://nvd.nist.gov/vuln/detail/CVE-2022-0011

https://nvd.nist.gov/vuln/detail/CVE-2020-1999

https://nvd.nist.gov/vuln/detail/CVE-2024-5918

https://nvd.nist.gov/vuln/detail/CVE-2023-6793

https://nvd.nist.gov/vuln/detail/CVE-2024-3388

https://nvd.nist.gov/vuln/detail/CVE-2024-3383

https://nvd.nist.gov/vuln/detail/CVE-2024-9471

https://nvd.nist.gov/vuln/detail/CVE-2024-2550

Since
Last Last Seen On
Seen

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

1 2,025/04/17
day(s) 0:03:50+0000

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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