"

GLE
SecC

COMPLETELY
PERCEPTIVE

TLP:AMBER

ASSET REPORT 247.191.225.146

ACME FINANCIAL SERVICES

February 01, 2025

"

©2023. GLESEC. All Rights Reserved.



TLP:AMBER

ASSET REPORT 247.191.225.146
ACME FINANCIAL SERVICES 02/01/2025

Device Profile

IP Address of System:  247.191.225.146

Open Ports Authorized: 3306
Mac Address: 5B:14:8E:BC:67:91

Impact: Medium
Location: Internal
Type of System: I0T/OT
Model: quisquam

Description of use or application of the system:

(Domain) Name of
System:

Open Ports:
Operating System:
Date Scanned:
Division:

Vendor:

Version:
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pouros.net

110, 5432
Ubuntu

2025-01-22 00:00:00

ER
Yundt Ltd
v7.2.0

Eaque atque tempore dolorem minus sed ut corporis. Amet delectus nostrum dolor vitae. Architecto corporis dolore

repellat laboriosam repellendus.

System Vulnerabilities

Case Date Opened
2025-01-21 10:11:10
2025-01-26 18:14:08
2025-01-27 19:39:43
2025-01-25 08:37:38

Vulnerability

247.191.225.146
247.191.225.146
247.191.225.146
247.191.225.146

Risk

Severity

Critical
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Case

#17311
#17312
#17313
#17314

Weight

3.97

PROPRIETARY & CONFIDENTIAL

Priority

Critical

Critical

LATAM HQ
+507 836-5355

Status
Closed
Closed
Closed
Closed

US HQ
+1 (321) 430-0500
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Vulnerabilities

CVE Severity Criticality Name

CVE-1998-92356 high critical Voluptas est iste autem voluptatum fugiat quo.

CVE-1989-78245 high critical Omnis libero quas in suscipit eum iusto autem.
critical medium Alias iste nesciunt deleniti.

CVE-2004-80003 medium high Debitis et id hic quisquam aut dolore maxime.
medium high Qui laboriosam et culpa recusandae accusamus nam.
critical low Esse eos ut est est iusto culpa et.
medium low lllo assumenda molestiae sint esse.

CVE-1983-8459 medium critical Voluptate quos accusantium et quae.

CVE-2007-36983 low low Pariatur ea quia est eligendi vero voluptatem.
critical medium Saepe sint labore omnis reiciendis in recusandae.

Threats

Service Type Severity

MSS-DLP overflow high

MSS-DLP overflow medium

MSS-UTM webshell critical

MSS-DDOS spyware high

MSS-UTM sql-injection low

MSS-WAF protocol-anomaly high

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

o LATAM HQ US HQ
+507 836-5355  +1 (321) 430-0500
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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