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TLP AM B E R About this report
M SS' E PM RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-EPM as
displayed in the service dashboard.

Total Patches Deployed

29

Total Failed Patch Deployments

Number of Machines Deployed To

<8  ©2022. GLESEC. All Rights Reserved. PROPIETARY & CONFIDENTIAL LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500



TLP:AMBER

MSS-EPM REPORT
ACME FINANCIAL SERVICES 05/15/2023

Patch Scans

Scan Name
10 machines
jane72
jane.doe

8 machines
john.doe
AWS_Linux
john.doe
john08
AWS _ Servers

jane.doe

Start Date

Thu Apr 27 16:58:29 EDT 2023
Thu Apr 27 16:56:33 EDT 2023
Thu Apr 27 16:54:37 EDT 2023
Thu Apr 27 16:32:26 EDT 2023
Thu Apr 27 15:48:27 EDT 2023
Thu Apr 27 14:10:42 EDT 2023
Thu Apr 27 10:01:20 EDT 2023
Tue Apr 25 10:01:03 EDT 2023
Mon Apr 24 10:00:32 EDT 2023
Sun Apr 23 10:01:17 EDT 2023
Sat Apr 22 04:09:06 EDT 2023

Sat Apr 22 04:03:23 EDT 2023

Sat Apr 22 04:03:17 EDT 2023

Sat Apr 22 04:02:52 EDT 2023

Sat Apr 22 04:02:52 EDT 2023

Sat Apr 22 04:02:20 EDT 2023

Sat Apr 22 04:02:13 EDT 2023

Sat Apr 22 04:02:13 EDT 2023

Sat Apr 22 04:02:11 EDT 2023

Sat Apr 22 04:02:07 EDT 2023

Patch Deployments

Time Started

Thu Apr 27 10:25:58 EDT 2023

Thu Apr 27 10:26:31 EDT 2023
Thu Apr 27 10:25:30 EDT 2023
Thu Apr 27 10:25:32 EDT 2023
Thu Apr 27 10:25:48 EDT 2023
Tue Apr 25 10:31:55 EDT 2023
Tue Apr 25 10:32:45 EDT 2023
Tue Apr 25 10:32:13 EDT 2023
Tue Apr 25 10:32:05 EDT 2023
Tue Apr 25 10:32:13 EDT 2023

Bulletin ID

MSNS23-0425-365-CURRENT

FF-230425
FF-230425
FF-230425
FF-230425
Z0O0M-230424
Z0O0OM-230424
Z00M-230424
Z00M-230424
Z0O0M-230424

PROPIETARY & CO IDENTI/

KB

= GLESEC

COMPLETELY PERCEPTI

Scan Completed

true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Q1632720214
QFF11202
QFF11202
QFF11202
QFF11202
QZO0OM51415434
QZO0OM51415434
QZO0OM51415434
QZOOM51415434
QZO0OM51415434

LATAM HQ
+507 836-5355

Host

115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47

US HQ
+1 (321) 430-0500
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Time Started

Tue Apr 25 10:31:40 EDT 2023
Mon Apr 24 10:11:56 EDT 2023
Mon Apr 24 10:11:49 EDT 2023
Mon Apr 24 10:14:32 EDT 2023
Mon Apr 24 10:14:28 EDT 2023
Mon Apr 24 10:12:18 EDT 2023
Mon Apr 24 10:12:35 EDT 2023
Mon Apr 24 10:05:47 EDT 2023
Mon Apr 24 10:12:26 EDT 2023
Mon Apr 24 10:11:42 EDT 2023
Mon Apr 24 10:14:21 EDT 2023
Sun Apr 23 10:26:43 EDT 2023
Sun Apr 23 10:26:26 EDT 2023
Sun Apr 23 10:26:44 EDT 2023
Sun Apr 23 10:25:45 EDT 2023
Sun Apr 23 10:26:59 EDT 2023
Sun Apr 23 10:27:03 EDT 2023
Thu Apr 20 10:28:57 EDT 2023
Thu Apr 20 10:28:04 EDT 2023
Thu Apr 20 10:28:48 EDT 2023
Thu Apr 20 10:28:19 EDT 2023
Thu Apr 20 10:28:26 EDT 2023
Thu Apr 20 10:28:02 EDT 2023
Thu Apr 20 10:28:02 EDT 2023
Thu Apr 20 10:27:02 EDT 2023
Thu Apr 20 10:27:33 EDT 2023
Thu Apr 20 10:27:11 EDT 2023
Thu Apr 20 10:27:09 EDT 2023
Thu Apr 20 10:26:54 EDT 2023
Tue Apr 18 10:25:01 EDT 2023

Mon Apr 17 10:06:14 EDT 2023
Mon Apr 17 10:06:05 EDT 2023

Bulletin ID
Z0O0OM-230424
MS21-0819-DNETC21
MS21-0819-DNETC21
NPPP-230406
MSVC14-230216
MS21-0819-DNETC21
MSFT-DN481
CHROME-230419
MS21-0819-DNETC21
MS21-0819-DNETC21
MSNS23-02-5023368
WBXTMS-230420
WBXTMS-230420
WBXTMS-230420
WBXTMS-230420
WBXTMS-230420
WBXTMS-230420
CHROME-230419
CHROME-230419
CHROME-230419
ZOOM-230418
ZOOM-230418
FF-230417
FF-230417
Z0O0OM-230418
CHROME-230419
CHROME-230419
FF-230417
ZOOM-230418
APSB23-24
MS23-04-DNETC60
MS23-04-DNETC60
CHROME-230414
SQL2019-CU20
MS23-04-DNETC60

= GLESEC

COMPLETELY PERCEPTI

KB
QZO0OM51415434
QDNHOST2130
QASPDNC2130
QNPPP852
QVC143431938
QDNCORE2130
QNET481
QGC11205615138
QDNCORE2130
QASPDNC2130
Q5023324

QWBXTMS4340259
QWBXTMS4340259
QWBXTMS4340259
QWBXTMS4340259
QWBXTMS4340259
QWBXTMS4340259

QGC11205615138
QGC11205615138
QGC11205615138
QZO0OM51415287
QZO0OM51415287
QFF11201

QFF11201

QZO0OM51415287
QGC11205615138
QGC11205615138
QFF11201

QZO0OM51415287

QARDC2300120143

QDNCORE6016
QWDRT6016
QGC11205615121
Q5024276
QDNCORE6016

LATAM HQ
+507 836-5355

Host

115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47

US HQ
+1 (321) 430-0500
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Time Started

Mon Apr 17 10:05:37 EDT 2023
Sun Apr 16 10:35:23 EDT 2023
Sun Apr 16 10:34:44 EDT 2023
Sun Apr 16 10:33:49 EDT 2023
Sun Apr 16 10:33:19 EDT 2023

Failed Patch Installations

Last Updated

Thu Apr 27 17:31:19 EDT 2023
Thu Apr 27 17:27:10 EDT 2023
Thu Apr 27 17:32:41 EDT 2023
Thu Apr 27 17:23:54 EDT 2023
Thu Apr 27 17:26:14 EDT 2023
Thu Apr 27 17:17:09 EDT 2023
Thu Apr 27 17:25:37 EDT 2023
Thu Apr 27 17:30:48 EDT 2023
Thu Apr 27 17:24:07 EDT 2023
Thu Apr 27 17:27:04 EDT 2023
Thu Apr 27 10:19:41 EDT 2023
Thu Apr 27 10:26:31 EDT 2023
Tue Apr 25 10:32:44 EDT 2023
Tue Apr 25 10:31:31 EDT 2023
Mon Apr 24 10:09:13 EDT 2023
Sun Apr 23 10:26:59 EDT 2023
Thu Apr 20 10:28:09 EDT 2023
Thu Apr 20 10:28:06 EDT 2023
Thu Apr 20 10:27:32 EDT 2023
Mon Apr 17 14:36:03 EDT 2023

PROPIETARY & CONFIDENTIAI

Bulletin ID
MS23-04-DNETC60
CHROME-230414
MEDGE-230414
PSHELL7S-230414
CHROME-230414

Bulletin ID
MSNS23-02-5023322

= GLESEC

COMPLETELY PERCEPTI

KB

QWDRT6016
QGC11205615121
QMEDGE1120172246
QPS734
QGC11205615121

KB
Q5023322

MS23-02-SQL-5021126 Q5021126

SPLUNKF-230214
CHROME-230419
SPLUNKF-230214
FILEZ-230426
SQL2017RTM-CU31
MSNS23-02-5023363
CHROME-230419
MSNS23-02-5023368
JAVAB-230418
CHROME-230419
CHROME-230419
Z00M-230424
CHROME-230419
CHROME-230419
CHROME-230419
Z00M-230418
Z00M-230418

QSPLUNKF8210
QGC11205615138
QSPLUNKF8210
QFILEZ3640X64
Q5016884
Q5023333
QGC11205615138
Q5023324
QJRE8BU371
QGC11205615138
QGC11205615138
QZOOM51415434
QGC11205615138
QGC11205615138
QGC11205615138
QZ0O0OM51415287
QZ0O0OM51415287

MS23-02-SQL-5021126 Q5021126

LATAM HQ
+507 836-5355

Host

115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47

Host

115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47
115.216.52.47

acme-3.com

US HQ
+1 (321) 430-0500
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Top Patched Bulletins

CHROME-230419 -1
FF-230411 -1

FF-230417 -1
MS23-02-500-5021126 -1
SQL2017RTM-CU31 -1
WEBVIEW 2-230414 -1
Z00OM-230418 -1
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Patch Installation Status
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= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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