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TLP AM B E R About this report
M SS'TAS RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-TAS as
displayed in the service dashboard.

Total Users *

39
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Top of Failed Authentications *

No Response - 53

User Cancelled - 5
user_not_in_permitted group - 4
invalid_passcode- 3
user_mistake - 2

EOOEDO

Top Authentications Failed by IPs *

179.63.197.202 - &
176.38.32.17- &
104.136.42.243 - 4
17226286 - 4
7712110015 - 4
159.85.29.216 - 1
3131120197 -1
621615238 -1
138.84.4641 -1
1388446458 -1

EOJOONCOEEEOD

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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Top Authenticated Users *

0 20 40 &0 80 ll.'.':l:l 12:0 14;(] lE:l.'J lE:CI 2(.':0 22:0

nadji.salaz ar I I I I I I I I I I I
alejandrovargas
devka.atencio
jorge.carracedo
jan.degracia
giorgio.torregrosa
mykola.sych
vladyslav didenko
genesis.rodriguez

mitchell. girard

Most Active Applications *

app Denied Success Total
GLESEC Workstation Logon 34 308 342
Cymulate 5 274 279
GLESEC INTRANET 5 223 228
Splunk 6 207 213
Palo Alto GlobalProtect 1 3 123 126
Palo Alto GlobalProtect 2 8 115 123
Glesec Server Logon 4 21 25
Skywatch 1 21 22
GLESEC WWW 0 4 4
Radware Cloud WAF 1 2 3
Skywatch Mobile App 0 1 1
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500
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Authentication Status in the Last 24 Hours *

Users with failed authentications *

user
jorge.carracedo
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
jan.degracia
giorgio.torregrosa
giorgio.torregrosa
jan.degracia
deyka.atencio
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa

giorgio.torregrosa

™ ©2023. GLESEC. All Rights Reserved.

Time

Fri Feb 27 2:53:48 2,026 UTC
Wed Feb 25 15:09:34 2,026 UTC
Wed Feb 25 15:10:02 2,026 UTC
Wed Feb 25 15:10:43 2,026 UTC
Wed Feb 25 15:26:51 2,026 UTC
Wed Feb 25 2:37:00 2,026 UTC
Wed Feb 25 19:08:31 2,026 UTC
Wed Feb 25 14:54:24 2,026 UTC
Fri Feb 20 19:39:46 2,026 UTC
Thu Feb 19 20:12:57 2,026 UTC
Tue Feb 10 20:21:23 2,026 UTC
Tue Feb 10 20:30:55 2,026 UTC
Tue Feb 10 20:32:32 2,026 UTC
Tue Feb 10 19:56:27 2,026 UTC
Wed Feb 11 15:04:11 2,026 UTC
Wed Feb 11 19:17:59 2,026 UTC

PROPRIETARY & CONFIDENTIAL

User Approved - 1,076

Allow Unenrolled Usar- 118
Valid Passcode - 103

No Response - 53

User Cancelled - 5
user_not_in_permitted group - 4
invalid_passcode- 3
user_mistake - 2

EODO OO ENEN

src_ip

0.0.0.0
172.28.2.86
172.28.2.86
172.28.2.86
172.28.2.86
179.63.197.202
0.0.0.0

0.0.0.0
179.63.197.202
138.84.46.41
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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user
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
nadji.salazar
nadji.salazar
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
nadji.salazar
jorge.carracedo
giorgio.torregrosa
jorge.carracedo
vladyslav.didenko
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
jorge.carracedo
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
genesis.rodriguez
giorgio.torregrosa
vladyslav.didenko

vladyslav.didenko

GLESEC. All Rights Reserved.

Time

Thu Feb 12 23:06:15 2,026 UTC
Wed Feb 11 18:39:20 2,026 UTC
Tue Feb 10 14:44:04 2,026 UTC
Tue Feb 10 13:36:41 2,026 UTC
Mon Feb 9 17:53:55 2,026 UTC
Mon Feb 9 20:23:08 2,026 UTC
Mon Feb 9 16:44:39 2,026 UTC
Thu Feb 5 17:23:08 2,026 UTC
Thu Feb 5 15:11:36 2,026 UTC
Thu Feb 5 15:12:24 2,026 UTC
Wed Feb 4 17:58:21 2,026 UTC
Wed Feb 4 2:47:16 2,026 UTC
Wed Feb 4 15:02:20 2,026 UTC
Wed Feb 4 12:10:47 2,026 UTC
Mon Feb 2 17:16:56 2,026 UTC
Sat Feb 28 4:38:04 2,026 UTC
Fri Feb 27 16:34:37 2,026 UTC
Fri Feb 27 3:21:28 2,026 UTC
Wed Feb 25 8:04:22 2,026 UTC
Wed Feb 25 8:48:58 2,026 UTC
Wed Feb 25 20:37:00 2,026 UTC
Tue Feb 24 15:07:09 2,026 UTC
Tue Feb 24 15:49:21 2,026 UTC
Tue Feb 24 10:22:16 2,026 UTC
Mon Feb 23 14:57:28 2,026 UTC
Mon Feb 23 16:26:05 2,026 UTC
Fri Feb 20 8:27:29 2,026 UTC
Fri Feb 20 8:42:35 2,026 UTC
Thu Feb 12 13:19:56 2,026 UTC
Tue Feb 3 13:42:05 2,026 UTC
Tue Feb 3 13:44:26 2,026 UTC
Tue Feb 3 8:07:48 2,026 UTC
Fri Feb 27 0:07:19 2,026 UTC
Thu Feb 26 15:41:59 2,026 UTC
Thu Feb 26 15:43:01 2,026 UTC

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

src_ip

0.0.0.0

0.0.0.0

0.0.0.0
138.84.46.49
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
179.63.197.202
179.63.197.202
0.0.0.0
104.136.42.243
0.0.0.0
176.39.32.17
179.63.197.202
0.0.0.0
104.136.42.243
0.0.0.0
176.39.32.17
31.31.120.197
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
159.89.29.216
176.39.32.17
62.16.15.238
176.39.32.17
176.39.32.17
179.63.197.202
104.136.42.243
77.121.100.13
77.121.100.13

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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user
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
nadji.salazar
giorgio.torregrosa
vladyslav.didenko
nadji.salazar
nadji.salazar
giorgio.torregrosa
jan.degracia
jan.degracia
mycola.sych

giorgio.torregrosa

Time

Thu Feb 26 15:44:20 2,026 UTC
Wed Feb 25 18:24:48 2,026 UTC
Wed Feb 25 16:20:00 2,026 UTC
Tue Feb 24 20:13:53 2,026 UTC
Tue Feb 24 19:07:46 2,026 UTC
Tue Feb 24 19:17:42 2,026 UTC
Tue Feb 24 14:20:02 2,026 UTC
Mon Feb 23 20:05:01 2,026 UTC
Thu Feb 19 11:31:00 2,026 UTC
Sat Feb 14 6:33:47 2,026 UTC
Sat Feb 14 6:34:58 2,026 UTC
Thu Feb 12 14:33:53 2,026 UTC
Sat Feb 7 2:51:07 2,026 UTC
Sat Feb 7 2:52:36 2,026 UTC
Thu Feb 5 10:20:59 2,026 UTC

Authentications left as No response by Users *

Username
jorge.carracedo
jorge.carracedo
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
jorge.carracedo
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko

genesis.rodriguez

= GLESEC

COMPLETELY PERCEPTI

src_ip
77.121.100.13
0.0.0.0
72.17.12.234
0.0.0.0

0.0.0.0
143.105.67.194
0.0.0.0

0.0.0.0
176.39.32.17
0.0.0.0

0.0.0.0
104.136.42.243
179.63.197.202
179.63.197.202
77.121.100.13

GLESEC. All Rights Reserved.

Wed Feb 4 19:36:10 2,026 UTC 0.0.0.0

IP Address Time

0.0.0.0 Sat Feb 28 4:38:04 2,026 UTC

0.0.0.0 Fri Feb 27 3:21:28 2,026 UTC

176.39.32.17 Wed Feb 25 8:04:22 2,026 UTC

0.0.0.0 Wed Feb 25 20:37:00 2,026 UTC

0.0.0.0 Tue Feb 24 15:07:09 2,026 UTC

0.0.0.0 Tue Feb 24 15:49:21 2,026 UTC

0.0.0.0 Tue Feb 24 10:22:16 2,026 UTC

0.0.0.0 Mon Feb 23 14:57:28 2,026 UTC

0.0.0.0 Mon Feb 23 16:26:05 2,026 UTC

159.89.29.216 Fri Feb 20 8:27:29 2,026 UTC

176.39.32.17 Fri Feb 20 8:42:35 2,026 UTC

62.16.15.238 Thu Feb 12 13:19:56 2,026 UTC

176.39.32.17 Tue Feb 3 13:42:05 2,026 UTC

176.39.32.17 Tue Feb 3 13:44:26 2,026 UTC

179.63.197.202 Tue Feb 3 8:07:48 2,026 UTC
PROPRIETARY & CONFIDENTIAL LATAM HQ

+507 836-5355

US HQ
+1 (321) 430-0500
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Username
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
nadji.salazar
giorgio.torregrosa
vladyslav.didenko
nadji.salazar
nadji.salazar
jan.degracia
giorgio.torregrosa
jorge.carracedo
jan.degracia
giorgio.torregrosa
giorgio.torregrosa
jan.degracia
deyka.atencio
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa

nadji.salazar

GLESEC. All Rights Reserved.

IP Address
77.121.100.13
77.121.100.13
77.121.100.13
0.0.0.0

0.0.0.0

0.0.0.0
143.105.67.194
0.0.0.0

0.0.0.0
176.39.32.17
0.0.0.0

0.0.0.0
179.63.197.202
0.0.0.0

0.0.0.0
179.63.197.202
0.0.0.0

0.0.0.0
179.63.197.202
138.84.46.41
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
138.84.46.49
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
179.63.197.202

= GLESEC

COMPLETELY PERCEPTI

Time

Thu Feb 26 15:41:59 2,026 UTC
Thu Feb 26 15:43:01 2,026 UTC
Thu Feb 26 15:44:20 2,026 UTC
Wed Feb 25 18:24:48 2,026 UTC
Tue Feb 24 20:13:53 2,026 UTC
Tue Feb 24 19:07:46 2,026 UTC
Tue Feb 24 19:17:42 2,026 UTC
Tue Feb 24 14:20:02 2,026 UTC
Mon Feb 23 20:05:01 2,026 UTC
Thu Feb 19 11:31:00 2,026 UTC
Sat Feb 14 6:33:47 2,026 UTC
Sat Feb 14 6:34:58 2,026 UTC
Sat Feb 7 2:52:36 2,026 UTC
Wed Feb 4 19:36:10 2,026 UTC
Fri Feb 27 2:53:48 2,026 UTC
Wed Feb 25 2:37:00 2,026 UTC
Wed Feb 25 19:08:31 2,026 UTC
Wed Feb 25 14:54:24 2,026 UTC
Fri Feb 20 19:39:46 2,026 UTC
Thu Feb 19 20:12:57 2,026 UTC
Tue Feb 10 20:21:23 2,026 UTC
Tue Feb 10 20:30:55 2,026 UTC
Tue Feb 10 20:32:32 2,026 UTC
Tue Feb 10 19:56:27 2,026 UTC
Wed Feb 11 15:04:11 2,026 UTC
Wed Feb 11 19:17:59 2,026 UTC
Thu Feb 12 23:06:15 2,026 UTC
Wed Feb 11 18:39:20 2,026 UTC
Tue Feb 10 14:44:04 2,026 UTC
Tue Feb 10 13:36:41 2,026 UTC
Mon Feb 9 17:53:55 2,026 UTC
Mon Feb 9 20:23:08 2,026 UTC
Mon Feb 9 16:44:39 2,026 UTC
Thu Feb 5 17:23:08 2,026 UTC
Thu Feb 5 15:11:36 2,026 UTC

PROPRIETARY & CONFIDENTIAL LATAM HQ

+507 836-5355

US HQ
+1 (321) 430-0500
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Username
giorgio.torregrosa
giorgio.torregrosa

vladyslav.didenko

IP Address
0.0.0.0
0.0.0.0
176.39.32.17

= GLESEC

Time

Wed Feb 4 17:58:21 2,026 UTC
Wed Feb 4 15:02:20 2,026 UTC
Wed Feb 4 12:10:47 2,026 UTC

COMPLETELY PERCEPTI

Users with Invalid Passcode *

Username
giorgio.torregrosa
giorgio.torregrosa

mycola.sych

Call timed out by Users *

Username
jorge.carracedo
jorge.carracedo
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
jorge.carracedo
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
genesis.rodriguez
jorge.carracedo
jan.degracia
giorgio.torregrosa
giorgio.torregrosa
jan.degracia

deyka.atencio

GLESEC. All Rights Reserved.

Time

Fri Feb 27 16:34:37 2,026 UTC
Fri Feb 27 0:07:19 2,026 UTC
Thu Feb 5 10:20:59 2,026 UTC

Time

Sat Feb 28 4:38:04 2,026 UTC
Fri Feb 27 3:21:28 2,026 UTC
Wed Feb 25 8:04:22 2,026 UTC
Wed Feb 25 20:37:00 2,026 UTC
Tue Feb 24 15:07:09 2,026 UTC
Tue Feb 24 15:49:21 2,026 UTC
Tue Feb 24 10:22:16 2,026 UTC
Mon Feb 23 14:57:28 2,026 UTC
Mon Feb 23 16:26:05 2,026 UTC
Fri Feb 20 8:27:29 2,026 UTC

Fri Feb 20 8:42:35 2,026 UTC
Thu Feb 12 13:19:56 2,026 UTC
Tue Feb 3 13:42:05 2,026 UTC
Tue Feb 3 13:44:26 2,026 UTC
Tue Feb 3 8:07:48 2,026 UTC

Fri Feb 27 2:53:48 2,026 UTC
Wed Feb 25 2:37:00 2,026 UTC
Wed Feb 25 19:08:31 2,026 UTC
Wed Feb 25 14:54:24 2,026 UTC
Fri Feb 20 19:39:46 2,026 UTC
Thu Feb 19 20:12:57 2,026 UTC

PROPRIETARY & CONFIDENTIAL

IP Address
104.136.42.243
104.136.42.243
77.121.100.13

IP Address
0.0.0.0

0.0.0.0
176.39.32.17
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
159.89.29.216
176.39.32.17
62.16.15.238
176.39.32.17
176.39.32.17
179.63.197.202
0.0.0.0
179.63.197.202
0.0.0.0

0.0.0.0
179.63.197.202
138.84.46.41

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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Username Time IP Address
giorgio.torregrosa Tue Feb 10 20:21:23 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 20:30:55 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 20:32:32 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 19:56:27 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 11 15:04:11 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 11 19:17:59 2,026 UTC 0.0.0.0
giorgio.torregrosa Thu Feb 12 23:06:15 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 11 18:39:20 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 14:44:04 2,026 UTC 0.0.0.0
deyka.atencio Tue Feb 10 13:36:41 2,026 UTC 138.84.46.49
giorgio.torregrosa Mon Feb 9 17:53:55 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 9 20:23:08 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 9 16:44:39 2,026 UTC 0.0.0.0
giorgio.torregrosa Thu Feb 5 17:23:08 2,026 UTC 0.0.0.0
nadji.salazar Thu Feb 5 15:11:36 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 4 17:58:21 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 4 15:02:20 2,026 UTC 0.0.0.0
vladyslav.didenko Wed Feb 4 12:10:47 2,026 UTC 176.39.32.17

vladyslav.didenko
vladyslav.didenko

vladyslav.didenko

Thu Feb 26 15:41:59 2,026 UTC
Thu Feb 26 15:43:01 2,026 UTC
Thu Feb 26 15:44:20 2,026 UTC

77.121.100.13
77.121.100.13
77.121.100.13

giorgio.torregrosa Wed Feb 25 18:24:48 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 20:13:53 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 19:07:46 2,026 UTC 0.0.0.0
deyka.atencio Tue Feb 24 19:17:42 2,026 UTC 143.105.67.194
nadji.salazar Tue Feb 24 14:20:02 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 23 20:05:01 2,026 UTC 0.0.0.0
vladyslav.didenko Thu Feb 19 11:31:00 2,026 UTC 176.39.32.17
nadji.salazar Sat Feb 14 6:33:47 2,026 UTC 0.0.0.0
nadji.salazar Sat Feb 14 6:34:58 2,026 UTC 0.0.0.0
jan.degracia Sat Feb 7 2:52:36 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 4 19:36:10 2,026 UTC 0.0.0.0
< GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500
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Authentications Cancelled by the Users *

Username Time IP Address
vladyslav.didenko Wed Feb 25 8:48:58 2,026 UTC 31.31.120.197
giorgio.torregrosa Wed Feb 4 2:47:16 2,026 UTC 104.136.42.243
giorgio.torregrosa Wed Feb 25 16:20:00 2,026 UTC 72.17.12.234
giorgio.torregrosa Thu Feb 12 14:33:53 2,026 UTC 104.136.42.243
jan.degracia Sat Feb 7 2:51:07 2,026 UTC 179.63.197.202

Most Successful Authenticated Countries *

0+ 10+ 50+ 100+ 500+ 1000+ 5000+ 10000+

Countries with Most Failed Authentications *

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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0+ 10+ 50+ 100+ 500+ 1000+ 5000+ 10000+

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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Trusted Access In Last 6 Months

1400
1200 4
1000 - e
800 L
600
400 |
200
Saptember October Movember December January February March
— Allow Unenrolled User — Mo Response — User Approved
— User Cancelled — WValid Passcode  — derny_unenrolled_user
— invalid_passcode — user_mistake  — user_not_in_permitted_group
Successful and Failed Authentications *
1200
1000 -
800 4
G600 4
400 -
200 4
— I
January Februany March
m Allow Unenrolled User B NoResponss W User Approved
B User Cancelled H Valid Passcode MW invalid passcode
B user_not_in_permitted group
©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

"

+507 836-5355

+1 (321) 430-0500
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Successful Authentications *

Allow Unenrolled Ussr- 118
Mo Response - 53

User Approved - 1,076
User Cancelled - 5

Walid Passcode - 103

invalid_passcode - 3
user_mistake - 2
user_not_in_permitted group - 4
null - 2

EOODONOENNDO

Successful Authentications by Factor *

[ Duo Push - 1,136
O Mot fvailable - 124
B SMS Passcode - 106

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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Authentication Per Country *

Panama - 581
Ukraine - 217
United States - 186
India - 14
Germany - 1

EOOWEO

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ UsS HQ
+507 836-5355 +1 (321) 430-0500



