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TLP AM B E R About this report
M SS' BOT RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-BOT as
displayed in the service dashboard.

Bot Hits

95
Signatures

12
Transactions

95

Impacted Paths
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Bot Classification

O Known bad bot signatures - 89
m Misbehaving legitimate bots- &

Top Bad Bot IPs

153518 205.58
172104417
139144 52.241
35.211.88.178

161.35.76.130
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Top Impacted Paths
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htt ps:/fcacjapp.organojudicial.gob.pal
https:.ficacjapp.organojudicial.gob.par...
htt ps:/fsigerh.organojudicial.gob.pa/

https:/fsigerh.orngancjudicial. gob.pain. ..

Bot Action

m Allow - 95
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Bot Violation

O AnomalousRequest Packet - 66
®m Known Anomalous User Agents - 29

Bot Activity Map
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China - 2 Germany - 33 Russia - 2 United States - 45
Israel - 13

Top User Agents

Peak Times By Bot Classification

Peak Time Category Count
3/07/2024 10:00:00 AM Misbehaving legitimate bots 3

5/07/2024 16:00:00 PM Known bad bot signatures 6

9/07/2024 6:00:00 AM Known bad bot signatures 6

12/07/2024 1:00:00 AM Misbehaving legitimate bots 3

28/07/2024 13:00:00 PM Known bad bot signatures 6
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= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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