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TLP AM B E R About this report
AS M 'VP RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the ASM-VP as displayed
in the service dashboard.

Assets

MSS-EPCM

Devices Reporting Home

MSS-BRAND
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Vulnerability
MSS-EPM

Total Patches Deployed

Total Failed Patch Deployments

Number of Machines Deployed To
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Patch Scans

Scan Name

GOC _Orlando
AWS Servers
GOC_Panama
GOC _Orlando
AWS Servers
GOC_Panama

GOC_Panama
AWS_Servers
GOC _Orlando
GOC_Panama
GOC _Orlando
AWS Servers

Start Date

Mon Feb 23 7:00:22 UTC 2,026
Mon Feb 23 7:00:20 UTC 2,026
Mon Feb 23 7:00:19 UTC 2,026
Mon Feb 23 6:00:34 UTC 2,026
Mon Feb 23 6:00:30 UTC 2,026
Mon Feb 23 6:00:26 UTC 2,026
Sat Feb 21 5:00:11 UTC 2,026

Sat Feb 21 5:00:10 UTC 2,026

Sat Feb 21 5:00:10 UTC 2,026

Sat Feb 21 0:00:17 UTC 2,026

Sat Feb 14 5:00:11 UTC 2,026

Sat Feb 14 5:00:10 UTC 2,026

Sat Feb 14 5:00:10 UTC 2,026

Sat Feb 14 0:00:14 UTC 2,026

Mon Feb 9 7:00:23 UTC 2,026

Mon Feb 9 7:00:22 UTC 2,026

Mon Feb 9 7:00:16 UTC 2,026

Mon Feb 9 6:00:41 UTC 2,026

Mon Feb 9 6:00:38 UTC 2,026

Mon Feb 9 6:00:28 UTC 2,026

Patch Deployments

Time Started

Sat Feb 7 5:02:09 UTC 2,026
Sat Feb 7 5:01:27 UTC 2,026
Mon Feb 2 7:07:08 UTC 2,026
Mon Feb 2 6:35:38 UTC 2,026
Mon Feb 2 6:35:30 UTC 2,026
Sat Jan 31 5:03:55 UTC 2,026
Sat Jan 31 5:02:48 UTC 2,026
Sat Jan 31 5:02:43 UTC 2,026
Sat Jan 31 5:01:12 UTC 2,026

GLESEC. All Rights Reserved.

Bulletin ID
CHROME-260203
WEBVIEW2-260205
CHROME-260128
CHROME-260128
CHROME-260128
MEDGE-260129
CHROME-260128
NPPP-260126
NPPP-260126

KB

QGC14407559133
QWBVW14403719115
QGC14407559110
QGC14407559110
QGC14407559110
QMEDGE14403719194
QGC14407559110
QNPPP891

QNPPP891

PROPRIETARY & CONFIDENTIAL
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Scan Completed

true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Host

GOC-PMAL.in.glesec.com
MSS-EPM.in.glesec.com

172.28.2.77

172.28.2.77

172.28.2.77

GOC-PMAL.in.glesec.com
GOC-PMAL.in.glesec.com
GOC-PMAL.in.glesec.com
GLESEC-AWS-CYMULATE.GLESEC.com

LATAM HQ
+507 836-5355

US HQ
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Failed Patch Installations

Last Updated Bulletin ID KB Host

Fri Feb 13 2:52:26 UTC 2,026 FILEZ-240207 QFILEZ3665X64  172.28.2.77

Mon Feb 2 7:09:49 UTC 2,026 SPLNKF92-251010 QSPLNKF9210 172.28.2.77

Mon Feb 2 7:08:26 UTC 2,026 SPLNKF91-250429 QSPLNKF919 172.28.2.77

Mon Feb 2 6:43:32 UTC 2,026 CHROME-260128 QGC14407559110 GOC-PANAMAS.in.glesec.com

Top Patched Bulletins

CHROME-260128 - 2
CHROME-260203 - 1
MEDGE-260129 - 1
NPPP-200126 - 2
WEBVIEW 2-260205 - 1

EOOEO
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Patch Installation Status

4.0 -
3.5_f
3.0_2
2.5-5
2.o-f
1.5_3
1.0_3

0.5

GLESEC-AW S-CYMULATE.GL .. GOCPANAMAS. in.glessc. .. GOCPMALin.glessc com... MSS-EPM.in.glesac.com...

W Complete m Failed

MSS-BAS Email

Cymulate Score

%

MSS-BAS Web

Cymulate Score

58%

Simulation Summary

Penetrated : 12,544 / Total Tests: 21,769
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Penetrations by Severity

o medium - 7,752

0 high - 637
m low- 223
Browsing Sent
0 8000 16000
1 1 1 1 I 1 I 1 1 1 I 1 1 1
Fhishing
Policy
Fles
Files Policy
C&L
" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Browsing Penetrated

0 1000 2000 3000 4000 5000 6000 7000
Lo b b b b b b b b b b b b b bl

Phishing
Policy
Fles

Fles Policy

CEL

Percent Penetrated

58%

Simulations Sent/Penetrated

Category Penetrated Total
Phishing 7,272 16,120
Policy 3,754 4,035
Files 1,314 1,340
Files Policy 178 180
C&C 26 94

MSS-BAS WAF

Cymulate Score

%
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Simulation Summary

Penetrated : 2 / Total Tests: 14,052

WAF Sent
10000 —

000 -

000

TO00

G000

5000

4000

3000 -

2000

1000 -

m Blank B CategoriesWAF Bypasstotal m Command Injection
B Fleinclusion W MoSOL Injection W Path Traversal

B SOldnjection W SSRF W XML-njection
B XSS5

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500



-~ GLESEC

ASM-VP REPORT COMPLETELY PERCEPTI
GLESEC 02/27/2026

WAF Penetrated

1.0 -
0.5 -
1
B Blank B CategoriesWAF Bypass.arived m Command Injection
W Fleinclusion ®W MNoSQL Injection W Path Traversal
B S0ldnjection mW SSRF W XML-Injection
W X535
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Penetrations by Severity

O High- 1
O Medium - 0
o Low-1

Percent Penetrated

0%

Simulations Sent/Penetrated

Command  File NoSQL Path SQL-Injection SSRF WAF XML-Injection XSS

Injection Inclusion Injection Traversal Bypass

494 384 82 2,664 694 194 0 42 9,498
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Security Validation

MSS-BAS Phishing

Cymulate Score

%

MSS-BAS EDR

cymulate score

12%

Simulation Summary

Penetrated : 0 / Sent : 62

Ransomware based code execution

Penetrated : 0 / Total Tests: 0

Malware based execution

Not detected : 0/ Total: 0

Trojan based code execution

penetrated : 0 / Total tests : 62

- o GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Ransomware Scenarios blocked

100%
Malware Signatures blocked

100%
Trojan Scenarios blocked

100%

Worm based code execution

penetrated : 0 / Total tests : 0

Worm Scenarios blocked

100%
Percent Penetrated
0%
Simulations Sent/Penetrated
Category Penetrated Total
Trojan 0 62
Ransomware 0 0
Worm 0] 0
Antivirus 0 0
- GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ
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MSS-BAS IMTHREAT

Cymulate Score

%

Simulation Summary

Penetrated: 0 / Total: O

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500



-~ GLESEC

ASM-VP REPORT COMPLETELY PERCEPTI
GLESEC 02/27/2026

Threats
MSS-UTM
MSS-EDR

Average Threat - User Defined

65

Threat Score

500 -
450
400 3
350
300
250 -
200 3
150
100 -

50

August Saptember October Maovernber December January Februany

m files m hosts @ users
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Events by File Path - User Defined

00 [idle process](Path not found] - 17
m Jusrfbinfcat - 14

Events by Host Name - User Defined

de-client-02 - 4
ip-192-168-102-35 - 3
msstaso - 3
MSS-CSMEBLADEX - 2
ansiblein.glessc.com- 2
MSS5-CSMETROPIGAS - 2
MSS-CSMEW INSOUTHCLU - 2
msstastropigas- 2
organoqudicial-syslog - 2
DC-CLIENT- 1

EOONOEN EE OO
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Events by Event Name - User Defined

O Metwork Activity Inspecti... - Port Scanning In (TCP) - 17
M ProcessMonitoring - 14

High Severity Events by Event Name - User Defined

B ProcessMonitoring - 14
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Brute Force Detection by Ratio - User Defined

Host \ User Name Ratio (Bad : Good) Probability

veeam_server\administrator 252 :107 2.36

High Severity Events

Host File Path Severity count
WINSOUTHCU-Duo-Proxy Jusr/bin/cat 4 1
ansible.in.glesec.com Jusr/bin/cat 4 2
ip-192-168-102-35 fusr/bin/cat 4 3
mss-tas-bladex Jusr/bin/cat 4 1
mss-tas-oj Jusr/bin/cat 4 3
mss-tas-tropigas fusr/bin/cat 4 2
organo-judicial-syslog usr/bin/cat 4 2
Events
8000 —
7000 4
000 -
5000 -
4000 -
3000 4
2000
1000 4
August September Cctober November Decermber January February
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Total Hosts - User Defined

34

High Severity Events by File Path - User Defined

File Path Severity Event Count
Jusr/bin/cat 4 14

High Severity Events by Host Name - User Defined

Host Severity Event Count
ip-192-168-102-35 4 3

mss-tas-oj 4 3
ansible.in.glesec.com 4 2
mss-tas-tropigas 4 2
organo-judicial-syslog 4 2
WINSOUTHCU-Duo-Proxy 4 1
mss-tas-bladex 4 1
Total Attacks over 24 hours

Critical Attacks over 24 hours

™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Block Events

Applications

Activity Alerts

Activity

MSS-DLP

2 accesses were performed from Ukraine, Odesa in the past day

9 accesses were performed from Ukraine, Odesa in the past day

2 accesses were performed from Ukraine, N/A in the past day

1 accesses were performed from Ukraine, Odesa in the past day

4 accesses were performed from Ukraine, Odesa in the past day

2 accesses were performed from Ukraine, Odesa in the past day

eduardo.anguizola@glesec.com (external user) performed DeletePath on 74 files

in the past hour

eduardo.anguizola@glesec.com (external user) performed DeletePath on 74 files

in the past day

4 accesses were performed from Ukraine, Odesa in the past day

1 accesses were performed from Ukraine, Odesa in the past day

Total Users - Last 30 days

™ ©2023. GLESEC. All Rights Reserved.

MSS-BOT

PROPRIETARY & CONFIDENTIAL

State

OPENED
OPENED
OPENED
OPENED
OPENED

= GLESEC

COMPLETELY PERCEPTI

Date Created

2026-02-24T12:34:22.560Z
2026-02-19T19:54:16.3727Z
2026-02-19T16:34:11.607Z
2026-02-17T15:24:19.697Z
2026-02-16T16:54:20.4427

RESOLVED 2026-01-20T14:44:59.648Z

RESOLVED 2026-01-13T13:53:29.861Z

RESOLVED 2026-01-13T13:53:29.596Z

RESOLVED 2026-01-08T16:14:08.554Z

OPENED

2026-01-06T12:54:14.085Z

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500



= GLESEC

COMPLETELY PERCEPTI

ASM-VP REPORT

GLESEC 02/27/2026
Bot Hits
1,202
Signatures
10
Transactions

1,202

Impacted Paths

180

Bot Classification

Invalid User Agents - 10

Legacy Browsers- 6

Malicious Headers - 1,159

Multiple different browse. .. same User Session Cookie - 3
Automation User Agent- 1

Standard Header Anomaly - 23

ECOOEON

g™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Top Bad Bot IPs

18.218.45.31 |
18.223.180.61 |
107.174.244.114 |

141.98.11.44 |

Top Impacted Paths

0 20 40 &0 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360
T T S A T AR R |

hitt ps:/fwww.glesec. comy l
hitt p: i skywat ch.glesec.com/ I

https:ifskywatch.glessc. comfsamli2fduoy... I

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Bot Action

O Block Access- 1,163
m Challenge CAFTCHA - 39

Bot Violation

Accept header not received - 1

Accept language header not received - 1
Header Walue Anomaly - 1,157

Known Anomalous Userfgents - 1

Outdated BrowserVersions - 1

Static User Session Cooki.. ltiple User Agent sources- 3
Anomalous Request Packet - 37

EODOOEOE NN

sac-fetch-site header is .. .his major browserwversion - 1

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ Us HQ
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Bot Activity Map

0+ 10+ 50+ 100+ 500+ 1000+ 5000+ 10000+
Singapore - 1 Bangladesh - 1 China - 12 India - 1
Ireland - 1,152 Lithuania - 3 United States - 32

Top User Agents

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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Peak Times By Bot Classification

Peak Time

28/01/2026 0:00:00 AM
28/01/2026 1:00:00 AM
28/01/2026 2:00:00 AM
28/01/2026 2:00:00 AM
28/01/2026 2:00:00 AM
28/01/2026 0:00:00 AM
28/01/2026 1:00:00 AM

Category

Invalid User Agents

Invalid User Agents

Legacy Browsers

Malicious Headers

Multiple different browsers for same User Session Cookie
Standard Header Anomaly

Automation User Agent

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL
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Count

1,156

10

US HQ
+1 (321) 430-0500
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Trusted Access

MSS-TAS

Total Users *

39

Average Authentications by Hour of the Day

4.0 5
3.5—5
3.0—5
2.5—2
2.0—f

15

10
. I I I I
1 2 3 4 5 3

W date hour W Success @ Denied

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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Top of Failed Authentications *

Mo Response - 64

User Cancelled - &
user_not_in_permitted group - 4
user_mistake - 2
invalid_passcode - 2

EOOEDO

Top Authentications Failed by IPs *

179.63.197.202 - 14
176.39.32.17- 9
77.121.100.13 - 4
172.28.286 - 4
104.136.42.243 - 3
138.84.4641 - 1
135.84.46.49 - 1
143.105.67.154 - 1
721712234 - 1
159.88.29.216 - 1

EOONCEEEROD

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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Top Authenticated Users *

0 20 40 8] g0 ll.'.':l:l 12|0 14|0 IEICI 15:0 2(3:0 22|0 24;0
nadji.salaz ar I I I I I I I I I I I I

alejandrovargas
jorge.carracedo
devka.atencio
jan.degracia
giorgio.torregrosa
mykola.sych
genesis.rodriguez

vladyslaw didenko

wanvaldes

Most Active Applications *

app Denied Success Total
GLESEC Workstation Logon 36 346 382
Cymulate 8 307 315
GLESEC INTRANET 5 232 237
Splunk 8 228 236
Palo Alto GlobalProtect 1 5 124 129
Palo Alto GlobalProtect 2 10 113 123
Glesec Server Logon 4 21 25
Skywatch 1 20 21
GLESEC WWW 0 4 4
Radware Cloud WAF 1 1 2
Skywatch Mobile App 0 1 1
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500
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Authentication Status in the Last 24 Hours *

Users with failed authentications *

user
jorge.carracedo
vladyslav.didenko
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
jorge.carracedo
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
genesis.rodriguez

giorgio.torregrosa

" ©2

23. GLESEC. All Rights Reserved.

Time

Fri Feb 27 3:21:28 2,026 UTC
Wed Feb 25 8:04:22 2,026 UTC
Wed Feb 25 8:48:58 2,026 UTC
Wed Feb 25 20:37:00 2,026 UTC
Tue Feb 24 15:07:09 2,026 UTC
Tue Feb 24 15:49:21 2,026 UTC
Tue Feb 24 10:22:16 2,026 UTC
Mon Feb 23 14:57:28 2,026 UTC
Mon Feb 23 16:26:05 2,026 UTC
Fri Feb 20 8:27:29 2,026 UTC
Fri Feb 20 8:42:35 2,026 UTC
Thu Feb 12 13:19:56 2,026 UTC
Tue Feb 3 13:42:05 2,026 UTC
Tue Feb 3 13:44:26 2,026 UTC
Tue Feb 3 8:07:48 2,026 UTC
Thu Jan 29 17:22:14 2,026 UTC

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

EODO OO ENEN

+507 836-5355

User Approved - 1,172
Allow Unenrolled Ussr- 119
Walid Passcode - 106

No Response - 64

User Cancelled - 6

user_not_in_permitted_group -

invalid_passcode - 2
user_mistake - 2

src_ip

0.0.0.0
176.39.32.17
31.31.120.197
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
159.89.29.216
176.39.32.17
62.16.15.238
176.39.32.17
176.39.32.17
179.63.197.202
0.0.0.0

LATAM HQ

US HQ

+1 (321) 430-0500
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user

genesis.rodriguez
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko

giorgio.torregrosa

Time

Thu Jan 29 12:58:09 2,026 UTC
Thu Feb 26 15:41:59 2,026 UTC
Thu Feb 26 15:43:01 2,026 UTC
Thu Feb 26 15:44:20 2,026 UTC
Fri Feb 27 0:07:19 2,026 UTC

src_ip
179.63.197.202
77.121.100.13
77.121.100.13
77.121.100.13
104.136.42.243

giorgio.torregrosa Wed Feb 25 18:24:48 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 25 16:20:00 2,026 UTC 72.17.12.234
giorgio.torregrosa Tue Feb 24 20:13:53 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 19:07:46 2,026 UTC 0.0.0.0

deyka.atencio

nadji.salazar

Tue Feb 24 19:17:42 2,026 UTC
Tue Feb 24 14:20:02 2,026 UTC

143.105.67.194
0.0.0.0

giorgio.torregrosa Mon Feb 23 20:05:01 2,026 UTC 0.0.0.0
vladyslav.didenko Thu Feb 19 11:31:00 2,026 UTC 176.39.32.17
nadji.salazar Sat Feb 14 6:33:47 2,026 UTC 0.0.0.0
nadji.salazar Sat Feb 14 6:34:58 2,026 UTC 0.0.0.0

giorgio.torregrosa
jan.degracia
jan.degracia
mycola.sych
giorgio.torregrosa
nadji.salazar
nadji.salazar

nadji.salazar

Thu Feb 12 14:33:53 2,026 UTC
Sat Feb 7 2:51:07 2,026 UTC
Sat Feb 7 2:52:36 2,026 UTC
Thu Feb 5 10:20:59 2,026 UTC
Wed Feb 4 19:36:10 2,026 UTC
Wed Jan 28 16:10:40 2,026 UTC
Wed Jan 28 16:11:44 2,026 UTC
Wed Jan 28 16:35:29 2,026 UTC

104.136.42.243
179.63.197.202
179.63.197.202
77.121.100.13
0.0.0.0
179.63.197.202
179.63.197.202
179.63.197.202

jorge.carracedo Fri Feb 27 2:53:48 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 25 15:09:34 2,026 UTC 172.28.2.86
giorgio.torregrosa Wed Feb 25 15:10:02 2,026 UTC 172.28.2.86
giorgio.torregrosa Wed Feb 25 15:10:43 2,026 UTC 172.28.2.86
giorgio.torregrosa Wed Feb 25 15:26:51 2,026 UTC 172.28.2.86
jan.degracia Wed Feb 25 2:37:00 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 25 19:08:31 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 25 14:54:24 2,026 UTC 0.0.0.0
jan.degracia Fri Feb 20 19:39:46 2,026 UTC 179.63.197.202
deyka.atencio Thu Feb 19 20:12:57 2,026 UTC 138.84.46.41
giorgio.torregrosa Tue Feb 10 20:21:23 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 20:30:55 2,026 UTC 0.0.0.0

— GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500



TLP:AMBER

ASM-VP REPORT
GLESEC 02/27/2026

user
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
nadji.salazar
nadji.salazar
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
nadji.salazar
nadji.salazar
jorge.carracedo
jorge.carracedo
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
giorgio.torregrosa

vladyslav.didenko

Authentications left as No

Username

vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa

giorgio.torregrosa

GLESEC. All Rights Reserved.

= GLESEC

COMPLETELY PERCEPTI

Time src_ip
Tue Feb 10 20:32:32 2,026 UTC 0.0.0.0
Tue Feb 10 19:56:27 2,026 UTC 0.0.0.0
Wed Feb 11 15:04:11 2,026 UTC 0.0.0.0
Wed Feb 11 19:17:59 2,026 UTC 0.0.0.0
Thu Feb 12 23:06:15 2,026 UTC 0.0.0.0
Wed Feb 11 18:39:20 2,026 UTC 0.0.0.0
Tue Feb 10 14:44:04 2,026 UTC 0.0.0.0
Tue Feb 10 13:36:41 2,026 UTC 138.84.46.49
Mon Feb 9 17:53:55 2,026 UTC 0.0.0.0
Mon Feb 9 20:23:08 2,026 UTC 0.0.0.0
Mon Feb 9 16:44:39 2,026 UTC 0.0.0.0
Thu Feb 5 17:23:08 2,026 UTC 0.0.0.0

Thu Feb 5 15:11:36 2,026 UTC
Thu Feb 5 15:12:24 2,026 UTC
Wed Feb 4 17:58:21 2,026 UTC
Wed Feb 4 2:47:16 2,026 UTC
Wed Feb 4 15:02:20 2,026 UTC
Wed Feb 4 12:10:47 2,026 UTC
Mon Feb 2 17:16:56 2,026 UTC
FriJan 30 23:17:46 2,026 UTC
Fri Jan 30 20:52:57 2,026 UTC
Fri Jan 30 20:57:01 2,026 UTC

0.0.0.0

0.0.0.0
176.39.32.17

0.0.0.0

Thu Jan 29 11:43:53 2,026 UTC 176.39.32.17
Thu Jan 29 15:01:48 2,026 UTC 176.39.32.17
Thu Jan 29 15:02:49 2,026 UTC 176.39.32.17
Wed Jan 28 17:51:35 2,026 UTC 0.0.0.0

Wed Jan 28 9:10:43 2,026 UTC

response by Users *

IP Address Time

176.39.32.17 Wed Feb 25 8:04:22 2,026 UTC

0.0.0.0 Wed Feb 25 20:37:00 2,026 UTC
0.0.0.0 Tue Feb 24 15:07:09 2,026 UTC
0.0.0.0 Tue Feb 24 15:49:21 2,026 UTC

PROPRIETARY & CONFIDENTIAL LATAM HQ

+507 836-5355

179.63.197.202
179.63.197.202

104.136.42.243

179.63.197.202

179.63.197.202

179.63.197.202

178.137.206.234

US HQ
+1 (321) 430-0500
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ASM-VP REPORT
GLESEC 02/27/2026

Username
jorge.carracedo
jorge.carracedo
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
genesis.rodriguez
giorgio.torregrosa
genesis.rodriguez
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
nadji.salazar
giorgio.torregrosa
vladyslav.didenko
nadji.salazar
nadji.salazar
jan.degracia
giorgio.torregrosa
nadji.salazar
nadji.salazar
jorge.carracedo
jan.degracia
giorgio.torregrosa
giorgio.torregrosa
jan.degracia
deyka.atencio

giorgio.torregrosa

GLESEC. All Rights Reserved.

IP Address
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
159.89.29.216
176.39.32.17
62.16.15.238
176.39.32.17
176.39.32.17
179.63.197.202
0.0.0.0
179.63.197.202
77.121.100.13
77.121.100.13
77.121.100.13
0.0.0.0

0.0.0.0

0.0.0.0
143.105.67.194
0.0.0.0

0.0.0.0
176.39.32.17
0.0.0.0

0.0.0.0
179.63.197.202
0.0.0.0
179.63.197.202
179.63.197.202
0.0.0.0
179.63.197.202
0.0.0.0

0.0.0.0
179.63.197.202
138.84.46.41
0.0.0.0

= GLESEC

COMPLETELY PERCEPTI

Time

Fri Feb 27 3:21:28 2,026 UTC
Tue Feb 24 10:22:16 2,026 UTC
Mon Feb 23 14:57:28 2,026 UTC
Mon Feb 23 16:26:05 2,026 UTC
Fri Feb 20 8:27:29 2,026 UTC
Fri Feb 20 8:42:35 2,026 UTC
Thu Feb 12 13:19:56 2,026 UTC
Tue Feb 3 13:42:05 2,026 UTC
Tue Feb 3 13:44:26 2,026 UTC
Tue Feb 3 8:07:48 2,026 UTC
Thu Jan 29 17:22:14 2,026 UTC
Thu Jan 29 12:58:09 2,026 UTC
Thu Feb 26 15:41:59 2,026 UTC
Thu Feb 26 15:43:01 2,026 UTC
Thu Feb 26 15:44:20 2,026 UTC
Wed Feb 25 18:24:48 2,026 UTC
Tue Feb 24 20:13:53 2,026 UTC
Tue Feb 24 19:07:46 2,026 UTC
Tue Feb 24 19:17:42 2,026 UTC
Tue Feb 24 14:20:02 2,026 UTC
Mon Feb 23 20:05:01 2,026 UTC
Thu Feb 19 11:31:00 2,026 UTC
Sat Feb 14 6:33:47 2,026 UTC
Sat Feb 14 6:34:58 2,026 UTC
Sat Feb 7 2:52:36 2,026 UTC
Wed Feb 4 19:36:10 2,026 UTC
Wed Jan 28 16:11:44 2,026 UTC
Wed Jan 28 16:35:29 2,026 UTC
Fri Feb 27 2:53:48 2,026 UTC
Wed Feb 25 2:37:00 2,026 UTC
Wed Feb 25 19:08:31 2,026 UTC
Wed Feb 25 14:54:24 2,026 UTC
Fri Feb 20 19:39:46 2,026 UTC
Thu Feb 19 20:12:57 2,026 UTC
Tue Feb 10 20:21:23 2,026 UTC

PROPRIETARY & CONFIDENTIAL LATAM HQ

+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

ASM-VP REPORT
GLESEC 02/27/2026

Username
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
deyka.atencio
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
giorgio.torregrosa
nadji.salazar
giorgio.torregrosa
giorgio.torregrosa
vladyslav.didenko
nadji.salazar
jorge.carracedo
jorge.carracedo
giorgio.torregrosa
vladyslav.didenko
vladyslav.didenko
vladyslav.didenko
giorgio.torregrosa

vladyslav.didenko

IP Address
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
138.84.46.49
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
179.63.197.202
0.0.0.0

0.0.0.0
176.39.32.17
179.63.197.202
0.0.0.0
179.63.197.202
0.0.0.0
176.39.32.17
176.39.32.17
176.39.32.17
0.0.0.0
178.137.206.234

Users with Invalid Passcode *

Username
giorgio.torregrosa

mycola.sych

Call timed out by Users *

GLESEC. All Rights Reserved.

Time

Fri Feb 27 0:07:19 2,026 UTC
Thu Feb 5 10:20:59 2,026 UTC

PROPRIETARY & CONFIDENTIAL

= GLESEC

Time

Tue Feb 10 20:30:55 2,026 UTC
Tue Feb 10 20:32:32 2,026 UTC
Tue Feb 10 19:56:27 2,026 UTC
Wed Feb 11 15:04:11 2,026 UTC
Wed Feb 11 19:17:59 2,026 UTC
Wed Feb 11 18:39:20 2,026 UTC
Tue Feb 10 14:44:04 2,026 UTC
Tue Feb 10 13:36:41 2,026 UTC
Mon Feb 9 17:53:55 2,026 UTC
Mon Feb 9 20:23:08 2,026 UTC
Mon Feb 9 16:44:39 2,026 UTC
Thu Feb 5 17:23:08 2,026 UTC
Thu Feb 5 15:11:36 2,026 UTC
Wed Feb 4 17:58:21 2,026 UTC
Wed Feb 4 15:02:20 2,026 UTC
Wed Feb 4 12:10:47 2,026 UTC
Fri Jan 30 23:17:46 2,026 UTC
Fri Jan 30 20:52:57 2,026 UTC
Fri Jan 30 20:57:01 2,026 UTC
Thu Feb 12 23:06:15 2,026 UTC
Thu Jan 29 11:43:53 2,026 UTC
Thu Jan 29 15:01:48 2,026 UTC
Thu Jan 29 15:02:49 2,026 UTC
Wed Jan 28 17:51:35 2,026 UTC
Wed Jan 28 9:10:43 2,026 UTC

COMPLETELY PERCEPTI

IP Address

LATAM HQ
+507 836-5355

104.136.42.243
77.121.100.13

US HQ
+1 (321) 430-0500



-~ GLESEC

ASM-VP REPO RT COMPLETELY PERCEPTI
GLESEC 02/27/2026

Username Time IP Address
jorge.carracedo Fri Feb 27 3:21:28 2,026 UTC 0.0.0.0
vladyslav.didenko Wed Feb 25 8:04:22 2,026 UTC 176.39.32.17
giorgio.torregrosa Wed Feb 25 20:37:00 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 15:07:09 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 15:49:21 2,026 UTC 0.0.0.0
jorge.carracedo Tue Feb 24 10:22:16 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 23 14:57:28 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 23 16:26:05 2,026 UTC 0.0.0.0
vladyslav.didenko Fri Feb 20 8:27:29 2,026 UTC 159.89.29.216
vladyslav.didenko Fri Feb 20 8:42:35 2,026 UTC 176.39.32.17
vladyslav.didenko Thu Feb 12 13:19:56 2,026 UTC 62.16.15.238
vladyslav.didenko Tue Feb 3 13:42:05 2,026 UTC 176.39.32.17
vladyslav.didenko Tue Feb 3 13:44:26 2,026 UTC 176.39.32.17
genesis.rodriguez Tue Feb 3 8:07:48 2,026 UTC 179.63.197.202
giorgio.torregrosa Thu Jan 29 17:22:14 2,026 UTC 0.0.0.0

genesis.rodriguez
vladyslav.didenko
vladyslav.didenko

vladyslav.didenko

Thu Jan 29 12:58:09 2,026 UTC
Thu Feb 26 15:41:59 2,026 UTC
Thu Feb 26 15:43:01 2,026 UTC
Thu Feb 26 15:44:20 2,026 UTC

179.63.197.202
77.121.100.13
77.121.100.13
77.121.100.13

giorgio.torregrosa Wed Feb 25 18:24:48 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 20:13:53 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 24 19:07:46 2,026 UTC 0.0.0.0
deyka.atencio Tue Feb 24 19:17:42 2,026 UTC 143.105.67.194
nadji.salazar Tue Feb 24 14:20:02 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 23 20:05:01 2,026 UTC 0.0.0.0
vladyslav.didenko Thu Feb 19 11:31:00 2,026 UTC 176.39.32.17
nadji.salazar Sat Feb 14 6:33:47 2,026 UTC 0.0.0.0
nadji.salazar Sat Feb 14 6:34:58 2,026 UTC 0.0.0.0
jan.degracia Sat Feb 7 2:52:36 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 4 19:36:10 2,026 UTC 0.0.0.0

nadji.salazar

nadji.salazar

Wed Jan 28 16:11:44 2,026 UTC
Wed Jan 28 16:35:29 2,026 UTC

179.63.197.202
179.63.197.202

jorge.carracedo Fri Feb 27 2:53:48 2,026 UTC 0.0.0.0
jan.degracia Wed Feb 25 2:37:00 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 25 19:08:31 2,026 UTC 0.0.0.0

S GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500



-~ GLESEC

ASM-VP REPO RT COMPLETELY PERCEPTI
GLESEC 02/27/2026

Username Time IP Address
giorgio.torregrosa Wed Feb 25 14:54:24 2,026 UTC 0.0.0.0
jan.degracia Fri Feb 20 19:39:46 2,026 UTC 179.63.197.202
deyka.atencio Thu Feb 19 20:12:57 2,026 UTC 138.84.46.41
giorgio.torregrosa Tue Feb 10 20:21:23 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 20:30:55 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 20:32:32 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 19:56:27 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 11 15:04:11 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 11 19:17:59 2,026 UTC 0.0.0.0
giorgio.torregrosa Thu Feb 12 23:06:15 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 11 18:39:20 2,026 UTC 0.0.0.0
giorgio.torregrosa Tue Feb 10 14:44.04 2,026 UTC 0.0.0.0
deyka.atencio Tue Feb 10 13:36:41 2,026 UTC 138.84.46.49
giorgio.torregrosa Mon Feb 9 17:53:55 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 9 20:23:08 2,026 UTC 0.0.0.0
giorgio.torregrosa Mon Feb 9 16:44:39 2,026 UTC 0.0.0.0
giorgio.torregrosa Thu Feb 5 17:23:08 2,026 UTC 0.0.0.0
nadji.salazar Thu Feb 5 15:11:36 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 4 17:58:21 2,026 UTC 0.0.0.0
giorgio.torregrosa Wed Feb 4 15:02:20 2,026 UTC 0.0.0.0
vladyslav.didenko Wed Feb 4 12:10:47 2,026 UTC 176.39.32.17
nadji.salazar FriJan 30 23:17:46 2,026 UTC 179.63.197.202
jorge.carracedo Fri Jan 30 20:52:57 2,026 UTC 0.0.0.0
jorge.carracedo Fri Jan 30 20:57:01 2,026 UTC 179.63.197.202
vladyslav.didenko Thu Jan 29 11:43:53 2,026 UTC 176.39.32.17
vladyslav.didenko Thu Jan 29 15:01:48 2,026 UTC 176.39.32.17
vladyslav.didenko Thu Jan 29 15:02:49 2,026 UTC 176.39.32.17
giorgio.torregrosa Wed Jan 28 17:51:35 2,026 UTC 0.0.0.0

vladyslav.didenko

GLESEC. All Rights Reserved.

Wed Jan 28 9:10:43 2,026 UTC

PROPRIETARY & CONFIDENTIAL

178.137.206.234

LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500
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ASM-VP REPORT COMPLETELY PERCEPTI
GLESEC 02/27/2026

Authentications Cancelled by the Users *

Username Time IP Address
vladyslav.didenko Wed Feb 25 8:48:58 2,026 UTC 31.31.120.197
giorgio.torregrosa Wed Feb 25 16:20:00 2,026 UTC 72.17.12.234
giorgio.torregrosa Thu Feb 12 14:33:53 2,026 UTC 104.136.42.243
jan.degracia Sat Feb 7 2:51:07 2,026 UTC 179.63.197.202
nadji.salazar Wed Jan 28 16:10:40 2,026 UTC 179.63.197.202
giorgio.torregrosa Wed Feb 4 2:47:16 2,026 UTC 104.136.42.243

Most Successful Authenticated Countries *

0+ 10+ 50+ 100+ 500+ 1000+ 5000+ 10000+

Countries with Most Failed Authentications *

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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0+ 10+ 50+ 100+ 500+ 1000+ 5000+ 10000+

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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GLESEC 02/27/2026

Trusted Access In Last 6 Months

1400

1200—-

oo B

800 —_ . - - —

&00 —_

400 -

200 —-

August September October MNovember December January February

— Allow Unenrolled User — Mo Response — User Approved
— User Cancelled — WValid Passcode  — derny_unenrolled_user
— invalid_passcode — user_mistake  — user_not_in_permitted_group

Successful and Failed Authentications *

1000
00 —_
800 —-
Joo —-
GO0 —_
500 —-
400
300 —_
200 —_
100 —-
- ]
January February
m Allow Unenrolled User B NoResponss W User Approved
B User Cancelled H Valid Passcode MW invalid passcode
B user_not_in_permitted group
" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ Us HQ
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Successful Authentications *

Allow Unenrolled Ussr- 119

Mo Response - 64

User Approved - 1,172

User Cancelled - &

Valid Passcode - 106
invalid_passcode - 2
user_mistake - 2
user_not_in_permitted_group - 4

EOCOENOEEN

Successful Authentications by Factor *

[ SMSPasscode - 108
[0 Duo Push - 1,244
M Mot Available - 123

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ Us HQ
+507 836-5355 +1 (321) 430-0500
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GLESEC 02/27/2026

Authentication Per Country *

O Panama - 645
m Ukraine- 231
O United States - 177
O India- 14
B Germmany - 1
MSS-USB

IP Addresses - List

IP Address Count

52.202.46.35 38

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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ASM-VP REPORT COMPLETELY PERCEPTI
GLESEC 02/27/2026

IP Addresses - Top 10

W 52.202.46.35 - 38

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ UsS HQ
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