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About this report

This is a SKYWATCH report that presents the most
up-to-date information for the MSS-BOT as
displayed in the service dashboard.
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Bot Classification

Low & Slow attack - 4937

Malicious browsar behaviour - 43424
Reputational Intelligence - 14283
Krnown bad bot signatures - 45013
Malicious Intert detected - 2121
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Top Impacted Paths
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Bot Action
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Bot Violation

Bot Activity Map
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Bot operating from a serv... Outdated BrowserVersions - 39614

Fingerprint test failed /.. wnamic Turing test failed - 96
Header Key Anomaly - 520

Header Value Anomaly - 36717

Jawascript Parameter Anomaly - 637

Known Anomalous User Agents - 2620

Outdated BrowserVersions - 1878

Spoofed browser/User Agent - 1277

Bot operating from a serv... center, IP Rate limiting - 14283
Fngerprint test failed /.. poofed browser/User Agent - 4986
Integrity check failed - 202

Known Anomalous User Agents, Malicious Browsars - 697
Programmatic slow bots with signature tampering - 4948
Ratedimiting, User Session Cookie Rate limiting - 1303
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0+ 100+

Australia - 20

Canada - 2955
Indonesia - 6
Moldova - 2

Panama - 1090
Slovakia - 1

United Kingdom - 239
Argentina - 11

China - 87

Germany - 1221

Italy - 32

Myanmar - 6

Russia - 275

Spain - 35

United Arab Emirates - 5
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500+ 1000+

Bermuda - 122
Colombia - 9
Iran - 6
Morocco - 1
Poland - 126
Sweden - 44
Uruguay -1
Austria - 42
Czechia - 12
Hong Kong - 276
Latvia-5

Oman -4
Seychelles - 2
Switzerland - 23
United States - 54976

5000+ 10000+

Brazil - 30
Denmark - 23
Japan - 21
Netherlands - 346
Portugal - 1
Taiwan - 29
Vietnam - 29
Belgium - 491
Estonia - 1
India - 244
Lithuania - 1
Pakistan - 1
South Africa - 3
Thailand - 25
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50000+ 100000+

Cambodia - 41
Finland - 100
Luxembourg - 47
Norway - 19
Singapore - 842
Turkey - 24
Algeria - 6
Bosnia and Herzegovina - 5
France - 1491
Ireland - 43520
Malaysia - 8
Romania - 32
South Korea - 76
Ukraine - 688
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Top User Agents

Mozilla/5.0 (Windows NT 10.0; Wins4d; x...
Mozilla/s.0 (compatible; PRTG Metworlk ...
Mozilla/5.0 (Windows NT 10.0; Wingd; x...
WordPress/6. 1.1, https fwww.glessc.co...

Mozilla/5.0 (X11; Linux x86_64) AppleW ..

Peak Times By Bot Classification

Peak Time

18/04/2023 13:00:00 PM
01/05/2023 12:00:00 PM
04/05/2023 10:00:00 AM
17/04/2023 13:00:00 PM
02/05/2023 10:00:00 AM

Category

Low & Slow attack

Malicious browser behaviour
Reputational Intelligence
Known bad bot signatures

Malicious Intent detected
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Count
132
6127
419
3402
386

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify

additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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