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TLP AM B E R About this report
M SS' D DOS RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-DDOS as
displayed in the service dashboard.

Total Attacks over 24 hours

55,955

Critical Attacks over 24 hours

43,951

Critical Attacks Blocked
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Executive Summary - Most Common Attack Durations
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range Access Anomalies Anti-Scanning GeoFeed
Thirty to Sixty Minutes 46 47 2 35
Ten to Thirty Minutes 0 22 2 25
Less Than A Minute 0 2 17 0
One to Five Minutes 0 2 6 10
Five to Ten Minutes 0 3 1 1
Executive Summary - Top Attacking Countries
@ China - 15169
O United States - 10,833
m Metherlands - 6,755
m Russia- 5,872
B Hungary - 1,180
0 Germany - 1,091
®m India - 851
O United Kingdom - 772
O Andorra - 740
W Taiwan - 602
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Types of Blocked Attacks
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Top Attack Sources
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Executive Summary - Types of Blocked Attacks

Access - 7,839
Anomalies- 852
Anti-Scanning - 6685
Behavioral-Dos - 4
DoS - 40

GeoFeed - 43,951
Intrusions - 117

EOOEO NN

Top Attack Type Per Protected Asset
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Geolocation Permanent. .

Black List TCP Port Scan TCP Scan

200.46.65.109 H 200.46.65.108 m 200.46.13.7
20048.13.5 m 20046.13.2 H 200.46.126.117
190.34.182.250 @ 190.34.182.243 m 190.34.182.234
190.34.182.227
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Top Blocked DDOS Types
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Executive Summary - Total Bandwidth/Packet Count by Attack Type

Category MB/s KB/s
GeoFeed 2.47 2,529.04
Anti-Scanning 1.06 1,080.81
Access 0.35 359.46
Anomalies 0.03 30.33
Intrusions 0.01 5.47
DoS 0.00 1.76
Behavioral-DoS 0.00 0.00
--Total Bandwidth-- 3.92 4,006.87
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Executive Summary - Attacks Blocked by Destination Port
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Total & Critical Attacks Per Month In Last 6 Months
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Executive Summary - Critical and Total Attacks In Past 24 Hours
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= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or

operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify

additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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