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What is the SKYWATCH®™ RISK PROCESS?

The SKYWATCH RISK PROCESS is a methodology to systematically reduce cybersecurity risk by following
NIST Special Publication 800-39 using real-time cybersecurity information. The SKYWATCH RISK PROCESS
depends on the combination of the SKYWATCH (ATTACK SURFACE MANAGEMENT) VULNERABILITY and
THREAT MITIGATION processes.

How does it work?

The SKYWATCH Platform is fully aligned and processes all the components of the NIST SP 800-39 model in
real-time. Below an illustration of the components of the framework.

Framing Assessment

RISK
NIST SP 800-39

Mitigation

The Framing component is configured based on the client’s environment and tolerance to risk conditions.
The Risk Assessment is automated based on the Risk Matrix (see below) constructed with real-time
information of threats and vulnerabilities to same assets. This also provides for monitoring and actionable
intelligence. The latter is handled with GLESEC’s Notable Events which are generated by SKYWATCH to
alert the 7x24x365 SOC personnel that is involved in the mitigation aspects following the Vulnerability and
the Threat Mitigation Processes.
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SKYWATCH represents RISK a vector of three variables as can be seen below.

GLESEC

Accepted & Actual Risk
Actual Risk

Accepted Risk

Confidence Risk

9%

Risk Element Dashboard presenting the three RISK metrics.

Actual Risk is the real-time risk calculated from the aggregation of conditions whereby threats are
targeting client’s assets that also have vulnerabilities.

Risk Tolerance is derived from the weighted average of information in the Acceptable Risk Table (during
setup) and applied to each of the components of threats and vulnerabilities obtained from Actual Risk.

Risk Confidence is the measure of confidence that the Risk information is representative. This is based on
the quantity and quality of cybersecurity information. The more information we have the higher the
confidence in the value of Risk. Note that if there is no Vulnerability or Threat information the Actual Risk
becomes “undetermined”, and the Risk Confidence is “0”. With full information Risk Confidence is 100%,
otherwise it is a calculated percentage based on the quantity and quality of the information.

How to use SKYWATCH to manage Risk?

The process starts with proper configuration setup. The client must complete answers to the tolerance
level questions and setup the company divisions or departments. Then the Baseline Process takes place.
This process is to discover assets (systems connected to the network), assign division, location, and impact
level. Once this is completed, all the threats and vulnerability and hence Risk will be calculated based on
the impact value, location, and division of these assets.
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GLESEC

Risk Determination

tem

Threats

Impact

Assumption
Porimeter

Perimeter Firewalls Inchuded

Perimeter DoS Mitigation included

Endpoint

Endpoint Detection and Response Included

Data Leakage

DLP included

Threat intslligence

Blocked critical perimeter attacks that persist over 30 days are included (this s to address potential intention)

‘Threat Intelligence Information that highlights of immediate and present threat is inchuded

itiss. Extern

External Vulnerabilities considered
internal

Internal Vulnerabilities considered

Vuinerability intelligence

Known exploits considered

Assets

Al external assets are identified weekly

Assets are defined as connected systems 1o the network
Al internal assets are identified weekly

Impact

All assets of high business relevance are identifiad, and Impact assigned

SKYWATCH Risk Determination information

Print Certificate

MSS-SIEM andjor MSS-UTM

MSS-DDOS andjor MSS-SIEM

MSS-EDR andjor MSS-SIEM

MSS-DLP

MS5-DDOS andjor MSS-UTM

MS5-BAS-IMTHREAT

MSS-VM andjor MSS-VME

MSS-VME
MSS-VM

MSS-VM

There are two tracks to Risk Management for GLESEC, one is built into the process automation and SOC

involvement and the other is performed by the client’s stakeholders.

The first one is the one described above, whereby the security information is flowing in real-time, creating
Risk Conditions and alerts which are followed up by the GLESEC SOC teams (GOCs) to remediate and
mitigate.

The client can:

Visualize Risk for the organization and departments.

Generate Reports that highlight Risk.

Monitor response by the organization and GLESEC in the process of Risk mitigation.

Obtain certification from GLESEC of Risk status.
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Risk Tolerance

RISK CONDITION

The organization has a tolerance for risk, allowing it to achieve its business goals and objectives in
a manner that is compliant with the laws and regulations in the jurisdiction in which it operates.

The Organization's tolerance for a Denial-of-Service Attack that can make the Internet facing
servers un-available is:

The organization has an appetite for the loss or breach of its business and customer data (on an
attack to the Internet facing systems) in pursuit of its goals of:

The organization has an appetite for a defacement of its Internet facing web sites of:

The organization's tolerance to a Ransomware attack that can stop its business operations is:

The organization's tolerance to a malware attack to process crypto mining:

The organization's tolerance to a malware attack designed to “own* systems at the company and
launch attacks to third party from the company:

The intrusion into the organization from outside that may impact systems availability or
performance, leak information or compromise the organization in any way is:

The inability to identify within specified period that there has been a leakage of information is:
The tolerance of leakage of confidential information from the organization is:
The tolerance to knowing that there are threat conditions to the industry or location or affecting

senior management (example: credit card of CEO) or other stakeholders is:

The tolerance to an event that brings down the network infrastructure, makes unavailable a critical
business asset or affect performance of a critical business application is:

The tolerance for someone accessing a corporate email account is:
The tolerance for an un-authorized individual accessing a system or application of critical
importance to the organization (like the console to access the on-line banking application) is:

The tolerance of not knowing all the critical systems of the organization — we can't protect what we
don't know is:

The importance of maintaining a good hygiene in the organization systems by weekly testing and
on-going remediation of vulnerabilities is:

Print Certificate

RVICE TOLERANCE VALUE, h

MS5-GAP

MSS-DDOS

MSS-WAF

MSS-WAF

MSS-EDR

MSS-EDR

MSS-EDR,
MSS-UTM

MSS-EDR,
MSS-UTM

MSS-BAS-DLP

MS5-BAS-DLP

MSS-ERAND

MSS-CSM

MS5-TAS

MS5-EDR,
MSS-TAS

MSS-VM

MS5-VM

SKYWATCH Risk Tolerance Setting Table

Visualizing Risk

TOLERAMNCE LEVEL

Low

Clients can visualize Risk metrics in the SKYWATCH’s main dashboard (Risk Element) and further to this,

get more detailed information of risk gage, histogram, Risk matrix and Risk Conditions.

The Risk Matrix indicates the number of Risk Conditions for every quadrant of severity of Priority and

Threat Consolidation for a host. By selecting any quadrant, the information to the right provides the list

of all the Risk Conditions in that quadrant.
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Actual Risk Risk Level Color * Accepted & Actual Risk

Accepted Risk

1

w Hostname Priority Consolidated Threat

9222067139 schmitt.com low low

211.250.120.206 wunsch biz critical low

159835221 nitzsche.info critical Compliance
246224101137 kuhic.com medium n Security Internal
1441017630 schaden.org low Security Internal
1289007 honcak info 3 Securi Extornal
121146.76.11 larkinorg

2333022119 marvin biz

2449725321

SKYWATCH Risk Element Dashboard

By selecting any Risk Condition, we can drill-down on its components of Threats and Vulnerabilities for a
particular host. It also represents the Risk weight that this condition has and corresponding Severity.

HOST: SKILES.COM
IP: 188.266.226.137

wa  medium b Sed aut dolor quod fuga iste,
CVE-

1985- medium  critical Tempore illo facilis nam. G Action ~
63723

Critical

268%

The Risk Waight is the impact that this Risk condition has on the

MSS-DLP spywara Action = averal Risk of the organization,

SKYWATCH Risk Element — Risk Drill-down

Understanding SKYWATCH®™ Risk Metrics

The following table illustrates each of the three metrics used by SKYWATCH.
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Actual Risk is the real-time risk  Actual Risk is Critical when an asset (system/host) of
calculated from the the organization has Critical Priority, and it also is
subject to Critical level Threats. To achieve this the
asset must be of Critical business impact and have

., Critical Severity of Vulnerabilities.
client’s assets that also have

aggregation of conditions
whereby threats are targeting

vulnerabilities. While the vulnerabilities do not necessarily correlate
to potential exploits by the threats that are being
blocked, this condition must be considered of the
highest level of concern to the organization and
escalated to the senior management right away.

Actual Risk is when an asset (system/host) of
the organization has Critical Priority and High
Consolidated Threat, or High Priority and High
Consolidated Threat, or High Priority and Critical
Consolidated Threat. To achieve this the asset must
be of Critical or High business impact and have
Critical or High Severity of Vulnerabilities.

The High Risk follows in priority handling to the
Critical Risk and should be notified to management
right away.

Actual Risk is Medium when an asset (system/host)
of the organization has Medium Priority and Critical,
High or Medium Consolidated Threats, or Medium
Consolidated Threats and Critical, High or Medium
Priority, or Critical Consolidated Threat and Low
Priority, or High Priority and Low Consolidated
Threat. To achieve this the asset must be of
medium business impact and Medium Severity of
Vulnerabilities, or Low Business Impact and Critical
Severity of Vulnerability, or Critical Business Impact
and Low Severity of Vulnerability.

The Medium Risk follows in priority handling to the
High Risk.

Actual Risk is Low when an asset (system/host) of
the organization has Low Priority, and it also is
subject to High, Medium or Low-level Threats or Low
Consolidated Threats and High, Medium or Low
Priority. To achieve this the asset must be of Low
business impact and High, Medium or Low Severity
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Acceptable
Risk

Confidence

Risk Tolerance is derived from
the answers to the questions
during Setup under RISK
Tolerance. These questions
are mapped to threats,
vulnerabilities, and assets and
therefore to SKYWATCH
services

Risk Confidence is the
adjustment of Actual Risk
based on the quantity and
quality of cybersecurity
information. The more
information we have the
higher the confidence in the
value of Risk.

Generating Reports

of Vulnerabilities, or Low Severity of Vulnerability
and High, Medium or Low Business Impact.

While this is the lowest condition of concern to the
organization it must not be ignored and
consequently it will be pursued to be mitigated.
Critical (80% to 100%) or (70% to 80%) indicate
that the questions are not of threat concern to the
organization; while Medium (50% to 70%) or Low
(0% to 50%) indicate that the organization is very
concerned about these particular conditions and
therefore the services that are mapped to this are of
the greatest consequence to the organization.

The Confidence level implies that out of the threat
mitigation countermeasures, vulnerability testing
and asset management, corresponds to 90% or
more of the security data is available to determine
Risk; Medium level to 60% to 90%; and Low
Confidence level 0% to 60%. However, if no Threat
or Vulnerability or Assets information is available,
then the Confidence will be 0% since it will not be
possible to determine risk.

Clients can navigate to Executive Dashboards (Boardroom or CISO) to view the Risk and other
cybersecurity parameters and choose to generate an on-demand report; or go to the Reports section to
view or download a curated monthly report.
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Actual Risk Accepted & Actual Risk

Accepted Risk

Total Attacks Successfully Blocked

@ Critic
1,085

250000
200000

150000

N\
100000 Critical Attacks Successfully Blocked

50000

6

Hover over a country

Monitoring Risk Mitigation

All the workflow activity of SKYWATCH and automated GLESEC Notable Events are CASES in the C&RU
Utility of SKYWATCH. Then the GLESEC Operations Center personnel follow established Playbooks to work
on Vulnerability Remediation and on Threat Mitigation activities for the contracted services by the client.
This is performed 7x24x365. Clients can view the CASES at will or investigate the Reports section for the
monthly Technical Reports for more information. There are many dashboards representing all the aspects
of threats and vulnerabilities that can be used for additional insight if desired.

Risk Certification

The GLESEC Risk Certificate confirms that the organization is following NIST SP 800-39 alignment and
represents that based on the functioning of SKYWATCH the Acceptable Risk and Risk Tolerance are of a
specific value at the present time.
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The organization can generate a real-time Risk Certificate by selecting this button under the SKYWATCH /
Settings / Risk Determination.

Definitions

The following are the definitions used in this document.

Term Definition

Actual Risk This is the real-time risk of the organization calculated from the Risk Matrix.

Acceptable Risk The acceptable risk is the Actual Risk adjusted by the Risk Tolerance Table. This table
is under the control of the client-organization.

Confidence The confidence value is obtained by the quantity and quality of real-time
cybersecurity information obtained. The more information the highest the
confidence of Risk.

Priority Priority is established by a matrix of Business Impact of the “asset” and Vulnerability
Severity.

Threat Consolidation This is the highest threat level for all the threats that a host is exposed to base on the
information available to SKYWATCH.

Risk Conditions A Risk Condition manifests when a threat and a vulnerability exist for a host that is in

the baseline (inventor of system assets). This Risk Condition has a Risk weight
(weighted average of all the Risk Conditions) and a Risk Severity (established by the
Risk Matrix).
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