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PATCH MANAGEMENT CONFIGURATION SERVICE

(MSS-BRAND)

This document is a briefing that describes the operation and use of the MSS-BRAND, and it is meant for
all users of SKYWATCH WEB Platform.

Purpose of this Dashboard

This SKYWATCH Dashboard(s) provides visibility to the technical and executive users of SKYWATCH
about the MSS-BRAND Service and an on-demand report for this service (with the information of the
dashboard). These are two of the deliverables for this service. There are more consolidated reports that
combine the information of this service with other contracted services. Also certain of the parameters
defined on this Dashboard are used as indicators to trigger SKYWATCH automations (GLESEC
NOTABLE EVENTS — GNE) and this activates the GLESEC OPERATION CENTER(s) (GOC) into action
to further investigate and for incident-response.

The following presents the SKYWATCH MSS-BRAND.

Security Alert

Glesec 5 Website  https://www.acuanglesecurity.com acuanglesecurity.com NewDomain
2 Website https://www.northeaglesecurityservices.com northeaglesecurityservices.com NewDomain
3 Website  https://www.trianglesecondaryschool.com trianglesecondaryschool.com NewDomain
Website http://www.googlesecurityproducts.com googlesecurityproducts.com NewDomain
5 Website http//glesecnet glesec.net RelevantContentAddition
Website  https://www.simulationinformation.com simulationinformation.com RelevantContentAddition

Website  https:/faeroleads.com aeroleads.com RelevantContentAddition

Cease and Desist Items

slintel.com
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Detailed Description of functionality of the MSS-BRAND Dashboard

Below the description and use cases of each of the components.

ITEM

DESCRIPTION

Brand

Displays the current brands underneath the company and their associated ID.

For the SKYWATCH WEB the refresh rate is once every day. The information
represents data from the last 30 days.

This information can be used to keep track of the multiple brands under a company.

Security Alert

Displays a list of websites that are seen as security risks and their severities.s

For the SKYWATCH WEB the refresh rate is once every day. The information
represents data from the last 30 days.

This information can be used to watch what websites currently pose a possible risk
and should be monitored or taken down.

Cease and Desist

Displays a list of websites/modules that were enforced by the company and their
scores.

For the SKYWATCH WEB the refresh rate is once every day. The information
represents data from the last 30 days.

Items
This information can be used to monitor which items are currently under investigation
and have been enforced, and can tell if the company has changed their content
containing Glesec by seeing if the scores have changed.
This action button will generate a MSS-BRAND REPORT based on the data of the
REPORT dashboard with the corresponding TLP AMBER designation.




