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About this report

This is a SKYWATCH report that presents the most
up-to-date information for the MSS-IOT as
displayed in the service dashboard.

Overview

Vulnerability Level

42%

Baseline Devices

186

Vulnerable Devices

64

Executive Summary Vulnerability Severity Distribution

Site critical high medium low Total

goaa 58 223 132 1 414
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Most Vulnerable Device *

Vulnerability Distribution
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Top 10 Most Common Vulnerabilities

CVE Vulnerability

CVE-2007-1491

CVE-2008-2812 NULL Pointer Dereference

CVE-2024-27146 Execution with Unnecessary Privileges

CVE-2024-27147 Execution with Unnecessary Privileges

CVE-2024-27148 Incorrect Default Permissions

CVE-2024-27149 Incorrect Default Permissions

CVE-2024-27150 Incorrect Default Permissions

CVE-2024-27151 Incorrect Default Permissions

CVE-2024-27152 Incorrect Default Permissions

CVE-2024-27153 Incorrect Default Permissions

History

Vulnerable Device History
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Vulnerable Severity History

Discovered Device History
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Vulnerabilities Compared To Previous Month

dest Previous Current

172.24.12.180 38 33

172.24.12.36 38 33

172.24.12.193 38 33

172.24.12.182 38 33

172.24.12.106 38 33

172.24.12.119 38 33

172.24.12.141 38 33

172.24.12.134 38 33

172.24.12.71 38 33

172.31.132.250 1 1

172.31.107.239 1 1

172.31.92.17 1 1

172.31.92.16 1 1

172.24.12.81 15 15

172.24.12.138 3 3

172.24.12.53 1 1

10.254.10.20 1 1

172.31.2.56 2 2

172.31.2.54 2 2

172.31.2.55 2 2

172.31.2.136 1 3

172.31.2.138 1 3

172.31.2.133 1 3

172.31.2.132 1 3

172.31.2.134 1 3

172.31.2.135 1 3

172.31.2.131 1 3

172.31.1.64 6 3

172.24.197.188 2 2

172.24.166.34 2 2

172.24.186.24 2 2

172.24.199.83 2 2

172.24.169.146 2 2

172.24.183.145 2 2



MSS-IOT REPORT
GOAA 04/18/2025

dest Previous Current

172.24.188.117 2 2

172.24.169.154 2 2

172.24.183.200 2 2

172.24.169.226 2 2

172.24.183.199 2 2

172.24.186.31 2 2

172.24.195.29 2 2

172.24.197.175 2 2

172.31.151.193 2 2

172.31.145.191 2 2

172.31.128.100 2 2

172.31.151.15 2 2

172.31.155.118 2 2

172.31.155.82 2 2

172.31.155.81 2 2

172.31.146.38 2 2

172.31.146.28 2 2

172.31.145.160 2 2

172.31.77.143 2 2

172.31.77.136 2 2

172.31.77.61 2 2

172.31.77.35 2 2

10.143.64.210 2 2

10.143.64.26 2 2

10.143.64.47 2 2

10.143.64.59 2 2

10.143.64.65 2 2

172.24.196.219 2 2

Vulnerability Database

Vulnerability Database

Priority Severity IP OS Hostname Division Location Vulnerability Vulnerability
ID

Available
Exploit Vulnerability Publication

Since
Last
Seen

Last Seen On
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Priority Severity IP OS Hostname Division Location Vulnerability Vulnerability
ID

Available
Exploit Vulnerability Publication

Since
Last
Seen

Last Seen On

Not
Defined Critical 172.31.2.131 null 172.31.2.131 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.131 null 172.31.2.131 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.131 null 172.31.2.131 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000
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Priority Severity IP OS Hostname Division Location Vulnerability Vulnerability
ID

Available
Exploit Vulnerability Publication

Since
Last
Seen

Last Seen On

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.193 null 172.24.12.193 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.193 null 172.24.12.193 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.2.56 null 172.31.2.56 Not Set Internal CVE-2021-38545 false https://nvd.nist.gov/vuln/detail/CVE-2021-38545 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.56 null 172.31.2.56 Not Set Internal

Exposure of
Resource to
Wrong Sphere

CVE-2018-18068 false https://nvd.nist.gov/vuln/detail/CVE-2018-18068 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.133 null 172.31.2.133 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.133 null 172.31.2.133 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.133 null 172.31.2.133 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000
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Priority Severity IP OS Hostname Division Location Vulnerability Vulnerability
ID

Available
Exploit Vulnerability Publication

Since
Last
Seen

Last Seen On

Critical 172.31.92.17 300 Other 172.31.92.17 Not Set Not Set
Authentication
Bypass by
Spoofing

CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000
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Priority Severity IP OS Hostname Division Location Vulnerability Vulnerability
ID

Available
Exploit Vulnerability Publication

Since
Last
Seen

Last Seen On

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.106 null 172.24.12.106 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.106 null 172.24.12.106 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.2.55 null 172.31.2.55 Not Set Internal CVE-2021-38545 false https://nvd.nist.gov/vuln/detail/CVE-2021-38545 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.55 null 172.31.2.55 Not Set Internal

Exposure of
Resource to
Wrong Sphere

CVE-2018-18068 false https://nvd.nist.gov/vuln/detail/CVE-2018-18068 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.138 null 172.31.2.138 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.138 null 172.31.2.138 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.138 null 172.31.2.138 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.132.250 null 172.31.132.250 Not Set Internal

Authentication
Bypass by
Spoofing

CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.134 null 172.31.2.134 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000



MSS-IOT REPORT
GOAA 04/18/2025

Priority Severity IP OS Hostname Division Location Vulnerability Vulnerability
ID

Available
Exploit Vulnerability Publication

Since
Last
Seen

Last Seen On

Not
Defined Critical 172.31.2.134 null 172.31.2.134 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.134 null 172.31.2.134 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.119 null 172.24.12.119 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.119 null 172.24.12.119 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.81 null 172.24.12.81 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Medium 172.24.12.81 null 172.24.12.81 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.81 null 172.24.12.81 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27145 false https://nvd.nist.gov/vuln/detail/CVE-2024-27145 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.81 null 172.24.12.81 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27144 false https://nvd.nist.gov/vuln/detail/CVE-2024-27144 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.81 null 172.24.12.81 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.81 null 172.24.12.81 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27143 false https://nvd.nist.gov/vuln/detail/CVE-2024-27143 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.81 null 172.24.12.81 Not Set Internal

Improper
Restriction of
Recursive
Entity
References in
DTDs ('XML
Entity
Expansion')

CVE-2024-27141 false https://nvd.nist.gov/vuln/detail/CVE-2024-27141 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.81 null 172.24.12.81 Not Set Internal

Improper
Restriction of
Recursive
Entity
References in
DTDs ('XML
Entity
Expansion')

CVE-2024-27142 false https://nvd.nist.gov/vuln/detail/CVE-2024-27142 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Critical 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.134 null 172.24.12.134 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.134 null 172.24.12.134 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.180 null 172.24.12.180 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.180 null 172.24.12.180 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 10.143.64.26 N/A 10.143.64.26 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 10.143.64.26 N/A 10.143.64.26 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.186.31 N/A 172.24.186.31 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.186.31 N/A 172.24.186.31 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.196.219 N/A 172.24.196.219 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.196.219 N/A 172.24.196.219 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000
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Not
Defined High 172.24.169.226 N/A 172.24.169.226 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.169.226 N/A 172.24.169.226 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 10.143.64.65 N/A 10.143.64.65 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 10.143.64.65 N/A 10.143.64.65 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.155.82 N/A 172.31.155.82 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.155.82 N/A 172.31.155.82 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.77.136 N/A 172.31.77.136 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.77.136 N/A 172.31.77.136 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.77.35 N/A 172.31.77.35 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.77.35 N/A 172.31.77.35 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.151.15 N/A 172.31.151.15 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.151.15 N/A 172.31.151.15 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.197.188 N/A 172.24.197.188 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.197.188 N/A 172.24.197.188 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.183.200 N/A 172.24.183.200 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.183.200 N/A 172.24.183.200 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.145.160 N/A 172.31.145.160 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.145.160 N/A 172.31.145.160 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.186.24 N/A 172.24.186.24 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.186.24 N/A 172.24.186.24 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.146.38 N/A 172.31.146.38 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.146.38 N/A 172.31.146.38 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.195.29 N/A 172.24.195.29 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.195.29 N/A 172.24.195.29 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.188.117 N/A 172.24.188.117 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.188.117 N/A 172.24.188.117 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Critical 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.36 null 172.24.12.36 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.36 null 172.24.12.36 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal Least Privilege
Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal Use of Default
Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.141 Embedded

OS 172.24.12.141 Not Set Internal
Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Critical 172.31.2.132 null 172.31.2.132 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.132 null 172.31.2.132 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.132 null 172.31.2.132 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.135 null 172.31.2.135 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.135 null 172.31.2.135 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.135 null 172.31.2.135 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.136 null 172.31.2.136 Not Set Internal Out-of-bounds

Write CVE-2016-9343 false https://nvd.nist.gov/vuln/detail/CVE-2016-9343 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.136 null 172.31.2.136 Not Set Internal

Inclusion of
Functionality
from
Untrusted
Control
Sphere

CVE-2022-1161 false https://nvd.nist.gov/vuln/detail/CVE-2022-1161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.136 null 172.31.2.136 Not Set Internal

Insufficiently
Protected
Credentials

CVE-2021-22681 false https://nvd.nist.gov/vuln/detail/CVE-2021-22681 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Low 172.24.12.138 Embedded

OS 172.24.12.138 Not Set Internal
Improper
Input
Validation

CVE-2020-27336 false https://nvd.nist.gov/vuln/detail/CVE-2020-27336 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.138 Embedded

OS 172.24.12.138 Not Set Internal
Improper
Input
Validation

CVE-2020-27338 false https://nvd.nist.gov/vuln/detail/CVE-2020-27338 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.138 Embedded

OS 172.24.12.138 Not Set Internal
Improper
Input
Validation

CVE-2020-27337 false https://nvd.nist.gov/vuln/detail/CVE-2020-27337 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.2.54 null 172.31.2.54 Not Set Internal CVE-2021-38545 false https://nvd.nist.gov/vuln/detail/CVE-2021-38545 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.2.54 null 172.31.2.54 Not Set Internal

Exposure of
Resource to
Wrong Sphere

CVE-2018-18068 false https://nvd.nist.gov/vuln/detail/CVE-2018-18068 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.31.107.239 null 172.31.107.239 Not Set Internal

Authentication
Bypass by
Spoofing

CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 1
day(s)

2,025/04/17
23:46:33+0000

Critical 172.31.92.16 300 Other 172.31.92.16 Not Set Not Set
Authentication
Bypass by
Spoofing

CVE-2009-1048 false https://nvd.nist.gov/vuln/detail/CVE-2009-1048 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Critical 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.182 N/A 172.24.12.182 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27178 false https://nvd.nist.gov/vuln/detail/CVE-2024-27178 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27177 false https://nvd.nist.gov/vuln/detail/CVE-2024-27177 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27176 false https://nvd.nist.gov/vuln/detail/CVE-2024-27176 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

External
Control of File
Name or Path

CVE-2024-27175 false https://nvd.nist.gov/vuln/detail/CVE-2024-27175 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27174 false https://nvd.nist.gov/vuln/detail/CVE-2024-27174 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2024-27173 false https://nvd.nist.gov/vuln/detail/CVE-2024-27173 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Critical 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Neutralization
of Special
Elements
used in an OS
Command
('OS
Command
Injection')

CVE-2024-27172 false https://nvd.nist.gov/vuln/detail/CVE-2024-27172 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27171 false https://nvd.nist.gov/vuln/detail/CVE-2024-27171 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27170 false https://nvd.nist.gov/vuln/detail/CVE-2024-27170 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Missing
Authentication
for Critical
Function

CVE-2024-27169 false https://nvd.nist.gov/vuln/detail/CVE-2024-27169 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27168 false https://nvd.nist.gov/vuln/detail/CVE-2024-27168 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27167 false https://nvd.nist.gov/vuln/detail/CVE-2024-27167 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Plaintext
Storage of a
Password

CVE-2024-27166 false https://nvd.nist.gov/vuln/detail/CVE-2024-27166 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal Least Privilege

Violation CVE-2024-27165 false https://nvd.nist.gov/vuln/detail/CVE-2024-27165 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Use of Hard-
coded
Password

CVE-2024-27164 false https://nvd.nist.gov/vuln/detail/CVE-2024-27164 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Cleartext
Transmission
of Sensitive
Information

CVE-2024-27163 false https://nvd.nist.gov/vuln/detail/CVE-2024-27163 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Improper
Neutralization
of Input
During Web
Page
Generation
('Cross-site
Scripting')

CVE-2024-27162 false https://nvd.nist.gov/vuln/detail/CVE-2024-27162 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27161 false https://nvd.nist.gov/vuln/detail/CVE-2024-27161 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27155 false https://nvd.nist.gov/vuln/detail/CVE-2024-27155 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27160 false https://nvd.nist.gov/vuln/detail/CVE-2024-27160 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Use of Hard-
coded
Credentials

CVE-2024-27159 false https://nvd.nist.gov/vuln/detail/CVE-2024-27159 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal Use of Default

Credentials CVE-2024-27158 false https://nvd.nist.gov/vuln/detail/CVE-2024-27158 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27157 false https://nvd.nist.gov/vuln/detail/CVE-2024-27157 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27156 false https://nvd.nist.gov/vuln/detail/CVE-2024-27156 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Insertion of
Sensitive
Information
into Log File

CVE-2024-27154 false https://nvd.nist.gov/vuln/detail/CVE-2024-27154 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27153 false https://nvd.nist.gov/vuln/detail/CVE-2024-27153 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27152 false https://nvd.nist.gov/vuln/detail/CVE-2024-27152 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27151 false https://nvd.nist.gov/vuln/detail/CVE-2024-27151 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27150 false https://nvd.nist.gov/vuln/detail/CVE-2024-27150 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.12.71 null 172.24.12.71 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27146 false https://nvd.nist.gov/vuln/detail/CVE-2024-27146 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27149 false https://nvd.nist.gov/vuln/detail/CVE-2024-27149 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Incorrect
Default
Permissions

CVE-2024-27148 false https://nvd.nist.gov/vuln/detail/CVE-2024-27148 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined High 172.24.12.71 null 172.24.12.71 Not Set Internal

Execution
with
Unnecessary
Privileges

CVE-2024-27147 false https://nvd.nist.gov/vuln/detail/CVE-2024-27147 1
day(s)

2,025/04/17
23:46:33+0000
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Not
Defined High 172.31.77.143 N/A 172.31.77.143 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.77.143 N/A 172.31.77.143 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.155.81 N/A 172.31.155.81 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.155.81 N/A 172.31.155.81 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.146.28 N/A 172.31.146.28 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.146.28 N/A 172.31.146.28 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.151.193 N/A 172.31.151.193 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.151.193 N/A 172.31.151.193 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.183.199 N/A 172.24.183.199 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.183.199 N/A 172.24.183.199 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 10.143.64.47 N/A 10.143.64.47 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 10.143.64.47 N/A 10.143.64.47 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.197.175 N/A 172.24.197.175 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.197.175 N/A 172.24.197.175 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.166.34 N/A 172.24.166.34 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.166.34 N/A 172.24.166.34 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.128.100 N/A 172.31.128.100 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.128.100 N/A 172.31.128.100 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.145.191 N/A 172.31.145.191 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.145.191 N/A 172.31.145.191 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.199.83 N/A 172.24.199.83 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.199.83 N/A 172.24.199.83 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.169.146 N/A 172.24.169.146 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.169.146 N/A 172.24.169.146 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.169.154 N/A 172.24.169.154 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.169.154 N/A 172.24.169.154 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.24.183.145 N/A 172.24.183.145 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.24.183.145 N/A 172.24.183.145 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.77.61 N/A 172.31.77.61 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.77.61 N/A 172.31.77.61 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 172.31.155.118 N/A 172.31.155.118 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 172.31.155.118 N/A 172.31.155.118 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 10.143.64.210 N/A 10.143.64.210 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 10.143.64.210 N/A 10.143.64.210 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000

Not
Defined High 10.143.64.59 N/A 10.143.64.59 Not Set Internal NULL Pointer

Dereference CVE-2008-2812 false https://nvd.nist.gov/vuln/detail/CVE-2008-2812 1
day(s)

2,025/04/17
23:46:33+0000

Not
Defined Medium 10.143.64.59 N/A 10.143.64.59 Not Set Internal CVE-2007-1491 false https://nvd.nist.gov/vuln/detail/CVE-2007-1491 1

day(s)
2,025/04/17
23:46:33+0000
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Critical Not Set Not Set

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2020-24113 false https://nvd.nist.gov/vuln/detail/CVE-2020-24113 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set Interpretation
Conflict CVE-2024-3386 false https://nvd.nist.gov/vuln/detail/CVE-2024-3386 1

day(s)
2,025/04/17
0:03:50+0000

Critical Not Set Not Set
Improper
Validation of
Integrity
Check Value

CVE-2024-3596 false https://nvd.nist.gov/vuln/detail/CVE-2024-3596 1
day(s)

2,025/04/17
0:03:50+0000

Critical Not Set Not Set

Improper
Neutralization
of Special
Elements
used in a
Command
('Command
Injection')

CVE-2024-3400 true https://nvd.nist.gov/vuln/detail/CVE-2024-3400 1
day(s)

2,025/04/17
0:03:50+0000

High Not Set Not Set Out-of-bounds
Write CVE-2024-9468 false https://nvd.nist.gov/vuln/detail/CVE-2024-9468 1

day(s)
2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Origin
Validation
Error

CVE-2024-0009 false https://nvd.nist.gov/vuln/detail/CVE-2024-0009 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set Interpretation
Conflict CVE-2022-0011 false https://nvd.nist.gov/vuln/detail/CVE-2022-0011 1

day(s)
2,025/04/17
0:03:50+0000

Medium Not Set Not Set

Improper
Check for
Unusual or
Exceptional
Conditions

CVE-2020-1999 false https://nvd.nist.gov/vuln/detail/CVE-2020-1999 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Improper
Certificate
Validation

CVE-2024-5918 false https://nvd.nist.gov/vuln/detail/CVE-2024-5918 1
day(s)

2,025/04/17
0:03:50+0000

Low Not Set Not Set
Improper
Privilege
Management

CVE-2023-6793 false https://nvd.nist.gov/vuln/detail/CVE-2023-6793 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Improper
Privilege
Management

CVE-2024-3388 false https://nvd.nist.gov/vuln/detail/CVE-2024-3388 1
day(s)

2,025/04/17
0:03:50+0000

High Not Set Not Set
Improper
Ownership
Management

CVE-2024-3383 false https://nvd.nist.gov/vuln/detail/CVE-2024-3383 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Improper
Privilege
Management

CVE-2024-9471 false https://nvd.nist.gov/vuln/detail/CVE-2024-9471 1
day(s)

2,025/04/17
0:03:50+0000

High Not Set Not Set NULL Pointer
Dereference CVE-2024-2550 false https://nvd.nist.gov/vuln/detail/CVE-2024-2550 1

day(s)
2,025/04/17
0:03:50+0000

Critical Not Set Not Set

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2020-24113 false https://nvd.nist.gov/vuln/detail/CVE-2020-24113 1
day(s)

2,025/04/17
0:03:50+0000

Critical Not Set Not Set

Improper
Limitation of a
Pathname to a
Restricted
Directory
('Path
Traversal')

CVE-2020-24113 false https://nvd.nist.gov/vuln/detail/CVE-2020-24113 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set Interpretation
Conflict CVE-2024-3386 false https://nvd.nist.gov/vuln/detail/CVE-2024-3386 1

day(s)
2,025/04/17
0:03:50+0000

Critical Not Set Not Set
Improper
Validation of
Integrity
Check Value

CVE-2024-3596 false https://nvd.nist.gov/vuln/detail/CVE-2024-3596 1
day(s)

2,025/04/17
0:03:50+0000

Critical Not Set Not Set

Improper
Neutralization
of Special
Elements
used in a
Command
('Command
Injection')

CVE-2024-3400 true https://nvd.nist.gov/vuln/detail/CVE-2024-3400 1
day(s)

2,025/04/17
0:03:50+0000

High Not Set Not Set Out-of-bounds
Write CVE-2024-9468 false https://nvd.nist.gov/vuln/detail/CVE-2024-9468 1

day(s)
2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Origin
Validation
Error

CVE-2024-0009 false https://nvd.nist.gov/vuln/detail/CVE-2024-0009 1
day(s)

2,025/04/17
0:03:50+0000
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Medium Not Set Not Set Interpretation
Conflict CVE-2022-0011 false https://nvd.nist.gov/vuln/detail/CVE-2022-0011 1

day(s)
2,025/04/17
0:03:50+0000

Medium Not Set Not Set

Improper
Check for
Unusual or
Exceptional
Conditions

CVE-2020-1999 false https://nvd.nist.gov/vuln/detail/CVE-2020-1999 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Improper
Certificate
Validation

CVE-2024-5918 false https://nvd.nist.gov/vuln/detail/CVE-2024-5918 1
day(s)

2,025/04/17
0:03:50+0000

Low Not Set Not Set
Improper
Privilege
Management

CVE-2023-6793 false https://nvd.nist.gov/vuln/detail/CVE-2023-6793 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Improper
Privilege
Management

CVE-2024-3388 false https://nvd.nist.gov/vuln/detail/CVE-2024-3388 1
day(s)

2,025/04/17
0:03:50+0000

High Not Set Not Set
Improper
Ownership
Management

CVE-2024-3383 false https://nvd.nist.gov/vuln/detail/CVE-2024-3383 1
day(s)

2,025/04/17
0:03:50+0000

Medium Not Set Not Set
Improper
Privilege
Management

CVE-2024-9471 false https://nvd.nist.gov/vuln/detail/CVE-2024-9471 1
day(s)

2,025/04/17
0:03:50+0000

High Not Set Not Set NULL Pointer
Dereference CVE-2024-2550 false https://nvd.nist.gov/vuln/detail/CVE-2024-2550 1

day(s)
2,025/04/17
0:03:50+0000

 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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