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TLP AM B E R About this report
M SS'TAS RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-TAS as
displayed in the service dashboard.

Total Users *
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Top of Failed Authentications *

invalid_passcode - 1,027
Mo Response - 727

locked out - 170
User Cancelled - 326
anomalous push - 34
no_keys pressed - 25
error - 24
user_mistake - 9
ofac_|location - 3

EOD OO ENENDO

Top Authentications Failed by IPs *

18.11.178.237 - 402
201.51.7.123- 75
216.101.248.226 - 63
186.47.87.164 - 18
107.160.204.96 - 44
129.180.244.21 - 22
87.246.20.146 - 19
161.247.9.248 - 17
218.157.172.26- 7
245.247.7.226 - 5

EOJOONCOEEEOD
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Top Authenticated Users *

o 20 4 6 8 100 120 140 160 180
janess
janesl
gdoe
kdoe
john.doe
fdoe
johno1
wdoe
jane42
janes1
Most Active Applications *
app Denied fraud Success Total
ACME 2,607 0 27,887 32,888
Microsoft ADFS 867 1 4,872 16,981
Microsoft RDP 34 10 968 736
Cisco ISE RADIUS 1 10 2 498 242
CyberArk Privileged Account Security LDAPS 3 2 87 60
Web SDK 13 2 51 133
portal 6 1 41 32
Cisco ASA - SSO - Azure 0 7 24 43
™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500
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Authentication Status in the Last 24 Hours *

Users with failed authentications *

user
jdoe
john42
john36
doe.jane
doe.jane
john.doe
jane.doe
jdoe
doe.john
john63
doe.jane
john.doe
jane.doe
doe.jane
jane06

idoe

g™ ©2023. GLESEC. All Rights Reserved.

Time

Sat Jul 8 13:55:36 2,023 EDT
Sat Jul 8 13:56:49 2,023 EDT
Sat Jul 8 14:09:47 2,023 EDT
Sat Jul 8 14:11:29 2,023 EDT
Sat Jul 8 0:34:59 2,023 EDT
Sat Jul 8 0:35:38 2,023 EDT
Sat Jul 8 0:36:10 2,023 EDT
Sat Jul 8 0:36:34 2,023 EDT
Sat Jul 8 0:38:01 2,023 EDT
Sat Jul 8 0:44:31 2,023 EDT
Mon Jul 10 13:56:17 2,023 EDT
Mon Jul 10 13:57:45 2,023 EDT
Mon Jul 10 14:00:55 2,023 EDT
Mon Jul 10 14:01:56 2,023 EDT
Mon Jul 10 14:02:58 2,023 EDT
Mon Jul 10 14:05:31 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

EODC OO EEECOOD NN

Valid Passcode - 18,039

User Approved - 8,036

invalid_passcode - 1,909

No Response - 254

locked out - 323

User Cancelled - 142
anomalous push - 24
no_keys pressed - 23
error- 24
user_mistake - 8
ofac_|ocation - 3
user_marked fraud - 1

src_ip

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
109.202.153.131
190.103.133.224
216.101.248.226
216.101.248.226
216.101.248.226
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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user
john.doe
jane.doe
john.doe
jane.doe
jane63
jane92
john69
john94
doe.jane
Idoe
john89
jane.doe
john.doe
doe.john
john57
vdoe
jane.doe
jane.doe
jane74
jane.doe
jane.doe
ndoe
jane.doe
jane.doe
janed0
jane.doe
doe.jane
adoe
doe.jane
john05
jdoe
john.doe
hdoe
tdoe
john21

GLESEC. All Rights Reserved.

Time

Mon Jul 10 14:06:06 2,023 EDT
Mon Jul 10 14:06:13 2,023 EDT
Sun Jul 9 20:04:18 2,023 EDT
Mon Jul 10 13:18:49 2,023 EDT
Mon Jul 10 13:21:09 2,023 EDT
Mon Jul 10 13:23:01 2,023 EDT
Mon Jul 10 13:24:24 2,023 EDT
Mon Jul 10 13:29:49 2,023 EDT
Mon Jul 10 13:39:08 2,023 EDT
Mon Jul 10 13:40:40 2,023 EDT
Mon Jul 10 13:46:04 2,023 EDT
Mon Jul 10 13:46:43 2,023 EDT
Sun Jul 9 11:15:16 2,023 EDT
Sun Jul 9 11:53:36 2,023 EDT
Sun Jul 9 10:06:55 2,023 EDT
Sun Jul 9 10:36:16 2,023 EDT
Sun Jul 9 10:36:28 2,023 EDT
Sun Jul 9 10:48:40 2,023 EDT
Sun Jul 9 10:49:34 2,023 EDT
Sun Jul 9 10:49:58 2,023 EDT
Sat Jul 8 19:08:29 2,023 EDT
Sat Jul 8 19:11:54 2,023 EDT
Sat Jul 8 19:23:04 2,023 EDT
Sat Jul 8 19:48:47 2,023 EDT
Sat Jul 8 19:49:33 2,023 EDT
Sat Jul 8 16:42:10 2,023 EDT
Sat Jul 8 16:54:47 2,023 EDT
Sat Jul 8 17:08:07 2,023 EDT
Sat Jul 8 17:09:43 2,023 EDT
Sat Jul 8 17:11:38 2,023 EDT
Sat Jul 8 17:28:52 2,023 EDT
Sat Jul 8 17:29:16 2,023 EDT
Sat Jul 8 9:56:46 2,023 EDT
Mon Jul 10 10:17:58 2,023 EDT
Mon Jul 10 10:18:40 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

src_ip
190.103.133.224
190.103.133.224
116.57.74.180
190.103.133.224
190.103.133.224
201.51.7.123
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
216.214.0.196
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
107.160.204.96
193.127.236.237
190.103.133.224
190.103.133.224
190.103.133.224
85.116.53.228
75.93.8.51
18.11.178.237
18.11.178.237
18.11.178.237
190.103.133.224
190.103.133.224
129.180.244.21
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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user
john.doe
doe.jane
jane66
jane61l
john.doe
cdoe
jdoe
kdoe
doe.john
doe.john
doe.john
jane.doe
jane2l
jane42
doe.john
jane53
doe.jane
zdoe
Idoe
john72
doe.john
john.doe
john.doe
ndoe
bdoe
jane.doe
doe.john
doe.john
doe.john
doe.john
janel9
jane82
jane.doe
doe.jane

doe.john

Time

Mon Jul 10 10:20:12 2,023 EDT
Mon Jul 10 10:21:27 2,023 EDT
Mon Jul 10 10:22:08 2,023 EDT
Mon Jul 10 10:30:05 2,023 EDT
Mon Jul 10 10:30:37 2,023 EDT
Mon Jul 10 10:35:31 2,023 EDT
Mon Jul 10 10:37:12 2,023 EDT
Mon Jul 10 10:37:34 2,023 EDT
Mon Jul 10 10:41:47 2,023 EDT
Mon Jul 10 10:46:23 2,023 EDT
Mon Jul 10 10:49:38 2,023 EDT
Mon Jul 10 10:52:32 2,023 EDT
Mon Jul 10 10:53:51 2,023 EDT
Mon Jul 10 10:53:53 2,023 EDT
Mon Jul 10 10:54:22 2,023 EDT
Mon Jul 10 10:54:40 2,023 EDT
Mon Jul 10 10:55:05 2,023 EDT
Mon Jul 10 10:56:45 2,023 EDT
Mon Jul 10 11:04:41 2,023 EDT

Tue Jul 4 14:24:28 2,023 EDT
Tue Jul 4 14:26:47 2,023 EDT
Tue Jul 4 14:27:25 2,023 EDT
Tue Jul 4 14:28:00 2,023 EDT
Tue Jul 4 14:28:41 2,023 EDT
Tue Jul 4 14:29:33 2,023 EDT
Tue Jul 4 14:35:08 2,023 EDT
Tue Jul 4 14:39:25 2,023 EDT
Tue Jul 4 14:50:53 2,023 EDT
Tue Jul 4 14:51:03 2,023 EDT
Tue Jul 4 14:51:28 2,023 EDT
Tue Jul 4 14:51:41 2,023 EDT
Tue Jul 4 14:51:46 2,023 EDT
Tue Jul 4 14:56:15 2,023 EDT
Tue Jul 4 14:58:35 2,023 EDT
Tue Jul 4 14:58:40 2,023 EDT

GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

src_ip
216.101.248.226
216.101.248.226
18.11.178.237
18.11.178.237
201.51.7.123
218.128.139.191
18.11.178.237
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
2.204.209.25
190.103.133.224
216.101.248.226
190.103.133.224
190.103.133.224
190.103.133.224
216.101.248.226
18.11.178.237
87.165.244.53
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237
18.11.178.237
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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user
john46
jane2l
ddoe
john48
doe.jane
vdoe
doe.john
pdoe
ndoe
idoe
john75
john65
doe.john
john87

Time

Tue Jul 4 15:01:25 2,023 EDT
Tue Jul 4 15:03:42 2,023 EDT
Tue Jul 4 15:05:08 2,023 EDT
Tue Jul 4 15:07:35 2,023 EDT
Tue Jul 4 15:07:58 2,023 EDT
Tue Jul 4 15:10:32 2,023 EDT
Mon Jul 3 20:22:28 2,023 EDT
Mon Jul 3 20:53:17 2,023 EDT
Thu Jul 6 12:34:18 2,023 EDT
Thu Jul 6 12:34:27 2,023 EDT
Thu Jul 6 12:39:05 2,023 EDT
Thu Jul 6 12:39:52 2,023 EDT
Thu Jul 6 12:40:14 2,023 EDT
Thu Jul 6 12:40:48 2,023 EDT

= GLESEC

COMPLETELY PERCEPTI

src_ip
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237
190.103.133.224
190.103.133.224
155.202.125.28
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

Authentications left as No response by Users *

Username
johnl2
doe.john
doe.jane
jane.doe
doe.john
jane.doe
tdoe
Idoe
jdoe
doe.jane
doe.jane
odoe
john.doe
doe.john
ydoe
ndoe

doe.john

IP Address
1.174.111.208
61.193.65.20
216.101.248.226
86.220.110.108
86.220.110.108
86.220.110.108
18.11.178.237
164.52.87.194
86.220.110.108
86.220.110.108
18.11.178.237
218.54.82.73
190.103.133.224
218.197.172.26
18.11.178.237
18.11.178.237
245.247.7.226

GLESEC. All Rights Reserved.

Time

Frijul 7 17:46:05 2,023 EDT
SatJul 8 21:13:19 2,023 EDT
Sat Jul 8 22:01:28 2,023 EDT
Sat Jul 8 22:58:21 2,023 EDT
Sat Jul 8 22:59:40 2,023 EDT
Sat Jul 8 23:02:18 2,023 EDT
Frijul 7 23:13:16 2,023 EDT
Sun Jul 9 8:50:09 2,023 EDT
Sun Jul 9 21:16:41 2,023 EDT
Sun Jul 9 21:36:55 2,023 EDT
Sun Jul 9 22:01:38 2,023 EDT
Thu Jul 6 22:55:03 2,023 EDT
Thu Jul 6 15:20:49 2,023 EDT
Thu Jul 6 11:33:56 2,023 EDT
Thu Jul 6 9:32:12 2,023 EDT
Thu Jul 6 9:37:48 2,023 EDT
Thu Jul 6 10:00:24 2,023 EDT

PROPRIETARY & CONFIDENTIAL

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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Username IP Address
john.doe 18.11.178.237
john39 18.11.178.237
doe.john 18.11.178.237
jane.doe 18.11.178.237
john03 107.160.204.96
john9l 107.160.204.96
john63 22.184.74.154
jane02 18.11.178.237
doe.john 216.101.248.226
john49 216.101.248.226
john.doe 216.101.248.226
jane.doe 18.11.178.237
doe.john 18.11.178.237
adoe 18.11.178.237
gdoe 201.51.7.123
janel? 201.51.7.123
Idoe 161.228.182.71
doe.jane 149.87.69.55
john.doe 186.47.87.164
doe.jane 186.47.87.164
doe.john 222.181.97.52
jane56 18.11.178.237
jane.doe 186.47.87.164
tdoe 18.11.178.237
tdoe 18.11.178.237
jane.doe 18.11.178.237
kdoe 99.20.184.239
odoe 190.103.133.224
jane.doe 18.11.178.237
udoe 244.136.239.246
john.doe 244.136.239.246
janeQ7 244.136.239.246
jane.doe 18.11.178.237
doe.john 18.11.178.237
janeQ7 69.106.52.55
- GLESEC. All Rights Reserved.

Time

Thu Jul 6 10:14:00 2,023 EDT
Mon Jul 3 6:15:11 2,023 EDT
Mon Jul 3 6:17:25 2,023 EDT
Mon Jul 3 16:22:28 2,023 EDT
Mon Jul 3 16:25:40 2,023 EDT
Mon Jul 3 16:26:43 2,023 EDT
Mon Jul 3 16:43:00 2,023 EDT
Mon Jul 3 17:07:26 2,023 EDT
Mon Jul 3 14:32:27 2,023 EDT
Mon Jul 3 14:33:28 2,023 EDT
Mon Jul 3 14:34:30 2,023 EDT
Mon Jul 3 14:58:15 2,023 EDT
Wed Jul 5 11:39:06 2,023 EDT
Wed Jul 5 11:41:19 2,023 EDT
Wed Jul 5 11:54:28 2,023 EDT
Wed Jul 5 11:55:30 2,023 EDT
Wed Jul 5 12:05:31 2,023 EDT
Wed Jul 5 10:01:25 2,023 EDT
Wed Jul 5 15:22:08 2,023 EDT
Wed Jul 5 15:23:59 2,023 EDT
Wed Jul 5 15:27:05 2,023 EDT
Wed Jul 5 15:40:19 2,023 EDT
Wed Jul 5 15:48:47 2,023 EDT
Wed Jul 5 15:50:30 2,023 EDT
Wed Jul 5 15:51:34 2,023 EDT
Wed Jul 5 15:55:12 2,023 EDT
Wed Jul 5 16:12:45 2,023 EDT
Wed Jul 5 12:55:31 2,023 EDT
Frijul 7 9:48:28 2,023 EDT
Sun Jul 2 0:05:27 2,023 EDT
Sun Jul 2 0:06:52 2,023 EDT
Sun Jul 2 0:07:56 2,023 EDT
Sun Jul 2 11:37:47 2,023 EDT
Thu Jun 29 17:59:52 2,023 EDT
Fri Jun 30 10:05:27 2,023 EDT

PROPRIETARY & CONFIDENTIAL
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COMPLETELY PERCEPTI

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 10/22/2025

Username
doe.john
doe.jane
xdoe
jane04
jane.doe
john88
ndoe
doe.jane
ndoe
jane.doe
wdoe
john93
john.doe
ddoe
doe.jane
pdoe
adoe
john.doe
john.doe
jane4l
john13
gdoe
jane.doe
doe.john
xdoe
doe.john
john47
doe.john
john67
ndoe
pdoe
john.doe
doe.jane
john30

john.doe

GLESEC.

IP Address
216.101.248.226
18.11.178.237
18.11.178.237
1.138.51.216
56.199.115.228
18.11.178.237
1.138.51.216
252.87.54.247
190.103.133.224
69.106.52.55
218.11.239.164
145.37.144.62
18.11.178.237
180.18.176.2
180.18.176.2
18.11.178.237
18.11.178.237
239.44.101.231
89.12.184.104
18.11.178.237
129.180.244.21
129.180.244.21
18.11.178.237
107.160.204.96
216.101.248.226
13.206.187.153
120.97.251.167
190.103.133.224
18.11.178.237
18.11.178.237
18.11.178.237
27.57.202.72
216.101.248.226
151.37.86.192
236.250.120.33

All Rights Reserved.

Time

Fri Jun 30 9:38:30 2,023 EDT
Fri Jun 30 9:12:54 2,023 EDT
Fri Jun 30 11:36:59 2,023 EDT
FriJun 30 11:37:18 2,023 EDT
Fri Jun 30 11:40:44 2,023 EDT
Fri Jun 30 11:40:50 2,023 EDT
Fri Jun 30 11:54:16 2,023 EDT
Thu Jun 29 13:07:48 2,023 EDT
FriJun 30 11:16:32 2,023 EDT
Fri Jun 30 11:29:58 2,023 EDT
Thu Jun 29 10:35:08 2,023 EDT
Thu Jun 29 10:35:48 2,023 EDT
Thu Jun 29 10:54:14 2,023 EDT
Thu Jun 29 10:08:11 2,023 EDT
Thu Jun 29 10:10:26 2,023 EDT
Thu Jun 29 10:16:36 2,023 EDT
Thu Jun 29 10:16:59 2,023 EDT
Tue Jun 27 17:23:30 2,023 EDT
Tue Jun 27 17:40:44 2,023 EDT
Tue Jun 27 17:44:30 2,023 EDT
Mon Jun 26 17:18:14 2,023 EDT
Mon Jun 26 17:19:46 2,023 EDT
Mon Jun 26 17:22:16 2,023 EDT
Tue Jun 27 9:37:29 2,023 EDT
Tue Jun 27 9:53:27 2,023 EDT
Tue Jun 27 10:01:18 2,023 EDT
Tue Jun 27 10:05:47 2,023 EDT
Tue Jun 27 12:53:26 2,023 EDT
Tue Jun 27 12:56:18 2,023 EDT
Tue Jun 27 12:57:23 2,023 EDT
Tue Jun 27 13:05:28 2,023 EDT
Tue Jun 27 11:48:39 2,023 EDT
Tue Jun 27 11:54:38 2,023 EDT
Mon Jun 26 14:08:24 2,023 EDT
Mon Jun 26 13:20:46 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC
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LATAM HQ
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US HQ
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Username
mdoe
jane.doe
ddoe
john.doe
wdoe
doe.jane
jane00
jane25
john54
doe.jane
jane.doe
doe.john

jane83

IP Address
10.101.64.149
31.175.211.228
10.0.3.250
10.0.3.250
107.160.204.96
18.11.178.237
18.11.178.237
18.11.178.237
107.160.204.96
111.83.126.72
18.11.178.237
23.56.137.211
190.103.133.224

Time

Mon Jun 26 13:33:59 2,023 EDT
Mon Jun 26 14:06:57 2,023 EDT
Sun Jun 25 2:24:25 2,023 EDT
Sun Jun 25 2:25:29 2,023 EDT
Sun Jun 25 10:01:53 2,023 EDT
Fri Jun 23 14:57:25 2,023 EDT
Fri Jun 23 15:13:55 2,023 EDT
Fri Jun 23 15:16:22 2,023 EDT
Thu Jun 22 11:40:57 2,023 EDT
Thu Jun 22 12:07:19 2,023 EDT
Thu Jun 22 11:26:43 2,023 EDT
Thu Jun 22 11:26:55 2,023 EDT
Thu Jun 22 14:58:31 2,023 EDT

= GLESEC

COMPLETELY PERCEPTI

Users with Invalid Passcode *

Username Time
opteze6b Sat Jul 8 0:34:59 2,023 EDT
opteze6 Sat Jul 8 0:35:38 2,023 EDT
opteze6b Sat Jul 8 0:36:10 2,023 EDT
opteze6b Sat Jul 8 0:36:34 2,023 EDT
optezeb Sat Jul 8 0:38:01 2,023 EDT
optezed Sat Jul 8 0:44:31 2,023 EDT
ptycapl2 Sat Jul 8 13:55:36 2,023 EDT
ptycap05 SatJul 8 13:56:49 2,023 EDT
mkoonjan Sat Jul 8 14:09:47 2,023 EDT
optuiol Sat Jul 8 14:11:29 2,023 EDT
jbonilla Mon Jul 10 13:18:49 2,023 EDT
optflll Mon Jul 10 13:21:09 2,023 EDT
emmcastillo Mon Jul 10 13:24:24 2,023 EDT
mmvega Mon Jul 10 13:29:49 2,023 EDT
optflll Mon Jul 10 13:39:08 2,023 EDT
optflll Mon Jul 10 13:46:04 2,023 EDT
optfll2 Mon Jul 10 13:46:43 2,023 EDT
optflil Mon Jul 10 13:57:45 2,023 EDT
— GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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Username Time

yeortiz Mon Jul 10 14:05:31 2,023 EDT
akamc Mon Jul 10 14:06:06 2,023 EDT
akamc Mon Jul 10 14:06:13 2,023 EDT
gmiraglia Sun Jul 9 10:06:55 2,023 EDT
sapcunl Sun Jul 9 10:36:28 2,023 EDT
roportillo Sun Jul 9 10:48:40 2,023 EDT
roportillo Sun Jul 9 10:49:34 2,023 EDT
roportillo Sun Jul 9 10:49:58 2,023 EDT
kaguilar Sat Jul 8 19:08:29 2,023 EDT
joabad Sat Jul 8 19:23:04 2,023 EDT
optlim4 Sat Jul 8 19:48:47 2,023 EDT
optlim4 Sat Jul 8 19:49:33 2,023 EDT
cceron Sat Jul 8 17:28:52 2,023 EDT
cceron Sat Jul 8 17:29:16 2,023 EDT
ptycap05 Mon Jul 10 10:17:58 2,023 EDT
mcasis Mon Jul 10 10:37:34 2,023 EDT
rcostam Mon Jul 10 10:41:47 2,023 EDT
opthav2 Mon Jul 10 10:46:23 2,023 EDT
vmunozd Mon Jul 10 10:49:38 2,023 EDT
junavarro Mon Jul 10 10:53:51 2,023 EDT
optmco4 Mon Jul 10 10:54:22 2,023 EDT
optmco4 Mon Jul 10 10:54:40 2,023 EDT
optmco4 Mon Jul 10 10:55:05 2,023 EDT
camina Mon Jul 10 10:56:45 2,023 EDT
aadiaz Sun Jul 9 11:15:16 2,023 EDT
optccsl Sun Jul 9 11:53:36 2,023 EDT
marisalazar Mon Jul 10 14:37:41 2,023 EDT
ptycap05 Mon Jul 10 14:38:31 2,023 EDT
optflll Mon Jul 10 14:38:31 2,023 EDT
dsolares Mon Jul 10 14:47:43 2,023 EDT
ptycap08 Mon Jul 10 14:47:57 2,023 EDT
ptycap08 Mon Jul 10 14:47:59 2,023 EDT
ptycap08 Mon Jul 10 14:48:17 2,023 EDT
ptycap08 Mon Jul 10 14:48:34 2,023 EDT
ptycap08 Mon Jul 10 14:48:43 2,023 EDT

- GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
107.160.204.96
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
216.101.248.226
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
242.200.204.2
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 10/22/2025

Username Time

imunoz Mon Jul 10 14:52:27 2,023 EDT
gmiraglia Mon Jul 10 14:55:33 2,023 EDT
almiranda Mon Jul 10 15:05:38 2,023 EDT
optiadl Mon Jul 10 14:16:49 2,023 EDT
optiadl Mon Jul 10 14:17:48 2,023 EDT
optuiol Mon Jul 10 14:27:44 2,023 EDT
optmco3 Mon Jul 10 14:29:09 2,023 EDT
optmco3 Mon Jul 10 14:29:29 2,023 EDT
optflll Mon Jul 10 14:32:14 2,023 EDT
optaxml Tue Jul 4 14:26:47 2,023 EDT
optaxml Tue Jul 4 14:27:25 2,023 EDT
optaxml Tue Jul 4 14:28:00 2,023 EDT
optaxml Tue Jul 4 14:28:41 2,023 EDT
disoto Tue Jul 4 14:29:33 2,023 EDT
ptycapl9 Tue Jul 4 14:50:53 2,023 EDT
ptycapl2 Tue Jul 4 14:51:03 2,023 EDT
ptycapl9 Tue Jul 4 14:51:28 2,023 EDT
ptycapl2 Tue Jul 4 14:51:41 2,023 EDT
ptycapl9 Tue Jul 4 14:51:46 2,023 EDT
optaxml Tue Jul 4 14:56:15 2,023 EDT
elmoran Tue Jul 4 14:58:40 2,023 EDT
ptycapl2 Tue Jul 4 15:07:58 2,023 EDT
dchockee Mon Jul 3 20:22:28 2,023 EDT
jkpineda Mon Jul 3 20:53:17 2,023 EDT
vortega Thu Jul 6 12:34:27 2,023 EDT
optordl Thu Jul 6 12:39:05 2,023 EDT
optordl Thu Jul 6 12:39:52 2,023 EDT
optord?2 Thu Jul 6 12:42:39 2,023 EDT
optord2 Thu Jul 6 12:43:23 2,023 EDT
itgomez Thu Jul 6 12:50:34 2,023 EDT
optordl Thu Jul 6 12:50:44 2,023 EDT
nopena Thu Jul 6 12:50:44 2,023 EDT
itgomez Thu Jul 6 12:50:44 2,023 EDT
optordl Thu Jul 6 12:52:41 2,023 EDT
optordl Thu Jul 6 12:53:13 2,023 EDT

- GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
18.11.178.237
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 10/22/2025

Username
optordl
optord2
ghernandezh
libanez
jorgruiz
jorgruiz
jorgruiz
jcen
jorgruiz
optmde2
optmde2

ccunningham

Time

Thu Jul 6 12:54:04 2,023 EDT
Thu Jul 6 12:56:16 2,023 EDT
Thu Jul 6 12:57:59 2,023 EDT
Wed Jul 5 9:26:10 2,023 EDT
Wed Jul 5 9:53:48 2,023 EDT
Wed Jul 5 9:54:33 2,023 EDT
Wed Jul 5 9:54:54 2,023 EDT
Wed Jul 5 9:55:30 2,023 EDT
Wed Jul 5 9:55:52 2,023 EDT
Tue Jul 4 23:02:18 2,023 EDT
Tue Jul 4 23:03:08 2,023 EDT
Tue Jul 4 23:04:09 2,023 EDT

Locked Out Users *

Username Time
optflll Mon Jul 10 14:34:30 2,023 EDT
optflll Mon Jul 10 14:34:57 2,023 EDT
optaxm1l Tue Jul 4 15:03:42 2,023 EDT
optaxm1l Tue Jul 4 15:05:08 2,023 EDT
optaxml Tue Jul 4 15:07:35 2,023 EDT
optaxml Tue Jul 4 14:58:35 2,023 EDT
optaxml Tue Jul 4 15:01:25 2,023 EDT
optordl Thu Jul 6 12:40:14 2,023 EDT
optordl Thu Jul 6 12:40:48 2,023 EDT
optordl Thu Jul 6 12:41:13 2,023 EDT
flujano Thu Jun 29 16:55:58 2,023 EDT
flujano Thu Jun 29 16:56:34 2,023 EDT
optuiol Wed Jun 28 6:15:39 2,023 EDT
optsdqgl Wed Jun 28 13:53:05 2,023 EDT
optsdqgl Wed Jun 28 13:53:25 2,023 EDT
opthav3 Mon Jun 26 22:27:09 2,023 EDT
opthav3 Mon Jun 26 22:28:00 2,023 EDT
opthav3 Mon Jun 26 22:29:31 2,023 EDT
opthav3 Mon Jun 26 22:34:34 2,023 EDT
— GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 10/22/2025

Username Time

opthav3 Mon Jun 26 22:36:16 2,023 EDT
opthav3 Mon Jun 26 22:23:43 2,023 EDT
optctg2 Sat Jun 24 23:05:48 2,023 EDT
optctg2 Sat Jun 24 23:23:20 2,023 EDT
mafaure Thu Jun 22 17:13:37 2,023 EDT
optdenl Thu Jun 22 19:37:01 2,023 EDT
optdenl Thu Jun 22 19:38:10 2,023 EDT
optdenl Thu Jun 22 19:39:04 2,023 EDT
optdenl Thu Jun 22 19:39:46 2,023 EDT
optdenl Thu Jun 22 19:40:47 2,023 EDT
optdenl Thu Jun 22 19:46:07 2,023 EDT
ocuellar Fri Jun 23 9:37:31 2,023 EDT
ocuellar FriJun 23 9:37:56 2,023 EDT
optvinl Sun Jun 18 15:10:02 2,023 EDT
optvinl Sun Jun 18 15:10:30 2,023 EDT
optvinl Sun Jun 18 15:15:21 2,023 EDT
optvinl Sun Jun 18 15:16:20 2,023 EDT
optvinl Sun Jun 18 15:18:25 2,023 EDT
optvinl Sun Jun 18 15:19:53 2,023 EDT
optvinl Sun Jun 18 15:20:38 2,023 EDT
optvinl Sun Jun 18 15:21:26 2,023 EDT
dagrisales Tue Jun 20 10:42:24 2,023 EDT
dagrisales Tue Jun 20 10:46:28 2,023 EDT
dagrisales Tue Jun 20 10:46:56 2,023 EDT
optmdel Tue Jun 13 20:45:00 2,023 EDT
optmdel Tue Jun 13 20:45:31 2,023 EDT
optmdel Tue Jun 13 20:48:37 2,023 EDT
optmdel Tue Jun 13 20:49:18 2,023 EDT
optmdel Tue Jun 13 20:51:34 2,023 EDT
optmdel Tue Jun 13 20:53:50 2,023 EDT
optmdel Tue Jun 13 20:57:09 2,023 EDT
optmdel Tue Jun 13 20:58:25 2,023 EDT
optmdel Tue Jun 13 21:05:20 2,023 EDT
optmdel Tue Jun 13 21:09:14 2,023 EDT
optmdel Tue Jun 13 21:12:44 2,023 EDT

- GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
216.101.248.226
216.101.248.226
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
201.51.7.123
201.51.7.123
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 10/22/2025

Username Time
optliml Sun Jun 11 20:46:33 2,023 EDT
opteze6b Sun Jul 9 0:37:49 2,023 EDT
opteze6 Sun Jul 9 0:38:14 2,023 EDT
opteze6 Sun Jul 9 0:40:13 2,023 EDT
optezeb Sun Jul 9 0:41:33 2,023 EDT
optccs?2 Sun Jul 9 13:48:39 2,023 EDT
optccs?2 Sun Jul 9 13:50:43 2,023 EDT
optccs?2 Sun Jul 9 14:04:31 2,023 EDT
jsalasp Sun Jul 9 21:46:24 2,023 EDT
jsalasp Sun Jul 9 21:49:15 2,023 EDT
optord2 Thu Jul 6 0:49:17 2,023 EDT
optord?2 Thu Jul 6 0:57:02 2,023 EDT
optiadl Wed Jul 510:09:11 2,023 EDT
optord2 Thu Jul 6 0:34:50 2,023 EDT
optord2 Thu Jul 6 0:35:56 2,023 EDT
optord2 Thu Jul 6 0:36:52 2,023 EDT
optord?2 Thu Jul 6 0:37:53 2,023 EDT
optord?2 Thu Jul 6 0:39:17 2,023 EDT
optord?2 Thu Jul 6 0:47:09 2,023 EDT
opteze6 FriJul 7 10:12:25 2,023 EDT
optezeb Frijul 7 10:13:36 2,023 EDT
opthav2 Thu Jun 29 10:52:20 2,023 EDT
opthav2 Thu Jun 29 10:52:44 2,023 EDT
opthav2 Thu Jun 29 10:53:12 2,023 EDT
opthav2 Thu Jun 29 10:53:48 2,023 EDT
opthav2 Thu Jun 29 10:56:21 2,023 EDT
opthav2 Thu Jun 29 10:57:31 2,023 EDT
opthav2 Thu Jun 29 10:59:54 2,023 EDT
optccs?2 Tue Jun 27 16:12:32 2,023 EDT
optccsl Sat Jun 24 14:46:21 2,023 EDT
optccsl Sat Jun 24 14:53:28 2,023 EDT
optccsl Sat Jun 24 14:53:49 2,023 EDT
optccesl Sat Jun 24 14:54:40 2,023 EDT
optccsl Sat Jun 24 14:55:48 2,023 EDT
optccsl Sat Jun 24 14:56:19 2,023 EDT
- GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address

190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 10/22/2025

Username Time

optccesl Sat Jun 24 14:57:53 2,023 EDT
mluchsinger Thu Jun 22 11:23:32 2,023 EDT
optbogl Wed Jun 21 12:34:21 2,023 EDT
optbogl Wed Jun 21 12:34:50 2,023 EDT
optbogl Wed Jun 21 12:36:36 2,023 EDT
optuio3 Wed Jun 21 12:47:10 2,023 EDT
optuio3 Wed Jun 21 12:47:44 2,023 EDT
optsjo6 Thu Jun 22 9:52:21 2,023 EDT
optsjo6 Thu Jun 22 9:52:45 2,023 EDT
optsjo6 Thu Jun 22 9:55:23 2,023 EDT
optsjo6 Thu Jun 22 9:58:29 2,023 EDT

™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
190.103.133.224
186.47.87.164
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224
190.103.133.224

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT
ACME FINANCIAL SERVICES 10/22/2025

Anomalous push by Users *

Username
masantos
dsolares
dsolares
mtejedor
liliao

liliao
edelrosario
eherreras
jiayo

jjayo
irgonzalezm
julrobles
afreire
polive
jprieto
jprieto
jprieto
jprieto
monofre
ryeung
ryeung
evasquezv
ocabeza
tpertab

lefolch

Time

Sun Jul 9 20:04:18 2,023 EDT
Mon Jul 10 14:47:24 2,023 EDT
Mon Jul 10 14:47:29 2,023 EDT
Wed Jul 5 9:52:23 2,023 EDT
FriJul 7 7:41:43 2,023 EDT
FriJul 7 7:42:00 2,023 EDT

Fri Jul 7 15:36:27 2,023 EDT
Mon Jul 3 6:14:17 2,023 EDT
Mon Jul 3 16:48:52 2,023 EDT
Mon Jul 3 16:48:55 2,023 EDT
Sun Jul 2 0:05:50 2,023 EDT
Sun Jul 2 19:08:05 2,023 EDT
Sun Jul 2 19:47:45 2,023 EDT
Tue Jun 27 12:29:12 2,023 EDT
Tue Jun 20 12:19:49 2,023 EDT
Tue Jun 20 12:19:53 2,023 EDT
Tue Jun 20 12:19:56 2,023 EDT
Fri Jun 16 15:23:32 2,023 EDT
Sun Jun 18 6:14:07 2,023 EDT
Mon Jun 19 16:07:30 2,023 EDT
Mon Jun 19 16:08:34 2,023 EDT
Fri Jun 30 15:31:28 2,023 EDT
Sun Jun 25 12:48:02 2,023 EDT
Mon Jun 12 4:33:17 2,023 EDT
Thu Jun 15 22:44:23 2,023 EDT

Call timed out by Users *

Username
remanuel
hocampo
apgarcia
dlumbi
dlumbi

GLESEC

_. All Rights Reserved.

Time

FriJul 7 17:46:05 2,023 EDT
SatJul 8 21:13:19 2,023 EDT
Sat Jul 8 22:01:28 2,023 EDT
Sat Jul 8 22:58:21 2,023 EDT
Sat Jul 8 22:59:40 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
116.57.74.180
242.200.204.2
242.200.204.2
186.47.87.164
18.11.178.237
18.11.178.237
66.218.109.123
18.11.178.237
18.11.178.237
18.11.178.237
244.136.239.246
171.134.204.195
15.75.132.76
219.89.38.184
252.14.227.52
252.14.227.52
252.14.227.52
116.112.82.9
213.116.237.200
186.47.87.164
186.47.87.164
24.244.248.201
229.234.229.3
24.244.248.201
218.197.172.26

IP Address
1.174.111.208
61.193.65.20
216.101.248.226
86.220.110.108
86.220.110.108

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 10/22/2025

Username
dlumbi
ygonzalez
julrobles
ealvarez
dlumbi

dlumbi
gsgonzalez
cbarrera
reperez
pogando
ebruno
fatenciop
mprotasowicki
norillac

liliao

liliao
adehermoso
rastacio
rastacio
cmelasecca
llarac
mprotasowicki
mprotasowicki
mprotasowicki
sdeleon
rturner

rquiel
elvargas
elvargas
rchavarria
aferreira
aburgess
aburgess
caarjona

magomez

GLESEC. All Rights Reserved.

Time

Sat Jul 8 23:02:18 2,023 EDT
FriJul 7 23:13:16 2,023 EDT
Sat Jul 8 8:02:58 2,023 EDT
Sun Jul 9 8:50:09 2,023 EDT
Sun Jul 9 21:16:41 2,023 EDT
Sun Jul 9 21:36:55 2,023 EDT
Sun Jul 9 22:01:38 2,023 EDT
Thu Jul 6 22:55:03 2,023 EDT
Thu Jul 6 15:20:49 2,023 EDT
Thu Jul 6 11:33:56 2,023 EDT
Thu Jul 6 9:32:12 2,023 EDT
Thu Jul 6 9:37:48 2,023 EDT
Thu Jul 6 10:00:24 2,023 EDT
Thu Jul 6 10:14:00 2,023 EDT
Mon Jul 3 6:15:11 2,023 EDT
Mon Jul 3 6:17:25 2,023 EDT
Mon Jul 3 16:22:28 2,023 EDT
Mon Jul 3 16:25:40 2,023 EDT
Mon Jul 3 16:26:43 2,023 EDT
Mon Jul 3 16:43:00 2,023 EDT
Mon Jul 3 17:07:26 2,023 EDT
Mon Jul 3 14:32:27 2,023 EDT
Mon Jul 3 14:33:28 2,023 EDT
Mon Jul 3 14:34:30 2,023 EDT
Mon Jul 3 14:58:15 2,023 EDT
Wed Jul 5 11:39:06 2,023 EDT
Wed Jul 5 11:41:19 2,023 EDT
Wed Jul 5 11:54:28 2,023 EDT
Wed Jul 5 11:55:30 2,023 EDT
Wed Jul 5 12:05:31 2,023 EDT
Wed Jul 5 10:01:25 2,023 EDT
Wed Jul 5 15:22:08 2,023 EDT
Wed Jul 5 15:23:59 2,023 EDT
Wed Jul 5 15:27:05 2,023 EDT
Wed Jul 5 15:40:19 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
86.220.110.108
18.11.178.237
18.11.178.237
164.52.87.194
86.220.110.108
86.220.110.108
18.11.178.237
218.54.82.73
190.103.133.224
218.197.172.26
18.11.178.237
18.11.178.237
245.247.7.226
18.11.178.237
18.11.178.237
18.11.178.237
18.11.178.237
107.160.204.96
107.160.204.96
22.184.74.154
18.11.178.237
216.101.248.226
216.101.248.226
216.101.248.226
18.11.178.237
18.11.178.237
18.11.178.237
201.51.7.123
201.51.7.123
161.228.182.71
149.87.69.55
186.47.87.164
186.47.87.164
222.181.97.52
18.11.178.237

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 10/22/2025

Username
jdelaguardia
plopez
plopez
rturner
ekreitz
eavega
jperezp
irgonzalezm
irgonzalezm
irgonzalezm
gsgonzalez
alfernandez
hlopez
rbennett
aybarrios
Wross
yortegab
aadiaz
Wross
yortegab
Itejada
piannicelli
hlopez
yortegab
ekreitz
rturner
juespinosa
juespinosa
iracine
iracine
hlopez
jose34240
nrodrigueza
pfigueroa

pfigueroa

GLESEC. All Rights Reserved.

Time

Wed Jul 5 15:48:47 2,023 EDT
Wed Jul 5 15:50:30 2,023 EDT
Wed Jul 5 15:51:34 2,023 EDT
Wed Jul 5 15:55:12 2,023 EDT
Wed Jul 5 16:12:45 2,023 EDT
Wed Jul 5 12:55:31 2,023 EDT
Frijul 7 9:48:28 2,023 EDT
Sun Jul 2 0:05:27 2,023 EDT
Sun Jul 2 0:06:52 2,023 EDT
Sun Jul 2 0:07:56 2,023 EDT
Sun Jul 2 11:37:47 2,023 EDT
Thu Jun 29 17:59:52 2,023 EDT
Fri Jun 30 10:05:27 2,023 EDT
FriJun 30 9:38:30 2,023 EDT
FriJun 30 9:12:54 2,023 EDT
Fri Jun 30 11:36:59 2,023 EDT
Fri Jun 30 11:37:18 2,023 EDT
Fri Jun 30 11:40:44 2,023 EDT
Fri Jun 30 11:40:50 2,023 EDT
Fri Jun 30 11:54:16 2,023 EDT
Thu Jun 29 13:07:48 2,023 EDT
FriJun 30 11:16:32 2,023 EDT
FriJun 30 11:29:58 2,023 EDT
Thu Jun 29 10:35:08 2,023 EDT
Thu Jun 29 10:35:48 2,023 EDT
Thu Jun 29 10:54:14 2,023 EDT
Thu Jun 29 10:08:11 2,023 EDT
Thu Jun 29 10:10:26 2,023 EDT
Thu Jun 29 10:16:36 2,023 EDT
Thu Jun 29 10:16:59 2,023 EDT
Tue Jun 27 17:23:30 2,023 EDT
Tue Jun 27 17:40:44 2,023 EDT
Tue Jun 27 17:44:30 2,023 EDT
Mon Jun 26 17:18:14 2,023 EDT
Mon Jun 26 17:19:46 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
186.47.87.164
18.11.178.237
18.11.178.237
18.11.178.237
99.20.184.239
190.103.133.224
18.11.178.237
244.136.239.246
244.136.239.246
244.136.239.246
18.11.178.237
18.11.178.237
69.106.52.55
216.101.248.226
18.11.178.237
18.11.178.237
1.138.51.216
56.199.115.228
18.11.178.237
1.138.51.216
252.87.54.247
190.103.133.224
69.106.52.55
218.11.239.164
145.37.144.62
18.11.178.237
180.18.176.2
180.18.176.2
18.11.178.237
18.11.178.237
239.44.101.231
89.12.184.104
18.11.178.237
129.180.244.21
129.180.244.21

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500



TLP:AMBER

MSS-TAS REPORT

ACME FINANCIAL SERVICES 10/22/2025

Username
lylee
mzavan
rbennett
yecheverry
lamarino
rvonchong
ahgonzalez
ahgonzalez
ahgonzalez
edelrosario
smchavez
cllanque
mquiros
carellano
aygonzalez
joestrada
joestrada
jcen
gsgonzalez
Imendez
kabrego
mzavan
hlopez
mpinzon

wquintero

Time

Mon Jun 26 17:22:16 2,023 EDT
Tue Jun 27 9:37:29 2,023 EDT
Tue Jun 27 9:53:27 2,023 EDT
Tue Jun 27 10:01:18 2,023 EDT
Tue Jun 27 10:05:47 2,023 EDT
Tue Jun 27 12:53:26 2,023 EDT
Tue Jun 27 12:56:18 2,023 EDT
Tue Jun 27 12:57:23 2,023 EDT
Tue Jun 27 13:05:28 2,023 EDT
Tue Jun 27 11:48:39 2,023 EDT
Tue Jun 27 11:54:38 2,023 EDT
Mon Jun 26 14:08:24 2,023 EDT
Mon Jun 26 13:20:46 2,023 EDT
Mon Jun 26 13:33:59 2,023 EDT
Mon Jun 26 14:06:57 2,023 EDT
Sun Jun 25 2:24:25 2,023 EDT
Sun Jun 25 2:25:29 2,023 EDT
Sun Jun 25 10:01:53 2,023 EDT
FriJun 23 14:57:25 2,023 EDT
FriJun 23 15:13:55 2,023 EDT
Fri Jun 23 15:16:22 2,023 EDT
Thu Jun 22 11:40:57 2,023 EDT
Thu Jun 22 12:07:19 2,023 EDT
Thu Jun 22 11:26:43 2,023 EDT
Thu Jun 22 11:26:55 2,023 EDT

Authentications Cancelled by the Users *

Username Time

fzambrano Fri Jul 7 17:37:52 2,023 EDT
kbastian Sun Jul 9 2:43:57 2,023 EDT
ogomez Sun Jul 9 6:01:13 2,023 EDT
ramesquita Tue Jul 4 7:33:27 2,023 EDT
eherreras Mon Jul 3 6:14:16 2,023 EDT
erangel Mon Jul 3 16:25:52 2,023 EDT

— GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
18.11.178.237
107.160.204.96
216.101.248.226
13.206.187.153
120.97.251.167
190.103.133.224
18.11.178.237
18.11.178.237
18.11.178.237
27.57.202.72
216.101.248.226
151.37.86.192
236.250.120.33
10.101.64.149
31.175.211.228
10.0.3.250
10.0.3.250
107.160.204.96
18.11.178.237
18.11.178.237
18.11.178.237
107.160.204.96
111.83.126.72
18.11.178.237
23.56.137.211

IP Address
107.160.204.96
107.160.204.96
242.200.204.2
18.11.178.237
18.11.178.237
18.11.178.237

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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= GLESEC

COMPLETELY PERCEPTI

Username Time IP Address
erangel Mon Jul 3 16:26:08 2,023 EDT 18.11.178.237
aoromero Mon Jul 3 16:45:36 2,023 EDT 163.211.40.101
jjayo Mon Jul 3 16:48:51 2,023 EDT 18.11.178.237
elvargas Wed Jul 5 11:56:02 2,023 EDT 201.51.7.123
arussell FriJul 7 7:26:46 2,023 EDT 18.11.178.237
fabiurriola Frijul 7 9:27:11 2,023 EDT 44.160.82.139
irgonzalezm Sun Jul 2 0:05:49 2,023 EDT 244.136.239.246
aestrada Sun Jul 2 0:26:17 2,023 EDT 107.160.204.96
julrobles Sun Jul 2 19:08:04 2,023 EDT 171.134.204.195
afreire Sun Jul 2 19:47:44 2,023 EDT 15.75.132.76
aybarrios FriJun 30 9:13:11 2,023 EDT 18.11.178.237
aybarrios FriJun 30 9:13:26 2,023 EDT 18.11.178.237
apereira Tue Jun 27 15:57:31 2,023 EDT 18.11.178.237
jcastanon Tue Jun 27 9:47:37 2,023 EDT 138.16.137.139
apereira Tue Jun 27 9:51:28 2,023 EDT 18.11.178.237
apereira Tue Jun 27 9:51:40 2,023 EDT 18.11.178.237
pkerguelen Tuejun 27 11:42:19 2,023 EDT 201.51.7.123
fzambrano Tue Jun 27 12:19:51 2,023 EDT 13.206.187.153
polive Tue Jun 27 12:29:11 2,023 EDT 219.89.38.184
slgonzalez Mon Jun 26 13:33:26 2,023 EDT 18.11.178.237
apgarcia Sat Jun 24 21:24:53 2,023 EDT 216.101.248.226
ylobelo Sun Jun 25 2:40:49 2,023 EDT 61.193.65.20
ylobelo Sun Jun 25 2:41:09 2,023 EDT 61.193.65.20
aygonzalez Fri Jun 23 14:58:30 2,023 EDT 18.11.178.237

jvelasquezc

Fri Jun 23 15:00:21 2,023 EDT

31.175.211.228

echang Fri Jun 23 14:28:42 2,023 EDT 18.11.178.237
ebarnola Thu Jun 22 11:46:06 2,023 EDT 18.11.178.237
rcgonzalez Thu Jun 22 11:28:24 2,023 EDT 18.11.178.237
mcasis Thu Jun 22 14:53:40 2,023 EDT 161.247.9.248
mcasis Wed Jun 21 13:09:02 2,023 EDT 161.247.9.248
dfruiz Thu Jun 22 9:24:36 2,023 EDT 206.32.64.87
jprieto Tue Jun 20 12:19:48 2,023 EDT 252.14.227.52
joestrada Wed Jun 14 2:05:43 2,023 EDT 52.122.234.42
joestrada Wed Jun 14 2:08:55 2,023 EDT 52.122.234.42
dcamargo Thu Jun 15 11:44:35 2,023 EDT 216.101.248.226
— GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ

+507 836-5355 +1 (321) 430-0500
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Username
joestrada
khurtado
khurtado
ewalters
ewalters
monofre
monofre
jprieto
wquintero
wquintero
wquintero
wquintero
dgalvarado
ovidales
jdewindt
ryeung
ryeung
mjaescke
jjayo
dlumbi
dsolares
gsgonzalez
ducaceres
cemaduro
cemaduro
cemaduro
eaguirree
sbravoc
abdesedas
suwilliams
rihaman
dcordoba
dcordoba
khurtado

smonsalve

GLESEC. All Rights Reserved.

Time

Wed Jun 14 4:33:25 2,023 EDT
FriJun 16 11:33:26 2,023 EDT
FriJun 16 11:33:39 2,023 EDT
FriJun 16 11:48:57 2,023 EDT
Thu Jun 15 18:13:53 2,023 EDT
Sun Jun 18 6:13:54 2,023 EDT
Sun Jun 18 6:14:04 2,023 EDT
FriJun 16 15:23:31 2,023 EDT
Mon Jun 12 17:18:16 2,023 EDT
Mon Jun 12 17:18:29 2,023 EDT
Mon Jun 12 17:19:21 2,023 EDT
Mon Jun 12 17:21:04 2,023 EDT
Sun Jun 11 17:17:04 2,023 EDT
Thu Jun 15 9:36:40 2,023 EDT
Wed Jun 14 8:13:29 2,023 EDT
Mon Jun 19 16:08:18 2,023 EDT
Mon Jun 19 16:08:30 2,023 EDT
Thu Jun 15 9:23:30 2,023 EDT
Mon Jul 10 13:40:40 2,023 EDT
Sun Jul 9 10:36:16 2,023 EDT
Mon Jul 10 14:47:22 2,023 EDT
Tue Jul 4 15:10:32 2,023 EDT
FriJul 7 8:04:44 2,023 EDT
FriJul 7 15:39:52 2,023 EDT
FriJul 7 15:40:25 2,023 EDT
FrijJul 7 15:42:15 2,023 EDT
Wed Jul 5 18:12:40 2,023 EDT
Tue Jul 4 19:13:03 2,023 EDT
Mon Jul 3 6:06:29 2,023 EDT
Mon Jul 3 8:15:33 2,023 EDT
Sat Jul 1 16:00:15 2,023 EDT
Sun Jul 2 8:23:23 2,023 EDT
Sun Jul 2 8:23:33 2,023 EDT
Thu Jun 29 21:17:54 2,023 EDT
Thu Jun 29 16:45:06 2,023 EDT

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
42.205.3.29
61.193.65.20
61.193.65.20
109.202.153.131
109.202.153.131
213.116.237.200
213.116.237.200
116.112.82.9
129.180.244.21
129.180.244.21
129.180.244.21
129.180.244.21
174.156.192.120
18.11.178.237
216.101.248.226
186.47.87.164
186.47.87.164
18.11.178.237
18.11.178.237
216.214.0.196
242.200.204.2
18.11.178.237
216.101.248.226
216.101.248.226
216.101.248.226
216.101.248.226
191.201.61.70
9.230.58.3
18.11.178.237
18.11.178.237
46.99.193.148
107.7.158.153
107.7.158.153
169.79.21.153
83.62.155.68

LATAM HQ US HQ
+507 836-5355 +1 (321) 430-0500
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Username
ocabeza
ocabeza
jdsolis
cpatino
elvargas
echiari
apereira
spaez
jdsolis
msagel
apereira
mcasis
mcasis
mcasis
mcasis
mlizarazo
janglero
mjaescke
agamarra
jchang
agamarra
ocabeza
eaguirree

jsalasp

Time

Wed Jun 28 17:13:12 2,023 EDT
Wed Jun 28 18:17:47 2,023 EDT
Wed Jun 28 7:42:05 2,023 EDT
Wed Jun 28 13:44:30 2,023 EDT
Wed Jun 28 13:29:09 2,023 EDT
Sun Jun 25 15:14:06 2,023 EDT
Thu Jun 22 20:04:44 2,023 EDT
Thu Jun 22 1:08:50 2,023 EDT
FriJun 16 5:26:29 2,023 EDT
SatJun 17 11:11:38 2,023 EDT
Tue Jun 20 10:25:51 2,023 EDT
Mon Jun 12 8:31:13 2,023 EDT
Mon Jun 12 8:31:29 2,023 EDT
Mon Jun 12 8:31:59 2,023 EDT
Mon Jun 12 8:32:50 2,023 EDT
Sat Jun 10 21:21:54 2,023 EDT
Mon Jun 12 17:03:22 2,023 EDT
Mon Jun 12 14:43:25 2,023 EDT
Tue Jun 13 9:46:14 2,023 EDT
Tue Jun 13 9:46:36 2,023 EDT
Tue Jun 13 9:46:36 2,023 EDT
Tue Jun 13 11:38:38 2,023 EDT
Sun Jul 9 14:39:53 2,023 EDT
Sun Jul 9 23:15:33 2,023 EDT

Most Successful Authenticated Countries *

GLESEC. All Rights Reserved.

PROPRIETARY & CONFIDENTIAL

= GLESEC

COMPLETELY PERCEPTI

IP Address
18.11.178.237
18.11.178.237
18.11.178.237
212.5.242.61
201.51.7.123
18.11.178.237
18.11.178.237
218.197.172.26
18.11.178.237
174.196.157.98
18.11.178.237
161.247.9.248
161.247.9.248
161.247.9.248
161.247.9.248

162.202.207.188

129.180.244.21
18.11.178.237
201.51.7.123
18.11.178.237
201.51.7.123
18.11.178.237
83.165.51.88
18.11.178.237

LATAM HQ
+507 836-5355

US HQ
+1 (321) 430-0500
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Countries with Most Failed Authentications *

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
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Trusted Access In Last 6 Months

60000
55000
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Successful and Failed Authentications *

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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Successful Authentications *

locked out - 154
no_keys pressed - 31
null - 78

ofac_|location - &
user_marked fraud - 1
Mo Response - 306
User Approved - 5,063
User Cancelled - 158
Valid Passcode - 27,866

anomalous push - 38
ermor- 21

invalid passcode - 2,434
user_mistake - 10

EODC OO EEEODONEEN

Successful Authentications by Factor *

Duo Push - 14,103

Mot Awvailable - 797

Passcode - 1,136
duo_rmobile_passcode - 56,819
Bypass Code - 1,589
phone_call - 445

EO0OEON

g™ ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ US HQ
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Authentication Per Country *

Panama - 9,804

United States - 2,256
Colombia - 1,739

Peru - 274

Brazil - 248

Mexico - 261

Ecuador - 105
Honduras - 177

Costa Rica - 52

ACME - 32

Uruguay - 101

United Kingdom - 68
Guaternala - 24
Venezuela- 18

Guyana - 37

Canada - 28

Trinidad and Tobago - 27
Bolivia - 42

India - 34

Dominican Republic - 15

ECON O EEODODONEEOCOOENCOE NN

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ usS HQ
+507 836-5355 +1 (321) 430-0500
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.

" ©2023. GLESEC. All Rights Reserved. PROPRIETARY & CONFIDENTIAL LATAM HQ UsS HQ
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