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TLP AMBER CISO
EXECUTIVE REPORT
Este informe corresponde "ABRIL 2026" y está dirigido al director o
vicepresidente de TI, Ciberseguridad, Cumplimiento de
Ciberseguridad o equivalente. La información está distribuida
siguiendo el Modelo de seguridad cibernética de siete elementos
de GLESEC (7eCSMTM), estos elementos son: Riesgo,
Vulnerabilidades, Amenazas, Activos, Cumplimiento, Validación de
Ciberseguridad y Acceso.

SOBRE ESTE INFORME

El propósito de este documento es
informar sobre el estado” de seguridad
para su organización. Debe ser notado
que GLESEC basa su información en el
análisis de los servicios bajo contrato. La
información generada por estos servicios
es entonces agregados, correlacionados y
analizados.

VULNERABILITY

THREATS

Total Number of Successful MFA authentications per application
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System Availability and Performance in current & previous month

Current Month Previous Month

Total Device Outages 3 0

Critical Device Outages 0 0

Histogram of Total and Critical Device Outages

Device Sensor Group Status Criticality Events First_Seen Last_Seen

192.168.12.22
SSL
Certificate
Sensor (Port
443)

Clients Warning 8687 2026-03-02
00:09:50

2026-04-01
05:34:22

Gateway:
10.100.40.1

SSL
Certificate
Sensor (Port
443)

Network
Infrastructure Warning 8687 2026-03-02

00:09:49
2026-04-01
05:34:15

192.168.12.20
SSL
Certificate
Sensor (Port
443)

Linux / macOS / Unix Warning 8687 2026-03-02
00:09:49

2026-04-01
05:34:02

201.226.254.228
SSL
Certificate
Sensor (Port
443)

WEB SERVER Warning 1626 2026-03-26
18:09:01

2026-04-01
09:37:55

Probe Device System
Health MSS-CSME-Tropigas Warning 43 2026-03-02

13:13:09
2026-03-30
10:43:06

DNS: 8.8.8.8 Ping v2 Network
Infrastructure Down 2 2026-03-19

18:09:38
2026-03-19
22:36:42

DNS: Glesec AD1 Ping v2 Network
Infrastructure Down 2 2026-03-17

10:54:12
2026-03-18
21:25:12

201.226.254.228
SSL Security
Check (Port
443)

WEB SERVER Down 1 2026-03-15
19:34:05

2026-03-15
19:34:05

201.226.254.228 HTTP v2 WEB SERVER Warning 1 2026-03-13
18:29:06

2026-03-13
18:29:06

Total and Critical Attacks Successfully Blocked by Security Layer and Department

MSS-UTM MSS-BOT MSS-DDOS MSS-DLP MSS-EDR MSS-WAF

0 329,237 0 0 0 214,391
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OPERATIONAL
Notable Events Active For The Last Month

Notable Event Type How Many #

BAS Web Security 9

Change in Systems Performance 1

Non Baselined Discovered System 164

MSS-DLP - Abnormal activity in the file system(s) 322

Internal user deleted or moved a SoftwareMine 99

Monitoring for open ports 10

MSS-DLP - External File access 119

High Persistency Detection 118

BAS Immediate Threat 19

Notable Event Alert: Vulnerability exposure from Threat Intelligence 1

TEVR BAS Immediate Threats 1

Change in Systems Availability 1

 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.




