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TLP AM B E R About this report
M SS'ADS RE PO RT This is a SKYWATCH report that presents the most

up-to-date information for the MSS-ADS as
displayed in the service dashboard.

Table Number of Discovered Devices and the Number of Baselined Devices

Host_Category Non_IT IT

Baselined Devices 7 73

Discovered Devices In Last 6 Months
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Table Baselined Hosts

IP host-fqdn

192.168.50.114 dc-0l.in.glesec.com

172.28.1.120 GOC-PMAL.in.glesec.com

192.168.100.118 Unknown

192.168.50.214 BLADEXDuoProxy.client.glesec.com

192.168.50.142 Unknown

192.168.100.202 Unknown

192.168.100.194 zabbix.in.glesec.com

— Mon T

Date

Operating-system o 4

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Microsoft Windows 10
Pro Build 19,045

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Linux Kernel
6.8.0-1024-aws on
Ubuntu 22.04

Microsoft Windows 10

Microsoft Windows
Server 2,022
Datacenter Build
20,348

Linux Kernel
6.8.0-1029-aws on
Ubuntu 22.04
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Division

null

GOC

null

null

null

null

null
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Location

null

null

null

null

null

null

null
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IP

192.168.100.190

192.168.100.173

192.168.50.87

192.168.50.53

192.168.10.150

172.28.1.119

10.4.0.60

10.4.0.51

10.4.0.50

192.168.52.86

192.168.52.48

192.168.50.156

192.168.50.154

192.168.50.107

192.168.50.104

192.168.10.90

host-fgqdn

Unknown

PRTG.in.glesec.com

Unknown

OJDuoProxy.client.glesec.com

mss-utm-pan.in.glesec.com

GOC-PANAMAS.in.glesec.com

intranet-dev.in.glesec.com

gmp.glesec.com

intranet.in.glesec.com

Unknown

netbox.in.glesec.com

Unknown

ansible.in.glesec.com

Unknown

Unknown

mss-siem.in.glesec.com

172.28.2.124 SIP-T23G
172.28.2.114 GOCUSAWSO02.in.glesec.com
172.28.2.106 Unknown
172.28.2.95 SIP-T23G
— GLESEC. All Rights Reserved.

Operating-system

Linux Kernel
5.15.0-1083-aws on
Ubuntu 20.04

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Microsoft Windows 11

Linux Kernel
6.8.0-1027-aws on
Ubuntu 22.04

Palo Alto Networks
PAN-OS

Microsoft Windows 11
Pro Build 26,100

Ubuntu 16.04 Linux
Kernel 4.40

Ubuntu 16.04 Linux
Kernel 4.40

Ubuntu 16.04 Linux
Kernel 4.40

Ubuntu 18.04 Linux
Kernel 4.15

Linux Kernel
5.15.0-1084-aws on
Ubuntu 20.04

Linux Kernel
6.8.0-1029-aws on
Ubuntu 24.04

Linux Kernel 2.60

Linux Kernel
6.8.0-1029-aws on
Ubuntu 24.04

Ubuntu 18.04 Linux
Kernel 4.15

Linux Kernel
6.8.0-1033-aws on
Ubuntu 22.04

Undetermined

Microsoft Windows 10
Pro Build 19,045

Hyper-V Server 2,019
Build 17,763

Undetermined
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Scanned Division

null

null

null

null

null

GOC

null

null

null

null

null

null

null

null

GOC

null

null

GOC
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Location

null

null

null

null

null

null

Internal

null

Internal

null

null

null

Internal

null

null

null

null

null

null

null
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IP

172.28.2.89

172.28.2.65

172.28.1.91

172.28.1.89

192.168.102.170

192.168.100.238

10.4.0.61

10.10.10.14

192.168.52.28

192.168.50.207

192.168.100.73

192.168.100.47

192.168.52.226

host-fgqdn
SIP-T23G

Unknown

monitor-gocl.in.glesec.com

Unknown

MSS-IAM.in.glesec.com

Unknown

gmp-dev.in.glesec.com

Unknown

Unknown

GLESEC-AWS-CYMULATE.GLESEC.com

Unknown

Unknown

vaultwarden.in.glesec.com

172.28.1.65 Unknown
10.100.129.143 Unknown
— GLESEC. All Rights Reserved.

Operating-system

Undetermined

FreeBSD 15.00-
CURRENT (arm)

Ubuntu 18.04 Linux
Kernel 4.15

Microsoft Windows 10

Enterprise

Microsoft Windows
Server 2,022
Datacenter Build
20,348

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Ubuntu 16.04 Linux
Kernel 4.40

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Microsoft Windows
Server 2,019
Datacenter Build
17,763

Microsoft Windows
Server 2,022
Datacenter Build
20,348

Microsoft Windows
Server 2,025
Datacenter Build
26,100

Cisco Catalyst 9,200

Series Switches Cisco

Catalyst 9,300 Series
Switches Cisco
Catalyst IE9300

Rugged Series Nutanix

FreeBSD 15.00-
CURRENT (arm)

Palo Alto Networks
PAN-OS
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Scanned Division

GOC

GOC

null

GOC

null

null

Security

null

null

null

null

null

null

LATAM HQ
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Location

null

null

null

null

null

null

null

Internal

Internal

null

null

null

null

null

null
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IP host-fqdn Operating-system Scanned Division Location
Palo Alto Networks
10.100.129.14 Unknown PAN-OS null null
10.4.0.2 Unknown Undetermined null null
Microsoft Windows
. Server 2,019
192.168.51.15  dc-02.in.glesec.com Datacenter Build null null
17,763
Cisco Catalyst 9,200
Series Switches Cisco
192.168.51.108  Unknown Catalyst 9,300 Series null nul
Switches Cisco
Catalyst IE9300
Rugged Series Nutanix
192.168.51.51 Unknown Cisco SIP Device null null
Palo Alto Networks
10.100.1.185 Unknown PAN-OS null null
10.100.0.2 Unknown Undetermined null null
, Ubuntu 18.04 Linux
192.168.102.211 docker.in.glesec.com Kernel 4.15 null null
10.4.0.200 Unknown Undetermined null null
172.28.1.86 GOC Telephone Undetermined GOC null
. . CDS - SALES
172.28.1.85 Sales Telephone Yealink SIP Device DEPARTMENT Internal
172.28.1.83 EPSON L3250 Series FortiOs on Fortinet null Internal
FortiGate
. . Ubuntu 18.04 Linux
172.28.1.81 monitor-gocl.in.glesec.com Kernel 4.15 GOC null
172.28.1.80 Administration Telephone Undetermined ADMINISTRATION null
10.100.2.1 Unknown Undetermined null null
Palo Alto Networks
10.100.1.234 Unknown PAN-OS null null
10.10.10.2 Unknown Undetermined Not Set Not Set
10.10.10.1 Unknown Undetermined null null
10.4.101.1 Unknown Undetermined null null
10.4.100.1 Unknown Undetermined null null
66.22.79.162 skywatch.glesec.com Linux Kernel 2.60 S&E External
192.168.100.167 Unknown Undetermined Not Set Not Set
Microsoft Windows
Server 2,022
192.168.100.68 Unknown Datacenter Build null null
20,348
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IP host-fgdn

192.168.50.63 Unknown

Table of Notable Events

Notable Event Type

Table of related cases:

® n/a
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Date

Scanned Division Location

Operating-system

Undetermined Not Set Not Set

How Many #
N/A

= Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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HOW CAN WE HELP?

Contact us today for more information on
our services and security solutions.
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