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Sobre este reporte

Se trata de un informe SKYWATCH que presenta la
información más actualizada del MSS-VME tal y
como se muestra en el panel de control del
servicio.

Overview

Vulnerability Level

2%

Discovered Hosts

126

Vulnerable Hosts

25

Executive Summary Vulnerability Severity Distribution

Scanner Critical High Medium Low Total

TROPIGAS 0 0 16 4 20

Tropigas 5 10 59 25 99
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Most Vulnerable Host *

Vulnerability Distribution
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Top 10 Most Common Vulnerabilities

Vulnerability

SSL Certificate Cannot Be Trusted

ICMP Timestamp Request Remote Date Disclosure

SSL Self-Signed Certificate

TLS Version 1.10 Deprecated Protocol

TLS Version 1.00 Protocol Detection

SSL Medium Strength Cipher Suites Supported (SWEET32)

SSH Server CBC Mode Ciphers Enabled

SSL Certificate with Wrong Hostname

SNMP 'GETBULK' Reflection DDoS

SNMP Agent Default Community Name (public)

History

Vulnerable Host History
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Vulnerability Severity History

Discovered Host History
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Open Port Monitoring

Open Ports

ip hostname port status protocol service

201.226.254.250 80 open tcp http_proxy

201.226.254.250 443 open tcp http_proxy

201.226.254.250 8383 open tcp www

201.226.254.250 8443 open tcp www

201.226.254.229 mail.enesa.com.pa 80 open tcp www

201.226.254.229 mail.enesa.com.pa 443 open tcp www

201.226.254.229 mail.enesa.com.pa 3333 open tcp www

201.226.254.245 8080 open tcp www

201.226.254.245 8443 open tcp www

201.226.254.227 correo.tropigas.com.pa 80 open tcp www

201.226.254.227 correo.tropigas.com.pa 443 open tcp www

201.226.254.234 80 open tcp http_proxy

201.226.254.234 443 open tcp http_proxy

201.226.254.249 21 open tcp No Service Detected

201.226.254.249 80 open tcp http_proxy

201.226.254.249 443 open tcp http_proxy

52.173.79.184 80 open tcp www

52.173.79.184 443 open tcp www

201.226.254.252 mail.petroport.net 80 open tcp http_proxy

201.226.254.252 mail.petroport.net 443 open tcp No Service Detected

201.226.254.231 80 open tcp www

201.226.254.231 443 open tcp www

201.226.254.246 controller.tropigas.com.pa 80 open tcp www

201.226.254.246 controller.tropigas.com.pa 443 open tcp www

201.226.254.251 443 open tcp www

201.226.254.228 443 open tcp cisco

201.226.254.236 541 open tcp No Service Detected

201.226.254.236 4500 open tcp No Service Detected

201.226.254.225 23 open tcp telnet

192.168.12.32 22 open tcp ssh

192.168.12.32 9090 open tcp www
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ip hostname port status protocol service

192.168.12.32 44321 open tcp No Service Detected

192.168.12.32 44322 open tcp www

192.168.12.43 80 open tcp www

192.168.12.43 443 open tcp www

192.168.12.43 902 open tcp vmware_auth

192.168.12.43 5989 open tcp cim_listener

192.168.12.43 8000 open tcp No Service Detected

192.168.12.43 8182 open tcp No Service Detected

192.168.12.43 8300 open tcp No Service Detected

192.168.12.43 9080 open tcp www

192.168.12.45 22 open tcp No Service Detected

192.168.12.45 161 open udp snmp

192.168.12.45 427 open tcp slp

192.168.12.45 427 open udp slp

192.168.12.45 443 open tcp www

192.168.12.45 873 open tcp rsyncd

192.168.12.45 1022 open tcp ssh

192.168.12.45 6950 open tcp No Service Detected

192.168.12.45 6960 open tcp No Service Detected

192.168.12.45 7950 open tcp No Service Detected

192.168.12.45 8000 open tcp No Service Detected

192.168.12.45 8801 open tcp No Service Detected

192.168.12.45 9200 open tcp No Service Detected

192.168.12.45 41469 open udp No Service Detected

192.168.12.45 55109 open udp No Service Detected

192.168.12.41 22 open tcp ssh

192.168.12.41 80 open tcp www

192.168.12.41 443 open tcp www

192.168.12.41 17990 open tcp No Service Detected

192.168.12.1 67 open udp No Service Detected

192.168.12.1 161 open udp snmp

192.168.12.1 50574 open udp No Service Detected

192.168.12.42 80 open tcp www

192.168.12.42 443 open tcp www

192.168.12.42 902 open tcp vmware_auth
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ip hostname port status protocol service

192.168.12.42 8000 open tcp No Service Detected

192.168.12.42 8182 open tcp No Service Detected

192.168.12.42 8300 open tcp No Service Detected

192.168.12.42 9080 open tcp www

192.168.12.44 22 open tcp No Service Detected

192.168.12.44 161 open udp snmp

192.168.12.44 427 open udp slp

192.168.12.44 427 open tcp slp

192.168.12.44 443 open tcp www

192.168.12.44 873 open tcp rsyncd

192.168.12.44 1022 open tcp ssh

192.168.12.44 6950 open tcp No Service Detected

192.168.12.44 6960 open tcp No Service Detected

192.168.12.44 7950 open tcp No Service Detected

192.168.12.44 8000 open tcp No Service Detected

192.168.12.44 8801 open tcp No Service Detected

192.168.12.44 9200 open tcp No Service Detected

192.168.12.44 35713 open udp No Service Detected

192.168.12.44 38438 open udp No Service Detected

192.168.12.44 42058 open udp No Service Detected

192.168.12.44 54509 open udp No Service Detected

192.168.12.44 57095 open udp No Service Detected

192.168.12.33 22 open tcp ssh

192.168.12.33 53 open tcp dns

192.168.12.33 80 open tcp www

192.168.12.33 443 open tcp www

192.168.12.31 135 open tcp epmap

192.168.12.31 139 open tcp smb

192.168.12.31 445 open tcp cifs

192.168.12.31 3389 open tcp msrdp

192.168.12.31 5985 open tcp www

192.168.12.31 8028 open tcp No Service Detected

192.168.12.31 8383 open tcp www

192.168.12.31 8443 open tcp www

192.168.12.31 8500 open tcp No Service Detected
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ip hostname port status protocol service

192.168.12.20 22 open tcp ssh

192.168.12.20 80 open tcp www

192.168.12.20 139 open tcp smb

192.168.12.20 443 open tcp www

192.168.12.20 445 open tcp cifs

192.168.12.20 3260 open tcp No Service Detected

192.168.12.20 5000 open tcp www

192.168.12.20 5001 open tcp www

192.168.12.46 22 open tcp ssh

192.168.12.46 80 open tcp www

192.168.12.46 389 open tcp ldap

192.168.12.46 443 open tcp www

192.168.12.46 514 open tcp No Service Detected

192.168.12.46 636 open tcp ldap

192.168.12.46 1514 open tcp No Service Detected

192.168.12.46 2012 open tcp No Service Detected

192.168.12.46 2014 open tcp No Service Detected

192.168.12.46 2020 open tcp No Service Detected

192.168.12.46 3128 open tcp No Service Detected

192.168.12.40 22 open tcp ssh

192.168.12.40 80 open tcp www

192.168.12.40 443 open tcp www

192.168.12.40 17990 open tcp No Service Detected

192.168.12.13 135 open tcp epmap

192.168.12.13 139 open tcp smb

192.168.12.13 445 open tcp cifs

192.168.12.13 1433 open tcp mssql

192.168.12.13 1434 open tcp No Service Detected

192.168.12.13 3389 open tcp msrdp

192.168.12.13 5200 open tcp remoting_tcp

192.168.12.13 5985 open tcp www

192.168.12.13 9000 open tcp www

192.168.12.13 9001 open tcp No Service Detected

192.168.12.22 22 open tcp ssh

192.168.12.22 443 open tcp www
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ip hostname port status protocol service

192.168.12.48 135 open tcp epmap

192.168.12.48 139 open tcp smb

192.168.12.48 445 open tcp cifs

192.168.12.48 3389 open tcp msrdp

192.168.12.48 5985 open tcp www

192.168.12.51 135 open tcp epmap

192.168.12.51 139 open tcp smb

192.168.12.51 445 open tcp cifs

192.168.12.51 3389 open tcp msrdp

 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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