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TLP AMBER CISO
EXECUTIVE REPORT
The report includes: RISK, Cybersecurity and Operational information.

About this report

This on-demand report provides
executive level information as
of the state of Cybersecurity for
your organization including top
security indicators and
performance.
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Table of Comparison of Actual and Acceptable Risk From Current to Previous Month

Current Month Previous Month

Actual Risk 25 25

Accepted Risk 4 4

VULNERABILITY

Vulnerability Metric

17%

THREATS

Critical Attacks Per Country In Past Week
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United States - 45,296 United Kingdom - 426 Netherlands - 274 France - 127
Germany - 82 Ukraine - 186 Singapore - 141 Russia - 57
Indonesia - 102 Hong Kong - 47

Total Number of Successful MFA authentications per application
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Total Attacks Successfully Blocked Per Service

Attacks Successfully Blocked by Severity
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Histogram of Total and Critical Device Outages

Total Device Outages Last
Month Critical Device Outages Total Device Outages Critical Device Outages Last

Month
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Total and Critical Attacks Successfully Blocked by Security Layer and Department

MSS-UTM MSS-DDOS MSS-DLP MSS-EDR

6,064 6 10 22,818

OPERATIONAL

Total Number of Cases

Open 1

Answered 32

Closed 4176

Notable Events

Notable Event Type How Many #

N/A

Total Remediation Cases by Stage

Testing &
Detection Verification

Prioritization and
Business
Relevance

GLESEC
Remediation
Plan

Client
Security
Team

Client
Remediation
Team

Closed

Total 0 0 0 0 0 0 0

Vulnerabilities Resolved Over Time

Vulnerabilities: Average Time to Resolve
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Operational Metrics per Queue Over Time

Divisions AVG. Time To Resolve, H AVG. Time To Respond, H

GOC: Security Incidents to investigate 0 0

SECURITY REMEDIATION AND INVESTIGATIONS 0 0

COMPLIANCE 0 0

RISK 0 0

INFRASTRUCTURE 0 0

Monthly Average Time per Department
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Threat Mitigation Procedure (ASM-TMP)

Average Time to Remediate

Stages How Many #

Testing & Detection 1d 2h 44m 20s

Verification 10d 9h 4m 5s

Prioritization and Business Relevance 0d 0h 0m 0s

GLESEC Incidents Plan 0d 0h 0m 0s

Client Security Team 0d 0h 0m 0s

Client Incidents Team 0d 0h 0m 0s

Workload

Stages How Many #

Testing & Detection 0

Verification 0

Prioritization and Business Relevance 0

GLESEC Incidents Plan 0

Client Security Team 0

Client Incidents Team 13

Closed 681
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Vulnerability Handling Procedure (ASM-VP)

Average Time to Remediate

Stages How Many #

Testing & Detection 1d 15h 23m 52s

Verification 2d 11h 34m 37s

Prioritization and Business Relevance 0d 0h 0m 0s

GLESEC Remediation Plan 0d 0h 0m 0s

Client Security Team 0d 0h 0m 0s

Client Remediation Team 6d 6h 55m 20s

Workload

Stages How Many #

Testing & Detection 0

Verification 1

Prioritization and Business Relevance 1

GLESEC Remediation Plan 2

Client Security Team 2

Client Remediation Team 9

Closed 607

DAILYBRIEF

Active High-Severity Items

0

0
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Executive Action Required

✓
No executive action required today

Threat Relevance Score (TRS)

89
trend_label → 0

Risk Score (RS)

74
trend_label → 0

External Threat Context

Threat Headline Relevance

Group-IB: Beyond Tax Returns: How Shared Malware Infrastructure Scales Brand
Abuse in... Sector-relevant threat intelligence

Truesec: Zero-Day in Dell RecoverPoint for Virtual Machines Actively Exploited
(CVE-2026-22769) Vulnerability requires patching review

Ongoing cases

Case # Service Priority Hours Status

Cybersecurity News

Title Categories Industries

 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
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operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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