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About this report

This is a SKYWATCH report that presents the most
up-to-date information for the MSS-VME as
displayed in the service dashboard.

Overview

Vulnerability Level

14%

Discovered Hosts

46

Vulnerable Hosts

28
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Most Vulnerable Host *

Vulnerability Distribution
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Top 10 Most Common Vulnerabilities

Vulnerability

Cookie manipulation (DOM-based)

Client-side HTTP parameter pollution (reflected)

SSL Certificate Cannot Be Trusted

Client-side JSON injection (DOM-based)

Link manipulation (reflected DOM-based)

SSL Self-Signed Certificate

Cross-site scripting (DOM-based)

Microsoft Windows Unquoted Service Path Enumeration

Splunk Enterprise and Universal Forwarder < 9.00 Improper Certificate Validation

TLS Version 1.10 Protocol Deprecated

History

Vulnerable Host History
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Vulnerability Severity History

Discovered Host History
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Vulnerabilities Compared To Previous Month

dest Previous Current

10.10.10.14 6 5

10.100.1.185 1 2

10.100.1.234 5 6

10.100.129.14 2 2

10.100.129.143 6 6

172.28.1.119 7 16

172.28.1.120 2 3

172.28.1.65 1 1

172.28.2.124 2 2

172.28.2.65 2 3

172.28.2.92 2 2

192.168.52.28 6 6

GMSA-LAB.in.glesec.com 5 15

GOC-USA-WALL.in.glesec.com 7 16

GOCUSAWS02.in.glesec.com 11 19

PRTG.in.glesec.com 4 4

USASYSTEMSWS01.in.glesec.com 6 5

USASYSTEMSWS02.in.glesec.com 5 15

USASYSTEMSWS03.in.glesec.com 5 5

dc-01.in.glesec.com 5 6

dc-02.in.glesec.com 4 5

gmp.glesec.com 1 1

goc-usa-sw.in.glesec.com 2 2

netbox.in.glesec.com 4 6

Open Port Monitoring

Open Ports

ip hostname port status protocol service

172.28.2.98 123 open udp No Service Detected

172.28.2.98 135 open tcp epmap

172.28.2.98 137 open udp No Service Detected
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ip hostname port status protocol service

172.28.2.98 445 open tcp cifs

172.28.2.98 3389 open tcp No Service Detected

172.28.2.98 3389 open udp No Service Detected

172.28.2.98 4155 open tcp No Service Detected

172.28.2.98 4343 open tcp www

172.28.2.98 5040 open tcp No Service Detected

172.28.2.98 5050 open udp No Service Detected

172.28.2.98 5120 open tcp No Service Detected

172.28.2.98 5353 open udp No Service Detected

172.28.2.98 5985 open tcp www

172.28.2.98 7680 open tcp No Service Detected

172.28.2.98 9535 open tcp No Service Detected

172.28.2.98 9593 open tcp No Service Detected

172.28.2.98 9594 open tcp No Service Detected

172.28.2.98 9595 open tcp No Service Detected

172.28.2.98 9595 open udp No Service Detected

172.28.2.98 33354 open tcp No Service Detected

172.28.2.98 33354 open udp No Service Detected

172.28.2.98 33355 open udp No Service Detected

172.28.2.98 33370 open udp No Service Detected

172.28.2.98 33370 open tcp No Service Detected

172.28.2.98 33371 open udp No Service Detected

172.28.2.98 35978 open tcp dce

172.28.2.98 38293 open udp landesk_pds

172.28.2.98 44343 open tcp www

172.28.2.98 47001 open tcp No Service Detected

172.28.2.98 49584 open udp No Service Detected

172.28.2.98 49664 open tcp dce

172.28.2.98 49665 open tcp dce

172.28.2.98 49666 open tcp dce

172.28.2.98 49667 open tcp dce

172.28.2.98 49669 open tcp dce

172.28.2.98 49671 open tcp dce

172.28.2.98 49709 open tcp dce

172.28.2.98 59591 open udp No Service Detected
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ip hostname port status protocol service

172.28.2.113 GMSA-LAB.in.glesec.com 80 open tcp www

172.28.2.113 GMSA-LAB.in.glesec.com 123 open udp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 135 open tcp epmap

172.28.2.113 GMSA-LAB.in.glesec.com 137 open udp netbios

172.28.2.113 GMSA-LAB.in.glesec.com 138 open udp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 139 open tcp smb

172.28.2.113 GMSA-LAB.in.glesec.com 443 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 445 open tcp cifs

172.28.2.113 GMSA-LAB.in.glesec.com 2179 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 3389 open udp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 3389 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 5120 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 5985 open tcp www

172.28.2.113 GMSA-LAB.in.glesec.com 6160 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 6162 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 6163 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 6190 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 6290 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 6600 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 11731 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 47001 open tcp No Service Detected

172.28.2.113 GMSA-LAB.in.glesec.com 49664 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49665 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49666 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49667 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49668 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49669 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49720 open tcp dce

172.28.2.113 GMSA-LAB.in.glesec.com 49836 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 80 open tcp www

172.28.2.108 GMSA-LAB.in.glesec.com 123 open udp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 135 open tcp epmap

172.28.2.108 GMSA-LAB.in.glesec.com 137 open udp netbios

172.28.2.108 GMSA-LAB.in.glesec.com 138 open udp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 139 open tcp smb
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ip hostname port status protocol service

172.28.2.108 GMSA-LAB.in.glesec.com 443 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 445 open tcp cifs

172.28.2.108 GMSA-LAB.in.glesec.com 2179 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 3389 open udp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 3389 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 5120 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 5985 open tcp www

172.28.2.108 GMSA-LAB.in.glesec.com 6160 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 6162 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 6163 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 6190 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 6290 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 6600 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 11731 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 47001 open tcp No Service Detected

172.28.2.108 GMSA-LAB.in.glesec.com 49664 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49665 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49666 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49667 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49668 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49669 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49720 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 49836 open tcp dce

172.28.2.108 GMSA-LAB.in.glesec.com 60032 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 53 open tcp dns

192.168.51.15 dc-02.in.glesec.com 53 open udp dns

192.168.51.15 dc-02.in.glesec.com 88 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 88 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 123 open udp ntp

192.168.51.15 dc-02.in.glesec.com 135 open tcp epmap

192.168.51.15 dc-02.in.glesec.com 137 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 389 open tcp ldap

192.168.51.15 dc-02.in.glesec.com 389 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 445 open tcp cifs

192.168.51.15 dc-02.in.glesec.com 464 open tcp No Service Detected



MSS-VME REPORT
GLESEC 06/09/2023

ip hostname port status protocol service

192.168.51.15 dc-02.in.glesec.com 464 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 500 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 593 open tcp http

192.168.51.15 dc-02.in.glesec.com 636 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 647 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 3268 open tcp ldap

192.168.51.15 dc-02.in.glesec.com 3269 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 3389 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 3389 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 4155 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 4500 open udp No Service Detected

192.168.51.15 dc-02.in.glesec.com 5120 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 5985 open tcp www

192.168.51.15 dc-02.in.glesec.com 6162 open tcp dce

192.168.51.15 dc-02.in.glesec.com 6183 open tcp dce

192.168.51.15 dc-02.in.glesec.com 6184 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 6190 open tcp dce

192.168.51.15 dc-02.in.glesec.com 6290 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 9389 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 47001 open tcp No Service Detected

192.168.51.15 dc-02.in.glesec.com 49664 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49665 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49666 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49667 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49668 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49670 open tcp ncacn_http

192.168.51.15 dc-02.in.glesec.com 49671 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49673 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49684 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49685 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49791 open tcp dce

192.168.51.15 dc-02.in.glesec.com 49881 open tcp dce

192.168.100.173 PRTG.in.glesec.com 443 open tcp www

172.28.2.124 80 open tcp www

172.28.2.124 443 open tcp www
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ip hostname port status protocol service

172.28.2.124 5060 open tcp No Service Detected

172.28.2.89 goc-usa-sw.in.glesec.com 80 open tcp www

172.28.2.89 goc-usa-sw.in.glesec.com 443 open tcp www

172.28.2.89 goc-usa-sw.in.glesec.com 5060 open tcp No Service Detected

172.28.2.92 80 open tcp www

172.28.2.92 443 open tcp www

172.28.2.92 5060 open tcp No Service Detected

172.28.2.65 22 open tcp ssh

172.28.2.65 53 open tcp dns

172.28.2.65 80 open tcp www

172.28.2.65 443 open tcp www

10.100.129.14 443 open tcp www

10.100.1.185 443 open tcp www

172.28.1.91 22 open tcp ssh

172.28.1.68 GOCPAWS02.in.glesec.com 22 open tcp ssh

172.28.1.68 GOCPAWS02.in.glesec.com 139 open tcp smb

172.28.1.68 GOCPAWS02.in.glesec.com 445 open tcp cifs

10.4.0.51 gmp.glesec.com 80 open tcp www

10.4.0.51 gmp.glesec.com 443 open tcp www

10.4.0.2 53 open tcp dns

10.10.10.2 53 open tcp dns

172.28.1.86 80 open tcp www

172.28.1.86 443 open tcp www

172.28.1.119 53 open udp No Service Detected

172.28.1.119 123 open udp No Service Detected

172.28.1.119 135 open tcp epmap

172.28.1.119 137 open udp netbios

172.28.1.119 138 open udp No Service Detected

172.28.1.119 139 open tcp smb

172.28.1.119 445 open tcp cifs

172.28.1.119 1900 open udp No Service Detected

172.28.1.119 2179 open tcp No Service Detected

172.28.1.119 3389 open tcp No Service Detected

172.28.1.119 3389 open udp No Service Detected

172.28.1.119 3702 open udp No Service Detected
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ip hostname port status protocol service

172.28.1.119 5040 open tcp No Service Detected

172.28.1.119 5050 open udp No Service Detected

172.28.1.119 5120 open tcp No Service Detected

172.28.1.119 5353 open udp No Service Detected

172.28.1.119 5985 open tcp www

172.28.1.119 7680 open tcp No Service Detected

172.28.1.119 9593 open tcp No Service Detected

172.28.1.119 9594 open tcp No Service Detected

172.28.1.119 9595 open tcp No Service Detected

172.28.1.119 9595 open udp No Service Detected

172.28.1.119 33354 open udp No Service Detected

172.28.1.119 33354 open tcp No Service Detected

172.28.1.119 33355 open udp No Service Detected

172.28.1.119 33370 open udp No Service Detected

172.28.1.119 33370 open tcp No Service Detected

172.28.1.119 33371 open udp No Service Detected

172.28.1.119 38293 open udp landesk_pds

172.28.1.119 47001 open tcp No Service Detected

172.28.1.119 49664 open tcp dce

172.28.1.119 49665 open tcp dce

172.28.1.119 49666 open tcp dce

172.28.1.119 49667 open tcp dce

172.28.1.119 49668 open tcp dce

172.28.1.119 49669 open tcp dce

172.28.1.119 49673 open tcp dce

172.28.1.119 53494 open udp No Service Detected

172.28.1.119 54812 open udp No Service Detected

172.28.1.119 55445 open udp No Service Detected

172.28.1.119 58741 open udp No Service Detected

172.28.1.119 59046 open tcp dce

172.28.1.119 63717 open udp No Service Detected

172.28.1.119 64733 open udp No Service Detected

172.28.1.119 65135 open udp No Service Detected

172.28.1.119 65136 open udp No Service Detected

172.28.1.120 123 open udp No Service Detected
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ip hostname port status protocol service

172.28.1.120 135 open tcp epmap

172.28.1.120 137 open udp netbios

172.28.1.120 138 open udp No Service Detected

172.28.1.120 139 open tcp smb

172.28.1.120 445 open tcp cifs

172.28.1.120 1900 open udp No Service Detected

172.28.1.120 5040 open tcp No Service Detected

172.28.1.120 5050 open udp No Service Detected

172.28.1.120 5120 open tcp No Service Detected

172.28.1.120 5353 open udp No Service Detected

172.28.1.120 5355 open udp No Service Detected

172.28.1.120 5985 open tcp www

172.28.1.120 7680 open tcp No Service Detected

172.28.1.120 47001 open tcp No Service Detected

172.28.1.120 49664 open tcp dce

172.28.1.120 49665 open tcp dce

172.28.1.120 49666 open tcp dce

172.28.1.120 49667 open tcp dce

172.28.1.120 49668 open tcp dce

172.28.1.120 49669 open tcp dce

172.28.1.120 49670 open tcp dce

172.28.1.120 58216 open udp No Service Detected

172.28.1.120 61427 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 123 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 135 open tcp epmap

172.28.2.114 GOCUSAWS02.in.glesec.com 137 open udp netbios

172.28.2.114 GOCUSAWS02.in.glesec.com 138 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 139 open tcp smb

172.28.2.114 GOCUSAWS02.in.glesec.com 445 open tcp cifs

172.28.2.114 GOCUSAWS02.in.glesec.com 1536 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 1537 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 1538 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 1539 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 1541 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 1543 open tcp dce
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ip hostname port status protocol service

172.28.2.114 GOCUSAWS02.in.glesec.com 1583 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 1900 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 3389 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 3389 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 4155 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 4343 open tcp www

172.28.2.114 GOCUSAWS02.in.glesec.com 5040 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 5050 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 5120 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 5353 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 5985 open tcp www

172.28.2.114 GOCUSAWS02.in.glesec.com 7680 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 9535 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 9593 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 9594 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 9595 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 9595 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 33354 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 33354 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 33355 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 33370 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 33370 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 33371 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 38293 open udp landesk_pds

172.28.2.114 GOCUSAWS02.in.glesec.com 44343 open tcp www

172.28.2.114 GOCUSAWS02.in.glesec.com 47001 open tcp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 52791 open tcp dce

172.28.2.114 GOCUSAWS02.in.glesec.com 53787 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 56153 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 57124 open udp No Service Detected

172.28.2.114 GOCUSAWS02.in.glesec.com 64303 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 123 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 135 open tcp epmap

172.28.2.77 GOC-USA-WALL.in.glesec.com 137 open udp netbios

172.28.2.77 GOC-USA-WALL.in.glesec.com 138 open udp No Service Detected
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ip hostname port status protocol service

172.28.2.77 GOC-USA-WALL.in.glesec.com 139 open tcp smb

172.28.2.77 GOC-USA-WALL.in.glesec.com 445 open tcp cifs

172.28.2.77 GOC-USA-WALL.in.glesec.com 1900 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 4155 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 4343 open tcp www

172.28.2.77 GOC-USA-WALL.in.glesec.com 5040 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 5050 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 5120 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 5353 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 5985 open tcp www

172.28.2.77 GOC-USA-WALL.in.glesec.com 7680 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 9535 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 9593 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 9594 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 9595 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 9595 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 33354 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 33354 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 33355 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 33370 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 33370 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 33371 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 38293 open udp landesk_pds

172.28.2.77 GOC-USA-WALL.in.glesec.com 44343 open tcp www

172.28.2.77 GOC-USA-WALL.in.glesec.com 47001 open tcp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 49664 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 49665 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 49666 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 49667 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 49668 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 49710 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 51087 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 55543 open tcp dce

172.28.2.77 GOC-USA-WALL.in.glesec.com 55988 open udp No Service Detected

172.28.2.77 GOC-USA-WALL.in.glesec.com 58580 open udp No Service Detected
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172.28.2.77 GOC-USA-WALL.in.glesec.com 65325 open udp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 80 open tcp www

172.28.2.109 GMSA-LAB.in.glesec.com 123 open udp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 135 open tcp epmap

172.28.2.109 GMSA-LAB.in.glesec.com 137 open udp netbios

172.28.2.109 GMSA-LAB.in.glesec.com 138 open udp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 139 open tcp smb

172.28.2.109 GMSA-LAB.in.glesec.com 443 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 445 open tcp cifs

172.28.2.109 GMSA-LAB.in.glesec.com 2179 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 3389 open udp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 3389 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 5120 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 5985 open tcp www

172.28.2.109 GMSA-LAB.in.glesec.com 6160 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 6162 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 6163 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 6190 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 6290 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 6600 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 11731 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 47001 open tcp No Service Detected

172.28.2.109 GMSA-LAB.in.glesec.com 49664 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49665 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49666 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49667 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49668 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49669 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49720 open tcp dce

172.28.2.109 GMSA-LAB.in.glesec.com 49836 open tcp dce

192.168.52.28 80 open tcp www

192.168.52.28 123 open udp No Service Detected

192.168.52.28 135 open tcp epmap

192.168.52.28 137 open udp No Service Detected

192.168.52.28 138 open udp No Service Detected
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192.168.52.28 139 open tcp smb

192.168.52.28 443 open tcp www

192.168.52.28 445 open tcp cifs

192.168.52.28 3389 open tcp No Service Detected

192.168.52.28 3389 open udp No Service Detected

192.168.52.28 5120 open tcp No Service Detected

192.168.52.28 5985 open tcp www

192.168.52.28 6162 open tcp dce

192.168.52.28 6183 open tcp dce

192.168.52.28 6184 open tcp No Service Detected

192.168.52.28 6190 open tcp dce

192.168.52.28 6290 open tcp No Service Detected

192.168.52.28 7680 open tcp No Service Detected

192.168.52.28 8530 open tcp www

192.168.52.28 8531 open tcp No Service Detected

192.168.52.28 47001 open tcp No Service Detected

192.168.52.28 49664 open tcp dce

192.168.52.28 49665 open tcp dce

192.168.52.28 49667 open tcp dce

192.168.52.28 49668 open tcp dce

192.168.52.28 49669 open tcp dce

192.168.52.28 49782 open tcp dce

192.168.52.28 49792 open tcp dce

192.168.52.28 49814 open tcp dce

192.168.52.28 51256 open tcp dce

192.168.50.114 dc-01.in.glesec.com 53 open tcp dns

192.168.50.114 dc-01.in.glesec.com 53 open udp dns

192.168.50.114 dc-01.in.glesec.com 88 open udp No Service Detected

192.168.50.114 dc-01.in.glesec.com 88 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 123 open udp ntp

192.168.50.114 dc-01.in.glesec.com 135 open tcp epmap

192.168.50.114 dc-01.in.glesec.com 137 open udp No Service Detected

192.168.50.114 dc-01.in.glesec.com 389 open tcp ldap

192.168.50.114 dc-01.in.glesec.com 389 open udp No Service Detected

192.168.50.114 dc-01.in.glesec.com 445 open tcp cifs
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192.168.50.114 dc-01.in.glesec.com 464 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 464 open udp No Service Detected

192.168.50.114 dc-01.in.glesec.com 593 open tcp http

192.168.50.114 dc-01.in.glesec.com 636 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 3268 open tcp ldap

192.168.50.114 dc-01.in.glesec.com 3269 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 3389 open udp No Service Detected

192.168.50.114 dc-01.in.glesec.com 3389 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 4155 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 5120 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 5985 open tcp www

192.168.50.114 dc-01.in.glesec.com 6162 open tcp dce

192.168.50.114 dc-01.in.glesec.com 6183 open tcp dce

192.168.50.114 dc-01.in.glesec.com 6184 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 6190 open tcp dce

192.168.50.114 dc-01.in.glesec.com 6290 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 9389 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 47001 open tcp No Service Detected

192.168.50.114 dc-01.in.glesec.com 49664 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49665 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49666 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49667 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49668 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49674 open tcp ncacn_http

192.168.50.114 dc-01.in.glesec.com 49675 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49676 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49686 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49702 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49801 open tcp dce

192.168.50.114 dc-01.in.glesec.com 49871 open tcp dce

192.168.52.48 netbox.in.glesec.com 22 open tcp ssh

192.168.52.48 netbox.in.glesec.com 68 open udp No Service Detected

192.168.52.48 netbox.in.glesec.com 80 open tcp www

192.168.52.48 netbox.in.glesec.com 443 open tcp www

192.168.52.48 netbox.in.glesec.com 6162 open tcp No Service Detected
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10.100.129.143 443 open tcp www

10.100.1.234 443 open tcp www

172.28.1.85 80 open tcp www

172.28.1.85 443 open tcp www

172.28.1.85 5060 open tcp No Service Detected

172.28.2.95 80 open tcp www

172.28.2.95 5060 open tcp No Service Detected

172.28.1.65 22 open tcp No Service Detected

172.28.1.65 53 open tcp dns

172.28.1.65 80 open tcp www

172.28.1.65 443 open tcp www

172.28.1.65 5666 open tcp No Service Detected

172.28.1.81 monitor-goc1.in.glesec.com 22 open tcp ssh

172.28.2.91 80 open tcp No Service Detected

172.28.2.91 443 open tcp No Service Detected

172.28.2.91 631 open tcp No Service Detected

172.28.2.91 8080 open tcp No Service Detected

172.28.2.91 9100 open tcp No Service Detected

10.100.0.2 53 open tcp dns

10.4.0.61 gmpapi-dev.glesec.com 80 open tcp www

10.4.0.61 gmpapi-dev.glesec.com 443 open tcp www

172.28.1.89 135 open tcp epmap

172.28.1.87 67 open udp No Service Detected

172.28.1.87 80 open tcp No Service Detected

172.28.1.87 137 open udp No Service Detected

172.28.1.87 138 open udp No Service Detected

172.28.1.87 139 open tcp smb

172.28.1.87 161 open udp snmp

172.28.1.87 427 open udp No Service Detected

172.28.1.87 443 open tcp No Service Detected

172.28.1.87 445 open tcp cifs

172.28.1.87 515 open tcp No Service Detected

172.28.1.87 631 open tcp No Service Detected

172.28.1.87 1865 open tcp No Service Detected

172.28.1.87 9100 open tcp No Service Detected
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0

 = Limited disclosure, restricted to participants’ organizations. Sources may use TLP:AMBER
when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or
operations if shared outside of the organizations involved. Recipients may only share TLP:AMBER
information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify
additional intended limits of the sharing: these must be adhered to.
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