
 

ENDPOINT DETECTION AND RESPONSE SERVICE (MSS-EDR) 
 
This document is a briefing that describes the operation and use of the Endpoint Detection and Response Service, 
and it is meant for all users of SKYWATCH WEB Platform. 

Purpose of this Dashboard 

This SKYWATCH Dashboard(s) provides visibility to the technical and executive users of SKYWATCH about the MSS-
EDR Service and an on-demand report for this service (with the information of the dashboard).  These are two of 
the deliverables for this service. There are more consolidated reports that combine the information of this service 
with other contracted services. Also certain of the parameters defined on this Dashboard are used as indicators to 
trigger SKYWATCH automations (GLESEC NOTABLE EVENTS – GNE) and this activates the GLESEC OPERATION 
CENTER(s) (GOC) into action to further investigate and for incident-response. 

The following presents the SKYWATCH MSS-EDR. 
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Detailed Description of functionality of the MSS-EDR Dashboard 

Below the description and use cases of each of the components. 

ITEM DESCRIPTION 

Average Threat - User 
Defined 

Displays the average threat score for users over a certain time span.  
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to monitor if the average threat for users has been recently 
increasing or decreasing. 

Threat Score 

Displays the threat score for files hosts and users over a 6-month span.  
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 6 months. 
 
This information can be used to monitor these three fields and compare them to each other 
as well as see any differences in each month. 

Events by File Path - 
User Defined 

Displays recent events that occurred in the files for a user. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see what file additions could be potentially dangerous to the 
users and where it can be found. 

Events by Host Name - 
User Defined 

Displays recent events that occurred on a host machine. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see your top 5 machines that have had events called and 
which ones are getting the most traffic.  

Events by Event Name 
- User Defined 

Displays the top recent events that have occurred between all of your machines for a user. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see which event is the most popular and should be worked 
on or looked at. 

High Severity Events 
by Event Name - User 
Defined 

Displays the top recent high events that have occurred between all of your machines for a 
user.  
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see which high event is the most popular and should be 
worked on or looked at. 

Brute Force Detection 
by Ratio - User Defined 

Displays a ratio of successful logins and unsuccessful logins for a user. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see which users have an unexpected high number of bad 
logins and should be monitored. 



 

High Severity Events 

Displays a list of high severity events, showing the machine that it belongs to as well as the 
file path that it is found in. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 24 hours. 
 
This information can be used to see which specific high severity event is affecting what 
computer and where the possible problem lies. 

Events 

Displays the total amount of events that have occurred in the current and previous month. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 6 months. 
 
This information can be used to see if your total events between the two months have gone 
up or down. 

Total Hosts - User 
Defined 

Displays the total machines connected to the EDR. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see how many active machines you have being monitored by 
the EDR. 

High Severity Events 
by File Path - User 
Defined 

Displays recent high severity events that occurred in the files for a user. 
 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see what file additions could be potentially dangerous to the 
users and where it can be found. 

High Severity Events 
by Host Name - User 
Defined 

Displays recent high severity events that occurred on a host machine. 
 
For the SKYWATCH WEB the refresh rate is once every day. The information represents data 
from the last 30 days. 
 
This information can be used to see your top machines that have had events called and 
which ones are getting the most traffic. 

REPORT 
This action button will generate a MSS-EDR REPORT based on the data of the dashboard with 
the corresponding TLP AMBER designation. 
 

 

 

 


